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3.3 7= BRI

SCALANCE W700 #4108t

YN CE AR E VRN W
— ZEXULAREN T 10 Mbps A1 100 Mbps
- HIEE
- HIRMEA
o WLAN EO7E 2.4 GHz 1 5 GHz #i Bt b T4

e WLAN £ 037 IEEE 802.11a. |EEE 802.11b 1 IEEE 802.11g #xifk. 7E 802.11a I
802.11g T, & Z & =ik 54 Mbps.

o |EEE 802.11n
— =% WLAN Fr#E (o LAND
— TI{E 2.4 GHz 1 5 GHz JE W TAE

 |EEE 802.11h - % IEEE 802.11a HI#h 78
7£ 802.1Th #iX\~, #£5.25-5.35#15.47-5.75 GHz G 18 “ R4 oh4%4] (TPC)”
PLJ “Bha A% (DFS) ik, fE—LeEZKMX, RIERS DhaEm, WAy 4
1 Fi T4 B 5.47 - 5.725 GHz.
TPC 2 i 48 S 28 K — M 71k
I DFS, A SR 60 FP i A R E 2, SRS E A il Fodfs. 7Rk
], BENSASRIEGR. WREEE ERIUSS, WZEERK R 30 408, A
BEMGREFERZME. TRt REEA.

o SZFFWPA. WPA-PSK. WPA2. WPA2-PSK F IEEE 802.1x il AnitE, J£3ZHF WEP. AES
A TKIP 1% 7%

i B
PL WLAN #i{, IEEE802.11n 14T 115t 7% H ml LA B WPA2 (WPA2-PSK A1 WPA2 Radius)

s,

o CASZIEEHT WLAN A&, NS WMM (wireless multimedia, T £284k) ThRE. &
AU R S FE AT IS, AR JE @ WLAN B2 %40 56 28 ki o

o EAMIN RADIUS RS 25 R BUTIILE
o W TLRIEREIAT 5 VLA I DL S B FH AR O ) AT
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o MR SCALANCE W700 # 4% 55

LR PR AL Y Wi-Fi 14 (0 LB AR
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LAN R4 WirelessHART & 4t, IR ERXEE M. N4 77k G R E S A0R
JEEIE L. ol B2k LAN F1 WirelessHART f24E LA R HE S .

IWLAN &8 WHART i#ig
IEEE 802.11 b/g/n IEEE 802.15.4
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7 16 - 21

11 20-25

13 21-25

iH

Jiifi SCALANCE W700 £\ i #] 2 Fr 4 245 a2 7 i A =

SCALANCE W700 [H4&4E

pivg= WLAN 3% R& PLRME O BiyrEgk HHmS

WEg HS B R
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( %ﬁ QIV‘

6GK5774-1FX00-0ACO @

SCALANCE W774-1M12 1 AR 2x10/100 IP30 6GK5774-1FY00-0TAO
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Mbps EAK K
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Biid

Pt IEEE 802.11n J2 802.11 #5#fE[H &, T 2009 3R7FHEAE.

Z W AR AE L E T 2.4 GHz #5B¢ (IEEE 802.11g/b), B i& T 5 GHz Sk (IEEE
802.11a). IEEE 802.11n i&H FHAMEL.

7E IEEE 802.11n #rdEHAFLELE PHY Z AT MAC JZ 5L IHLH], AT HE m dcis et 5 138 K ek
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o FHZHEM

o BIEEKL
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o a4 1a) ke
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MIMO (Multiple Input - Multiple Output, ZHAZHiH) ETHEELRERS. Kk
PRI HA Z A2 B B IR LR . XS W) ) B I R LR T R A R i, %
FAERIVO A BRI . B TATS S HTht. SRR ST, B R s AR e A 1R R B
REAEEAAWR S BAR (2B « ZBREHFEWE, ERBUSE— DRI 5 7 BRI
VA DG RS R 4 A SR — A F P A2 1) B S R 5 5 . MIMO Sl A IIARFAE 5 5
(2 ) 8 SR S F AR A ZE A AN 2 (R B AAN R T HAHADAL B . S8 % ik
FINIIFRRIE, BB RES S 2 ME S B .

& | 1EEE 802. 1la/b/g W % ¥t

% ¥ (545 TEEE[J802. 11n (MIMO)

BAHAIH (MRO)

LI

2 RERGH, TGS MR REEN, REE I MG 5. H MRCI5ikE
HIELAE T . MRCITIESIRIETCLAS 5 G M LU AT IR, SRR H & X LT AE 5 A
M — MG 5. EMRILARIEEE, HHRRA UK,

RSB R, AFEME R AT AR AT AL o BRI A 2 n AR R s
BAJTRUL, RN REOURIE Vn BEHRR. BRI 2 REHE KRS R,
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546 IEEE 802.11n £ Web 12 V6.5 ) SCALANCE W770/W730
fit & F 1, 04/2022, C79000-G8952-C323-12 35



]

3.4 IEEE 802.11n

BEBKE
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E LT IEEE 802.11n, Hdl ol id i (AN ELAEARAR B IE AT E15 . IX 2% 20 MHz BB 4H &
TE—RCJE R — %% 40 MHz @38 . X U@ s s 7 —f%, Mmies 78wt &,
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TR A3 A 20 MHz. IZE' ﬂ)k% IEEE 802.11n t 7] 55 IEEE 802.11alblg £ iH1S .
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H.

4 |EEE 802.11a/b/g/h FrukffE 5

| g

) (

lg=l" el
SCALANCE SCALANCE
W788-1PRO W746-1PRO

2 /> 20 MHz ifiig
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74 |EEE 802.11n bRk S

tl) — (L
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W788-1 M12
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s BT IEEE 802.11n, "PRAEIE QAL E S EEM M ERIETE; XBPOIMERS .
A RIS A

o EEH MAC HHEE .70 (A-MADU)
5B A-MPDU,  ECA AR H drstiik 192 4> MPDU Hidfs (LR SRAE — & IHAE — > KT A-
MPDU K i%.

o EAH MAC RSB ¥ 6 (A-MSDU)
&8 A-MSDU, EA#HE H ek i) 2 4> MSDU 235 B 90 7E — i Jf R ik .

SCALANCE W 1% £ SZ R R R & 7] 7E WBM UL [ "AP 802.11n" 1T X & -

B 37 (&1 mT 5 LEAS R ) A e 21— kS . AE ST, IXRPR & AKO9AS IR T (IS
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IEEE 802.11alblg fIB53 [FIF# A 800 ns. IEEE 802.11n Al fii F &K ) 400 ns B4 FIFG. 7E
“AP 802.11n"WBM U [H_F45&5E Bi 4 ()R .
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AT BERS IR 1K) PGIPC, A fgx SCALANCE W ¥ & HEAT4HAS . i 534 7T I i) DHCP il
8%, MAZIE FH 42255 7 SINEC PNI ] PC K>y SCALANCE W 45 & X0 Bic 1P Hidiko 3
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3.6 C-PLUG F1 KEY-PLUG
PLUG NHEBN I, FEEHA&R, T IHR& IS ERBH k& T .
PLUG 5 LA it AR :
o C-PLUG: FAIAZHAFAik A U AT ORAF IR 25 O AL S Bl

e KEY-PLUG: FRASEIEI, nIAZ A7 N FUL RS VIR, @iz v ik a H
iFeatures 245 52 ThE .

TreR=E

TR

BAEHAIE]E 77463k C-PLUG/KEY-PLUG!

WEER&RATEN T A7 LAEE PLUG.

WA LA 1 B IR BEAS 2 PLUG R SAEE . WA E] PLUG #E4k i, MISEE.

WRER &N THRKEY-PLUG, B&SIEE S G U2 TiE A RIRES . FEIXFHE N
T, SCALANCE W 2x2xH vl FH i o4k 0 o

ERASERTHA T PLUG, NHZAAERD I PLUG BUTS I FVEZk S . R AT i%
W, HHREEMANE] WE.

B SCRFLL T B

e AN PLUG
WA B HSEI RN IS T . RIEA PLUG B2 30E I

« i PLUG
R RS ANEIER PLUG () DIRESEEEA “IE3” ThREMIER) , ¥+ A7
A ZH AN E SRR PLUG . W PLUG BL&VFRTHIE, &) JE FHHAR )68
LB AF O PLUG ("ACCEPTED™IRZS) B &K (5 Ji shist 2/l PLUG AR 2254k
o A2, PCHIEIT A B &R S NIRRT A TR %2
Horh—AMAIAME B P ZHAS, T 5ifdiF DHCP ¥ & IP 207, H. DHCP RS 23 BEATHH
MRS . I BAE P LT MAC Hihik R ThfE, T 7 B AT A .
It P S S A E PLUG LSS
WEREN THE, NE/SHHSE B EEAAME PLUG (5 ALT-"ACCEPTED™ R
o RS R A PAT B S A

SR B

RIHENR) PLUG ML SRR AR AL BAMIH PLUG/IKEY-PLUG B PLUG H 8L
IS, WARZWHLE] (LED. 3T Web I (WBM). SNMP. #4741 (CLI) Al
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PROFINET 2 W) ¥R A G S . H P BERI AT DUEFEFEREH1Z PLUG, BCE S8 3T
k1% PLUG.

A

AR PLUG B S ERTRAENHE

TR RARE A fE v, ASEIETTREE K. EXFENT, MR, Bl
M &S B, RGN T PLUG, WEEJE, BT PLUG 5B A 2 BT 5
B HSEE, IR N"NOT ACCEPTED” . IRR, f48aT LUK [0] 22 R F) f5e 5 [ A2 1 AN 2 2k
{ETHASESE. WRAHFTFEPLUG LRMGAL, WA “ R4 >PLUG"(System >PLUG)
FEMEREES PLUG.

KEY-PLUG KRR R

BREHASHN, KEY-PLUG A& —ANSZHEEH iFeatures ThaEE FIVF ATHE

X ITNRER) PLUG (PRESET-PLUG)

40

B PRESET-PLUG, W ATE ZAN15e 4% b 22 28 M0 R (1 2025 S LB 5 [ 44

YL
@it {# A DHCP H14&

AN 8 F DHCP R BE4 2HAS61) 4 PRESET-PLUG. 5, <P NAEAE 2 /AR I 1P Hiudilk:
TS 34 AT
AT DAAE 58 I3 A 22 235 J5 A9 4 T 31 52 14 1P bk o

FER 41509 PRESET-PLUG [ PLUG w1, f7fif T a1 K™ AR

LA
TE4EA PRESET PLUG KM FIkE ) BRAREHER

WREEEEL N BIAKE, WAEESEFR, AR PRESET PLUG 2% 1L,
PRESET PLUG Zhaels £k, 2 )5, T EMIEH PRESET PLUG,

RSP PRESET PLUG, AEHBR&EMN N BRINRE.

A RB A ] PRESET PLUG B Z 415 B, 155 WRFRMYEY (T 435)F4) .
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Biid

“LIK ML " (Power over Ethernet, PoE) & —Fli#7& IEEE 802.3af &}, IEEE 802.3at HrifE M
R R AR o K A5 b D 28 LA A E — S I DAUK I FE B Tl Pl e i e 7R 0041
IHEJRZE . PoE i H T-FT PoE FAFMZE A, BATEH fZ B/ MIIIZE (K 12.95W) .

B IR — > LUK I 1 SRE PoE FEAHSGBE& OERAE BB it AT T v

FT oL L

o BS 1 LKL
FEPGECLR I, FLZRRT 1. 2 F1 3. 6 I TALdmlde. Lkxt 4. 5/ 7, 8 HI L.
AR DURRZR AT T, el s SR B ZE 1. 2 /13, 6 B (WS 2) . KAk
PG SRR RF Y 101100 Mbps FIfFIL. XAt R ERANE & HdEfL4m= 9 1 Gbps 1)
e, XRBOVETIRAH, 2HRK 8 ALk # M T4t 4t

o B5 2 (YIZREPF)
RIS AR, it H TR o ke, BIAEER) IR (1 Gbps) BPUAR
(10/100 Mbps) HLZLEEH T Hdlafedn, SCH T

WA RS 1 NS 2 382 AR S 2, ES WAH G A& IR AE U B .
SCHFF PoE UBZ AL AT LA Y LA FL 2 A 24 i B 4% ik ol

o M5 1E;

. M52

o WS HMT 2,

s
RIS (RN, I AT 28 ph ORI R8T T B4 IS AT R . 125 L AT POE
MhfE, # SCALANCE X108PoE. SCALANCE X308-2M POE. SCALANCE XR552-12M.
FE

THHA L POE AN, (R EsAt ., Hhif, 18I 58 AN 24 i 15 & 2 (A1 R B hn i &
KALd . EXMIEN T, BT @S TUABELM R, KL AR 10/100 Mbps FEHE £ 4
B

754 |EEE 802.11n T Web I V6.5 ] SCALANCE W770/W730
fic & F 1, 04/2022, C79000-G8952-C323-12 41



]

3.7 LM (PoE)

AT Siemens FLIEA S FH AR VRSN I35 H o H T MU Sk SCFF 24 VDC LR, RIbe

ANFF& 802.3af Bl IEEE 802.3at. 1EVE & LA A 5 HL A Sk (1) 4 FH PR A1 -

/N &4

AL EAFE LA T KA Rk

o CRADERALE SELV, HIFF& IEC 60364-4-41 [f] PELV
o FESREMNER, RAFFE NECH] 2 KHYH

o TERMEMIER, MLUAFFA NEC/ICEC EK

o HIESEEK 0.5 A.

A
Fohk 31 RWRHESIKE G B - YU LK)
AR B (k. BREA TP L) | AWKBESEKE
|E TP i FESE A |E FC fdi 8 RJ-45 0%/ 45m
+10m TP £k +10m TP £
i IEFCRJ-45 #fisk 180 |0 | 55m
|E FC TP fiffFH FL4% A IE FC 4di 5 RJ-45 0% 75m
|E FC TP # 52, X014 +10m TP £ +10m TP £;
IEFCTP #rid #45 IE FCRJ-45 #k 180 |0 %I 85m
|E FC TP Friff L4 WA |E FC 4 RJ-45 0 #/90m
+10m TP £ +10m TP £
A IEFCRJ-45 463k 180 |0 %] 100 m
Tkt 32 RVFMHEZEKEE GRS - TIRA LUK R
AR T M Gk, #EEEA TP &) | RFRIESEKE
|E FC hrEHZE, 4x2, 24 |44 IE FCRJ-45 463k 180, [0 %/ 90m
AWG 4x2
|E FC #H45, 4x2, 24 AWG |74 IE FCRJ-45 #fisk 180, |0 %/ 60m
4x2
|E FC brifEriZE, 4x2, 22 | A IE FC 4B RJ-45 0 # 100 m
AWG +10mTP 2% +10mTP 2%
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T’ 33 ik
FIH | CAT5 B4% |CAT6a 52k | BH
# H AL | K5 AR
Bies B MR (X
10/100
Mbps)
1 O srflE e | Aok i F R
2 (e 3] Hidfe K g
3 HE et S R € Hdm FR
6 |t icaid) Hdfe K g
4 W HL IR 10/100 Mbps & A H
5 WeiEe | B 10/100 Mbps f& L N Afd
7 FRE e | IR 10/100 Mbps &4t A H
8 rRE LY 10/100 Mbps &t N A8

SCALANCE W700 #t4_E PoE i LED
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WA, FELEDIREA T o

IR T RE BAHE
Syste |Syslog %% %% 3
m DNS fifk 5545 manual (IPv4/IPv6) 3
learned (IPv4/IPv6) 2
St 7
SMTP Jlg %5 #% 3
SNMPv1 FEBFHE T 10
SNMP 5] 50
SNTP IR %5-#5 (SNTP server) 2
NTP Ik %5 #% 1
DHCP it 1
DHCP H 4528 & BRI IPv4 Mkt (Bh4s + #4) [ 100
A~ DHCP it ) DHCP #4573t 20
DHCP 3% 15 20
BOo || E bRk i 10
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AR RITEE BAHE
Securit | RADIUS Jiii 4525 (1) IP Hitik * AAA: 4
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BT ACL CEERIEVT R AL 10

MAC ACL I 4125 20

MAC ACL H NS5 AT H sl 0] (430

R 40 2% (20 RN
120 2& 3 JL)D
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o PEANA: 680 (P1. WDS
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2P mRE BAR
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Tk 1 (WLAN) WLAN 1 WLAN 1
IPEEH:
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Y=1..8
VLAN 16 16
DR SR
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TRIH T W& L RG R R M. EER, AAESFMAAELTEBFNHE T IrE .
AR R A KEY-PLUG, FELeThae Al H .

754 |EEE 802.11n T Web I P V6.5 ] SCALANCE W770/W730
fic & F 1, 04/2022, C79000-G8952-C323-12 47



FERFE Y
4.2 PR L)

FATOR B AT AR SRR

4 IEEE 802.11n T Web (431 V6.5 (1) SCALANCE W770/W730
48 fic & T/, 04/2022, C79000-G8952-C323-12



FEARE
4.2 BRI ZZThEE

B RN & PR RERA R
iR
Informati | Security AP [A]fHZE | v
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W700 Security (MLFB
6GK5907-0PA00)
WLAN BARM |V
iR
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WDS %% | v
HE AP v
SRAETE | v
= | - v
%
Al F AP v
P L v
WLAN HL v v
Statistics RIS | v
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CHERE v v
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¥
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2 B
Interface | WLAN FEAR v -
s i v v
RE v v
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-
802.11n |V v
AP v -
AP WDS v -
AP v -
802.11alb
lg HFE
AP v -
802.11n
% A Ui - v
802.11alb
lg # %
% 7 Ui - v
802.11n
SRAETE | v v
HEIE |- v
e
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X
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B
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5
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% - v
RADIUS 1%
K&
A v v
Inter AP & YN v -
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W?700 Security (MLFB
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BARER Z P EER T REAR
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iFeatures | iPCF iPCFv1 v v
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907-8PA00) 6GK5 907-8PA00)
& F: W740 iFeatures
(MLFB 6GK5 907-4PA00)
iPCF-MC v v
A BEXT AP P B A R
W780 iFeatures W780 iFeatures (MLFB
(MLFB 6GK5 6GK5 907-8PA00)
907-8PA00) Z . W740 iFeatures
(MLFB 6GK5 907-4PA00)
iPRP v v
W780 iFeatures - ab TS NN
(MLFB 6GK5 W780 iFeatures (MLFB
907-8PA00) 6GK5 907-8PA00)
& ;. W740 iFeatures
(MLFB 6GK5 907-4PA00)
iREF v -
W780 iFeatures
(MLFB 6GK5
907-8PA00)
AeroScout v -
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907-8PA00)

SCHF IPV6
LT RGDIREASCHF IPV6 Sl
* AP [H][HZE
o SR
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4.3 EtherNet/IP

EtherNet/IP

EtherNet/IP (LUK TR SZ3ET TCP/IP A1 UDP/IP f#) Tk S LUK Il Tolkbrite
i@t EtherNet/IP, N )ZH a0 A Tk (Common Industrial Protocol, CIP) B &L
KW, 7E EtherNet/IP /1, OSI 25 (AR Z B DA K 38 o 47 2 0 28 A& 5 Dh R H o

1E “ &4t > EtherNet/IP"(System > EtherNet/IP) H12HZ EtherNet/IP,

B Tk

18 FH T B (CIP) s —Ff E AL S B, SR Tl DL A 1P ) 2% B 47 S e 1) e 4
I 2RI T4 (Ui DeviceNet. ControlNet F1 EtherNet/IP) Btk TV S /R N JZ
P34 T DAL E VR SRR F Zn AR A (BEIES . 110. HMIL OPC...) o CIP AL T
fei )2 BTy, 8 B TARREE RS Ky RAfL ks . HA L FE e, iR R ™
K& AN AT BRI AE R S5 . CIP X 43I (R 2K A% (1) 110 W B (FaXH B FH TAE
SHAERER ST MmN CBERWEE) o CPHEAITR: Fra WA “al 1L EdEED
Al s R G AT VA . CIP B @ AR : EDS (ARFEURERD

HFHER
L7435 % (Electronic Data Sheet, EDS) RHid %41 TR £

A “ RG> MEBARELE (W 205)"(System > Load&Save) H1#k | EtherNet/IP 41 i 5 i
EDS.
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PROFINET

PROFINET & 2EF Tk LUK ok B A iR #E (IEC 61158/61784). PROFINET 15 A
A 1T b, TR HLR D L Yo ) LR R4 2 imiE S . PROFINET i& H
B AR

o fHF TCPIP #piX
o RS BRI E B
- SEI (RT) ME{E
~ SERFSERT (RT) B
o LN EKRG
f£ “ Z4¢ > PROFINET"(System > PROFINET) (7T 266) #1407 PROFINET.

PROFINET 10

7E PROFINET FHEZEPY, PROFINET 10 s&sEHiltisfb . 704 R s S ALF| . PROFINET 10
AT g 42 1) 25 1) PROFINET #r#fE (IEC 61158-x-10) SZHi.
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59 S BN B TE R & X
VLAN CREHDLR 3D K e 0 2 K o0 it TN A ELBR R R 2 i N 4% . e, e A 7E—
ERE A . RAMIE VLAN L5 S A se ik s Sk . ROMATERRE 1 VLAN gk 20 4%
AR, BT LB AR N R
VLAN PR 352 B e/ e VLAN PR A A 0 B G R 4% A7 38
R E R BC RS VLAN, 3R & 4 A~FF (VLANARIE) o BT VLAN-ID, It
VR EERAE R

VLAN Z3Egi% T
Xt VLAN 43fic 45 £ Fhik 10 .

o LT UG VLAN
NN 0 EC— A VLAN ID. ATTE “2f 2 )2 > VLAN"(Layer 2 > VLAN) (71 341) H
HASEE T i ) VLAN

o FETFHMYLA VLAN
A BN i 2B — AN LA

o T TFMH VLAN
BT 1P HhE /3 Bc—A4> VLAN ID.

XEHRCHIM (Q-in-Q)
FUeir g (il SCALANCE XR500) S7#F Q-in-Q . 5B Q-in-Q ThfE, 1 NEIE M (=1
MURTERFIC . R kse O, WEWRE T B A 5 /4 VLAN bRic (4h5 VLAN b
L@ .
(T ol 1]
L[ [olo] ] [

4 SCALANCE W 3 & 20 B X E SR I, 248 4N VLAN #7512 (2 19 VLAN 1D FI
VLAN #7512 ) BIRERIE R . SRIGMIos bl R 45 HH 5% VLAN,
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4.6 EF MAC 8=

A& 7 i AT RN LRI IR 2% WLAN 257 5 i) MAC Hihk 1 AT MAC Hihik. R, 78R
NA) “Z2)R” fh, JAE WLAN %755 1 MAC btk .

MAC ﬁiﬁ &« an” N “%;‘EJ” %l] [{4 a%»

WRRH (B3 STFHEE (T3 SRR iml & MAC ik, TZET MAC Fiskk
T 1P (i 2 B % R A 3R B L H ARk, R CE B ) WLAN %735 (1) LUK R
BEOTAY MAC Hidik, DT MAC FIET IP Bl R BE 7 i) WALN %% 7 3 o

BN SR B br MAC Hulik 2 75 5 B 82 % 7 i 1) MAC HihEUTES . BT WLAN & 7 i A
BEMEF —A> MAC Hidik, [k MAC ik 2 5] (ISOIOSI 26 2 |2) 2 nliERe % i NI e 2
F AR B ) — N

I P RGT, WA IP PR IR R A R SRR 1P R iR, JF
R LA R BIFTER I B

52 i RS 2 BI04 1 LRSS s i KT ReS: 1
“H3h"(Automatic) i% B F7E = 10 .

o HBEPURME: O ERAEERE, WM CURME R MAC Hitik, MMTATEZIRES T
S ATV ). FEIZARAS S, A8 SINEC PNI #R #4545, AJ{# F WBM Bk CLI % Hoidk

ITAR.
o T HUURME O EAFEEERS, Bt 2 R IR 10 58— DMt I8 MAC Hiudik.
L]

ML R AR MAC it (Fais A3l IITE, el WLAN 32 H35dc ] SINEC
PNIACRIAT IS, AN PR A REAT WAL o (TS S me EE R DK 3 FIYSC Y SINEC PN
A,

MAC X “2 2 EfgiE”
WLAN % 7 3t ) WLAN 42 5 B DK HZ 1) MAC ik

[t 20K e 31 WLAN 25 7 i LUK E1 ) MAC HEREEANZE N e XAt ] AZEBR A A
“%:>]%%"(learning table) FHIANIXLEBE R 1) MAC ki 32 N RURT L 7oty U 1 12 45 K

B MAC S e 2138 24 K% 7 i o

5 WSD AEH AL, Ko L2T & s G5 — AL s 11, AT AN 75 2225032 H b MAC Sk,

AT DA 23 1 3% AR R

2 N i ORI s i KT e s 8
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4.7

TR

58

iPCF/iPCF-HT/iPCF-MC

AT ZAMEN RRY K IWLAN RGO AE e v . a0 2R i A — MR mU 0 i v
FIR2h 1 — MR R E S VG, R LRI 8] (75 DR EF 2 ik G .

L0 SR T EAR A A S ) (540 PROFINET J@{E) , TR EE BN AR P mpide, 1]
K H &4 7775 iPCFIIPCE-HT &Y iPCF-MC Sk 34T e 18 it A i o PE e i A

iPCF/iPCF-HT/iPCF-MC Rge s T/E. Itz [BAREA A, Bl o iPCF 5 iPCF-HT Bk
iPCF-MC 424

iPCF

5 PCF I, N PR 15 A 58 IS IR 45 0 RN, 3 S 40 T A7 66
BOROUERE . (ERIS R, SRS LATREER. B 5 ms FI YR

e DX (BT BT R B BN A R . IR, RV R OE SR KA B i
TS, WA DU S BN R TO A P . AR i AE — g IR ) RIS BN UK
IRERREE-Ve /) VINNES WAR KL 20 THIE YN

FEIPCF BN, I RN 5 SIEM N S T4 2 8]y i A et . AT SEEL T D)t
I a) Y 2K 50 ms.

“Legacy Free (iPCF-LF)"#% & nJ 1k IEEE 802.11 alblg 4 A5 FEEREEC. % E)S,
X252 1% 8 IEEE 802.11n bRt 71815 35 H T "Legacy Free (iPCF-LF)" & B 1% % . {HTC
7 AR H WLAN #5528 IEEE 802.11n.

RAE WLAN & P oA 2 4b T T 60% (5 -65 dBm) 15 S 5REE M o4 5 X I, A fig sk
PIAGSE 1) PROFINET G5 . W3 i i A5 P AN [R] o 2o 5 DX XS e AT A 25

XIFALIRE T HREART 60 % (< -65 dBm) I 75 EExt 2 i AT 3 . B R N A 218
IR

1E “iFeatures > iPCF > iPCF (1 417)"th 417 iPCF.
iPCF-HT

W5 iPCF B R m R &, WS iPCF-HT. {4, &) thf$ FH PROFINET 4% %48
ARBEE . XaE A WiZE & (A-MPDU) 554 AL BaE ksl . K TR —ioes (&
Pt HEA AR m s a A A7 —ii.

1 “iFeatures > iPCF > iPCF-HT (T 421)"th 207 iPCF-HT.

iPCF-MC
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XA T RCoax HLZEBIE A R ZRHEATIEAE 10 H RS 3 i, NAEH] iPCF-MC. {1 iPCF-
MC I, FE% P BN SRR IPCE &if), AR SN SNAROEZNEI R, =/
It S RIBE S ERA R REWEE R SN T — MEA R, W] DR bR se I
Do 5 iPCF AR, IPCF-MC Y] (8] AN BT IEAE A A e LRl iE 4

BT AN O RN A, RIFTE RIS . Hh— AN OErE s, M
TRZEEAEHREE (B0 SSID A HRmE fnsE R E K (Ehn) « A—MEN 3
PEiiE) LT P R

“Legacy Free (iPCF-LF)" ¥ & I [j 1k IEEE 802.11 alblg 4% R4 SEMERE K. B HZRES,
{52 4% B8 IEEE 802.11n FréfEHEAT 85 375 H T "Legacy Free (iPCF-LF)" R E M #%. HTC
5 NI A F WLAN #55X IEEE 802.11n,

1 “iFeatures > iPCF > iPCF-MC (71 425)"% 407 iPCF-MC.

TE &~ T iPCF-MC HASRH .
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4.7 iPCF/iPCF-HT/iPCF-MC

iPCF/iPCF-HT #1 iPCF-MC H Siemens AG J1 &, X 6FsEjti T iPCF/iPCFv2/iPCF-MC (35 /&
EAEH

gk, BEAZA WLAN £ 0 R8s A7) [F 8 iPCFIPCF-HT ks WLAN. A~
BEIANED E AT HEAE iPCF.

HAE— WLAN #FE DA S LES S iPCF-MC i f2, HA[fH iPCF.

iPCF-HT X AE WLAN #2111 _ErTH, H A BERH T WLAN 2 “ ({0 IEEE 802.11n"[
5 GHz #iE% .

L
XHF A A WLAN 82 DA R R P32 1 AR R AR s AT

M#E$z R1AT. RTA2. R1A3 R[] 5i%EH: R2A1. R2A2. R2A3 MR £k 0] i i#E 25 4 40
/N1 m.
WAL ST 15dB, W—A2H 4~ WLAN % D # AT GEH L& T,

iPCF-MC P4 B ESR

iPCF-MC DA SRR RPN EEiZ 0 — MEOREFEER N, Fh2kit
—AMERR. F MR IARE R HE .

FEAEH] IPCF-MC 2Z i, 52505 /2 LA 25K

L EAPES WLAN 32111 SCALANCE W700 % £ A BE FIE B &

KAz 1 (WLANT) AVE B2 1 (WLANZ) b2 TARFE R — BB, I HAE TS24 o 7 T 44
ZRULHEC. W RN To ki D& 1 5 AR XS E 17 R 2k, I iPCF-MC ik TAE .

7 ] IR R BT FEN s B T R 38 . 257 i —iEiE, LA
A5 1 RN Ao

EHE OANRe# LT IEEE 802.11h (DFS) Hf&4i. 802.11h (DFS) v F T3 0.
2 P WLAN 4 06 20 3 3 I T
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TiERE
FMNMENEA AR CBIE IR, MRS DRy P X R b R T2 2 [
KX IFARFREN . SRRV RO T e Rt . 5 NER I R 25 A A,
SEBR b H e R R 4 18 2 R SRV IR R B Th 3R
iREF (TMVYSFEY FEIIEE) RTAf R FH BoE & 1 R 2R AL E: N R REAN IR ST 28 P i 2 TR] I8
PEilfE . Bl A MR LR e N SRR HE B B2 R 5 L 1) RSSI B KA 72
2 [E B R LR R a3 AN TT BERYT SR I0FE, s B Kl nl k& P im S oK AS SR IR K
%,
TESEHAN], HERGEH, WELTFRIRFIIRICGEH T AL R . 1FHIREAZ IRt
YRR S T3 o
FEREXT T MIMO vk B sl AN BAT AL A IR A, X 15 550 58 LA = mT B IR B 4%
R .
1E “iFeatures > iREF (I 431) "4 iREF.

7o iREF
.795_a' Client 795.
SCALANCE . S CALAN - \?VC7GI6ANCE
wro0 WK = | W700
Hrh REF

SCALANCE

W700

R

62

Access Point

LSS S S

o Hffiff] iREF, SCALANCE W700 ¥ & W2 /bF 2 i EBIEI R L.
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PR 5]
o IR REIE LR R R AEIAE] 150 Mbps (MCS 0-7 8% 1 x ZF[AIF) -
o REF ANfE 5 H & iFeatures (it iPCF B( iPCF-MC) — 2 {#
(W=t

o W RAE e A S A B A 15 RIS IR RF 58 2 )7 i 7 TR RS S IR ER, TR m] s
Tl

o ETmEBER, FOEERES RN T RIR K VRS .
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iPRP

“IHATTURPIL(PRP) & H T A LM TLR ML . EF21E IEC 62439 FrifERIEHE 3 4+ &
M.

BB« TAVIFAT A B (IPRP), RIETCZRM 2% F{di B PRP FiR. x5 | Foekid (5 rm) A
P

PRP W28 05 AN SE ALK P2 . A R rp— AN ehilr, )2 i85 AT TCR 28 A A M,
HAZ W R g AT FO A . il R iy s g iRiioy R RGE ORI, H#%
PRP DHRE B 2547 AN RSL A LUK I 1, SR 85 170 ) R T JOL IR P 2%

XPFAE % PRP DhRe M %, 76 LiiFi&Es: TR E (RedBox). XAE, FTiE IS i
(SAN) fE 1] jj ] PRP 2% . RedBox <= & Millfir &Ik BRI, 182244 PRP I IN 2
AR CELE PSS ) o RedBox [Nl EI 4% 1% 21 PRP A A1 PRP B M 4% 7ERES, =
i RedBox E 7. Ak, RedBox F5Z% FF LUKM HIHFE fLIERS 7], PRILAE WLAN %
25 i PRP 2= 5 350l B 57 A AE IR

{5 FH iPRP 0] DAMR R bk im) /5, 3 HL AT PAZE A0 & SCALANCE W700 #4510 WLAN th4& F| PRP
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|-; Single Attached Node
= SAN 1

Redundancy-Box
(RedBox)

VLAN 10 + VLAN 20 VLAN 10 + VLAN 20

| Access Point: AP 1 | Access Point: AP 2 Access Point: AP 3

WLAN1: WLAN1: WLAN1:
VAP 1.1 -> VLAN 10 (PRP A) VAP 1.1 -> VLAN 10 (PRP A) VAP 1.1 -> VLAN 10 (PRP A)
— VAP 1.2->VLAN 20 (PRP B) VAP 1.2 -> VLAN 20 (PRP B) ~— VAP 1.2->VLAN 20 (PRP B)
\I—’ P1: VLAN 10 + VLAN 20 P1: VLAN 10 + VLAN 20 =~ P1:VLAN 10 + VLAN 20
1 1
' VLAN 10 ! VLAN 20
1 1
1 1
1 1
= =
= Client A Client B
WLAN 1> VLAN 10 (PRP A) WLAN1 - > VLAN 20 (PRP B)
N " P1: VLAN 10 +VLAN 20 P1: VLAN 10 + VLAN 20

VLAN 10 (PRP A)

Redundancy-Box

(RedBox)
R

Single Attached Node
SAN 2

M Industrial Ethernet

NS (AP1. AP2 FTAP3) 5 AP i) RedBox iB I A B L A% L AHI% .  PRP 2% A 11 B i i
VLAN 1% It 53 FF .

5 SANT KR i% % SAN2, iZMmidy AP 3 f¥) RedBox i, I HAANITAWHE AZHll
LB . B PIRAR R TC LR 12, K T4 PRP L% % 5 () RedBox. %% /7 i
WA AT A 5 H RedBox A% . X EK BIA KIS —N PRP sk & 45 SAN2, FFEFFH i,

R iPRP I}, TUSMkPE GXE M. AP1 FI AP3 B2 i A FIZ i B) i i A2 AL
HEATEE, PAFTIEBAN T4 PRP i E]iE RedBox AT FH AR 1A FH 225 K.

Blan, i AP1 FE P A 2 B FEEEE LR IS, TR B & 3B i,
fF"iFeatures > iPRP"H1 204 iPRP.
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Bk

o WHE T HEIMMF"802.1Q VLAN M#5"(802.1Q VLAN Bridge).
+ CAJE VLAN.

o EEALHNX: VAPEOCHM.

o ERFHBAT:

- XFTF"MAC #:U"(MAC Mode), Ci%E “Z 2 ZBEiE"(Layer 2 Tunnel).
- XF “Ja e (Background Scan mode), CL¥E “UAZ"(Always).  “HUHEGE"
(Deactivated) 8¢ “47ii@IE"(Current channel),

TR AT, e AT SR MR AT IS

iPRP (71 428)
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AeroScout Fr&s

SCALANCE W700 1545 3 #F AeroScout A ] FIFRES . X EEFRE 2 H HLh B 1) RFID f£ 8625,
AT R ok S DAZE ARt ) R H
LAk, AeroScout 2 H A UL NRHIE:
o NEEEE
AR bR S 22 35 3 SCALANCE W700 B siAF Rk, AT DS A 5 ORFE 1 Bk R34 53
B,
. B
PRZEIET] LR T 1R H AN T2 a8hid 2 i 1DIREE B o PRl el in & RE X 45
PRIL 7 iZIhRE R AT REH -
i
UG 2 IAYE Rk, P ] DS i S R R BT S .
« LED
AR AR TAERERIE R .
VLA

FIREHE Z VS B, 155 0L AeroScout CHY (www.aeroscout.com).

THER#E
FRZET] Ji% AeroScout W1 . W 58N MTE 2.4 GHz B M iEfE.

WA S5 B9 WLAN 42 D3 21 AeroScout i, &K H %44 UDP $idfE . SCALANCE
W700 %4426 UDP $E i E RS 558 (RSSI) KI5 B4 & % PC. AeroScout Engine £ PC
Ay, ap BRI AT VA .

i
B[R —ANJo gz O L [FIR {8 A PROFINET i#/5 A1 AeroScout.
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4R NAT?

P 2 H ik 4 (NAT) & — M AL U NAT, AR 1P bk Oh ke, b T i 1R A A
i BdE A, VR P HUhESA B e %4 1 1P Hidik. RS B L IE ) H AR 1P kb Xt
THBREN, ERUTIREKRE R —KIETT. HMRINEEICIE BT R N

fE “%5 3 2 > NAT > £ fli"(Layer 3 > NAT > Basic) (71 360) 417 NAT.

2R NAPT?
NAPT ([ ik Rl 15640 J&—Fh B bR NAT, RN R . BRI &R 5 (A P
HihE B 4 1 4 I P EE 1P Mk o A% 2 B i 15

SrBCE 1P AN 15 AEAHAE NAT 2R rpe SRR AR 1 RIS Ea 0, WPREAE NAT
RPEZAMNKIZEE . WRAAAEZH, W P bk Al 5508 B AR R R ..

i B
NAT/NAPT {X7E ISOIOSI ZH AR ZE 3 )2 7] . B AdH NAT Thigk, ML ZER 1P Pl
RS ATAESS 2 2 1SO Thllint, ANRE{HFH NAT.

TE “%5 3 JZ > NAT > NAPT"(Layer 3 > NAT > NAPT) (7T 363) F12H4% NAT .
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SNMP

B (Simple Network Management Protocol , SNMP), ] DA W AR 2 1] v gt v 9 2% 76
1, B A B S Bl . SNMP 428 il 4 W M 5 #% 5 W AR ek 22 [8) F 3845 o

SNMP f{J4£:55

o IALRIZELLLE

o RN ZE A, DL AR A M L% A S T S L
o EURAS I AN 1R A

JRAS v AT v2c (5 SNMP A 22 il W2 R BT FE P S mT LG ) il 3 T T ad 24
R A R S H T
0 R0 i) R AT fa] B 1l T A 75 25 R 2 A, T Y AR 5 4+ o
PA S i 5 AW —fe ik, nRBIAERT A IR, SNMP ACHLIE i i B I 438 BT SR 1Y
ol R BUAT R R AIER), SNMP BN FEA ). AT LA S AR R E AR
M7 s . BIAEFRT # DL SOR L%
VA 45 3 A HE AL«
* public

A REUR

e private
HAREHR

L

H1 T SNMP B4 ef T O, 152048 FIARHEE " public”B"private”. 15 EHI4R A
W5 UK

LR G 1A 5 2 T L ORI LA

¢ Allowed Host
B IR R G A WA R SR P k.

¢ Read Only
W B i AL %45 € "Read Only”, T s ik X RESZ IO, (HICiE .

SNMP £ Bl AR nss, HABR - vl a8,
R gl RO B . SNMP AR BE 22 25 7 5 8 3 0k <2 B i b i A e 4% b
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EHE IR DL R R
o GET
1) SNMP ACHE 15 R Fidfg 10 5%

+ GETNEXT
P — 2 HdE i

e GETBULK (H SNMPv2ctr] )
FRRIER 2 6 5dme sk, B, RP2AT.
o SET
L5 AH B A& N S L A
SNMP R332 DL R ) H e 0.«

e RESPONSE
SNMP AR HH IR [0 45 #2817 >R 1) B

* TRAP
R R AR EFAE, SNMP ARELKE %G

* INFORM
BB AR ESPEREOTTHIA.

SNMPv1/v2c/v3 f# ] UDP (User Datagram Protocol, F /¥ #0348 F UDP 3 0
161 f1 162, EH{Z B JE (Management Information Base, MIB) X iz #E4T 1T 4.

5JEHT A SNMPV1 A SNMPv2c EEEE, SNMPV3 51N 1) UH) 4.
SNMPv3 X F:

o SEATINEH FRAE

o W AEBUE A BTN

o TEFHPIELR N MIB X6 R HEAT U7 1) 43

FINSNMPV3 J&=, AR NSO s 8 C-PLUG) HITEOL N, JoikfRR
M H AR B AR B %

HEFRAE, SNMPv3 B FHME—¥ SNMP 5] 25 ID /E >y SNMP ARER 1) AR IRAF. L ID 78
PR 2% FR DA ME— TR ] T-B&F SNMPv3 FH P (535 180 B0 6 k47 hn 2%

AE“SNMPV3 H P REHE” Dhae e FtE oL, = AR D7 0AE B SNMP 525 1D,
185 F % T BB A 1) PR 1
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4.12 SNMP

72

ASCRT A 8 e 545 i F“SNMPV 3 i P B #” (SNMPV 3 User Migration) TIAEKZHZS ) SNMPy3
P 3 B AR

THIME R ZI RIS LHAS K SNMPV3 H FAEIE B 2 A0 . WOk A C 62K SNMPv3 H
FEIHS BB Z A%, WXL &2 (38 FAHE ) SNMP 5188 1D, U SR A7E [F]— W 2% v 4
X4, WSS SNMP ARAEMF & .

5P MRS

WA R P EE R, T DO A SNMPY3 H PAEE BRI S . A
SRR, @R LGS SNMPY3 P A" (SNMPY3 User Migration) Zhg.
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4.13 Lk H

4.13 HE R

T A ] B
A A A A T AR B I 4 458, FFIERE A U AR AR 15 2ORB LR R Bl % . B 2 b
fEREREE R APERE, BURYE S B EIE I YUE . X0, REB I oA ) I 28 R AR AT e
Hidhs
U SR R R A IR, A RO B 2 R R R AR YT R RS AT R T P AR

R WA AR e 4%
AR AR S SRS,  ARPIE TR IS S AR TR R 41 W] LA
“IRFIE a2 (Bridge Priority) ZHCKIEHIARMIMT ILHE . ZSHAA RGBT
K BB SORMT . G ST RSB, U MAC M hEB N TSR AR K
Mo

%ok X 2 4+ 3R A4 i i o

TEVEAE 28 AN R B MR R, AT RERZMAD foe RS L BR AR A 6. 9 1 REMB RN
XA, AR 2 ORLE F R TR R AR AT 2. ATRLR] “REnY i [a]"(Hello Time) 23
e B A LA 2 22 T8 A T TR o

FEHE BARFF BT
ATUAH] “HoR A IR (Max Age) ZHCKRILE A SE B RKA R WRMIFRALE “&
KAEHIYIER"(Max Age) s LI [ BE L 1045 2, e 2 BER %N B IF B .
WU AN S SL RIME LB AL A HEE, R fELeid “He R aEiR" (Forward Delay) Z3 i 5E
8] 2 JE A o SRR W] ORAE BT AT O AR T 5 (15 2 IR A T AR e LB h 4h g AT
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4.13.1 RSTP. MSTP. CIST
PR A BRI (RSTP)
STP B —ANER E a0 5 B A Wl st 2% Wb, P28 55 B0t B S AT T2 A4S . DS B b
I A ST TS . X 2 T 52 30 FPP T[], ok, STPAFEITH LA “ht
AR (RSTP, IEEE 802.1w) o WAATEIEH 1247 HAA] AU EE B R A& 1L BRI
R, ARELERETWEHIERGEE, X85 STPAARRKX . XEWKE, B RSTP#
1) A X 285 P T 2L AS IR 8] mT DA 58 22 LA B
TR PA R Zhag v PASE X —
o %y (T D
10 S ity 1 7 F8 3 2 31 24 it 15 2% ) ity D o
€ XONID S 1 D S e i SR fa SRS . W AL S T BRI R A RS BPDU,
g U O LA ML G O, HEEHIS S (R)STP. W& R e e (3 5
BERYISHED 5 ¥%E B BT BPDU,  MliZ3 3R [8] 3130 25 IR
o XTSRRI 1 £ 2 1A LR AE )
BT HEEEMAN B, AT LB IR g A TR S A (T A i 1D
o RO CHRum A A )
ZH AR B AR o AR L SR IESR:, W n] LB & o D@ rdE Rz, A
HFAEBETHSFERIEER.
o PRI
PO A B AT ISR IR M A (B anEE e ) O N . AN AR LE AR I R — RR A AR
T 28 o
L S ONL L N Ers
B 8 3028 TR 1 BT oV A R R
Rk, JRW b, fEPuEAESH T, CRCHSZANSEISAIED, I H S B M2 25 M i
B, DA/ ST A A,
Z BB (MSTP)
% B4 N B (MSTP) @ X R AR S s it —2 0 kR . b4k, B RVFEAEF VLAN
8¢ VLAN 24 E 2 /> RSTP s, fi4n, 45> VLAN HR R4z ml . 1 BN R AR bt
P 2 S 584 JR FH %€ .
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AT ERAE R (CIST)
CIST RJ iR BN A A4 B i AE S 3 _E 5 RSTP PN BB 52491 2RALL I PN B =2 491
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4.14 /1P

4.14

R E MR

A IR

ailak-£:1

A AT A P B EORE B B U (VRS BEE P BLtRIE . VA R
BRI

F P 1 S0y B8iE nl FEASH iR AT, AT AN RADIUS RS- 48 30T AIFE “ 224 > AAA >
L (Security > AAA > General) T H 2125 S0 560 E AL BE 7 26

JH P A 3 8 S e 26 K A 5 2Rl
1. s A IR R R

2. WEMERGAEZHNITEH .
> WRAAERH, S BRI E ST BAT TR I BR -
> WRAAEAEAMBL S H . WHELEZ &%

JEIT 448 RADIUS fR55 28 %%

76

RADIUS (Remote Authentication Dial-In User Service, &AM P GIERS) ilidsd
TEA4E 7 B0 B IR 55 2% S 563E FH 7 A0 P B2 B L

RIEEAE “ 424 > AAA > RADIUS % /i (Security > AAA > RADIUS Client) T [/ flTi £ 1)
RADIUS B8iERES, ¥ & Al PFAl RADIUS AR5 23 ANFE .

RADIUS & RKHF#ER"Standard”
mR OB E SRR "conventional”, I /7 7E RADIUS A5 25 b S S ub iz an ™ 7
Hig17:
1. HdEN P ARSI RS B,
2. WM AT TR S A BTG SR KI5 B RADIUS %548
3. RADIUS & 28 HATHE B Hok 45 R IE R 45 o
— RADIUS %25 S BaE e, FFmse & g " Service Type”iR [FI{H
“Administrative User”,
- H &390 S AR .
— RADIUS &A= S by, FF2ms & 1 JE ME"Service Type"ik [ % F 8 £
ERTME.
- AP ExRIFEA IR
— RADIUS AR5 &% 7] £ i 5 B 40 B0 AR 2R I -
- H a4 .
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RADIUS #3X"SiemensVSA”

R

XF T RADIUS 48 1ER"Siemens VSA”", T 27E RADIUS fik%5# L& DL R R K:
o HERACHS: 4196

o BHEgT: 1

o JEMER I TR (HLTO

iz

AR VB S BiE A " SiemensVSA”, U S E RADIUS IR 45 #% b 1) £ B iiE g 42~ J7
Xigfr:

1. FHFGE S 4 s R e g BB
2. WA KA B AR I 5 B0 UETE SR K 1% 3 RADIUS AR %5 35 -
3. RADIUS IR %5 2 AT R &5 o 45 SR R ik el ik 4
&AL A: RADIUS IR 55 8 4R 15 B 0AIE T,  FEI 43R 0] 2O P 40 e A 4.
- HOERETCH, HHAPHRER TR FimA.
> HPRE I EA BBl AR .
- HOEREF T, HHPHCOIER MR FimA.
- CAMH P T HEERBIR, P28 A X LA
- HofERE AR, HHPIHOAER “IMBHPIRE” R
- HPRE I BA CaER R R P ik P 5 A B B BRR -
- HofEREF AR, HHAPIRCAER “GHTHKS” FHA.
- F ¥ gkt B "Default” M EL AR
&L B: RADIUS 4528 &0 S I0AIE AR, (HAN S M % 4% 3R [0l — A4 .
- HPCAE “HMEBH K7 KRR
- H R8I BA BT A G I RLR
- HPRAE “HMERH K7 KRR
- H P skt B "Default”f EL AR
WL C: RADIUS JIR 55 25 m) 8 241 4 5 00 3610 2 I«
- HP#AEL T .
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5.1 IPv4/IPv6
AR A T X 1] ?
IPv4 IPv6
P 24 * DHCP fi 554 o JoREHHE A BN E (SLAAC): SR NDP (45 &I
. F WO MRS BIHES
— ONEANTERE S G R AR R O R R ANk
Hudik
— R A ERE R P TG R I A IR bl P i — 1
- IRERMEETORESHE] . A ARSI FEFAL
HSRIF A m . (FERER P R B A, D
o Tt
s DHCPv6 CHIRZA)
Al F P Huhi 32f: 4.29 * 10° N | 128 fii: 3.4 * 1038 Mht
4k
HhEA% = +-itfl: 192.168.1.1 | 75k 2a00:ad80::0123
5t N 3 2. [2a00:ad80::0123]:20
192.168.1.1:20
[l 3% 127.0.0.1 11
FEIH 1P Mokt 5 /> IP Hiuhit ZA 1P Hht
o LLA: SO AMIE CHBITE D
fe80::/128
o ULA: RMMEDMZAME— A AR L
o GUA: B ENMZAN42 RS
ik o RZEGAN o EREENE
o WK o [EHERD
o Mk h o FREIRKS A
o et
ah FAHUANEE B 25 ARSI 3
k55 I & R4 3AL (ToS) Mthse | FEHR k7Bt Traffic Class" s e 264 .

44
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5.1 IPv4/IPv6

s DHCP & /i ID
 PROFINET i 44 #
* |AID A1 DUID

IPv4 IPV6

i 7Y IR AR, % AR, . T

DHCP & 7 il IR 55 % BIFR 1 | 25 7 i 1D DUID + IAID &4 A E ML — N 1
o MAC il DUID = DHCP ME—FriRFF

IR 55 8 RN 7 ity (1 P — B R

IAID = £ 47 SCIRAR IR AT
FAMEOEDG AR iEA K, HAE DHCP %/ i
HH S SR REANAR

SREL DUID () =Fl 7 i

e DUID-LLT

+ DUID-EN

« DUID-LL

DHCP

W@t UDP 1%

JET UDP ik
RFC 3315, RFC 3363
B IRZA K DHCPv6
FIREHAS, EHALIE IPve il IS E .
i AR 55 2% 2 (8] 22 45 LR DY Ff DHVPY6 Ji4 -
1. SOLICIT:
Hi DHCPv6 &% i & 1%, HT €A DHCPv6 A5 2% .
2. ADVERTISE
A ) DHCPv6 R 55 78 4 LE il H N 25
3. REQUEST
DHCPv6 7% 7 iiis N DHCPV6 IR 55 #5175 5K IPv6 Hihik il
HASKE.
4. REPLY
DHCPv6 4588 K& i% IPv6 - A1 S X HE .

W R P AR 2528 SR Rapid commit” DiRg, AP PR
Y4465 Wi Fh DHCPV6 Ji 2. SOLICIT Al REPLY .
FIRA DHCPv6

TETCIRAS DHCPV6 H, (UARIEUASWE .

AR

DHCPV6 iR %525 IPv6 T4 15 Bl 2045 DHCPV6 2% )
., DHCPV6 & Bt #kA PD B HH S8,

(TS| R el L b R

ARP CHtssik AT B 50

NDP (A& KIS0
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5.2

5.2.1

ERCE AT

5.2 IPv4 154

IPv4 Hiht

IPv4 HiuhE 454

IPv4 Hiuhik iy 4 DEERIECF AR, BRI A . AT T 0 3] 255 2
[

Pl 192.168.16.2
IPv4 bk 45
o () ML

o W GEE ARSI AL ENLERLE T D it

TS R DU FE L O 21 255 2 (8] H- R By A, AR DR s o B il
255.255.0.0

PR HE 5 TIHERY I 4 RIS R, ek A A M ASH — R B 1
RN W I — R A 070"

“1"{ERfE P4 bk IR 2 Rtk . O™ BB IPv4 Hiuhik P 1)1 £ bk
ZNAE

IR

255.255.0.0D= 1111 1111.1111 1111.0000 0000.0000 0000 B
255.255.128.0D=11111111.1111 1111.1000 0000.0000 0000 B
255.254.0.0D= 1111 1111.1111 1110.0000 0000.0000.0000 B
AR IERiHE -

255.255.1.0D= 1111 1111.1111 1111.0000 0001.0000 0000 B
2 IR 1P ko, AL SR RS R AT DA R X

IP kb (I HT 2 AN 7R, B 192.168. Ja i i k&%, B 16.2.
BT, BURHUE A -

o MEEHHEK H IPv4 HibEAT T HERS Y 57 @A S .

o WRHIBER A 1Pv4 ML RIS < AR IRA A
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5.2 IPv4 #h1if

FoIk A1 B 1 (CIDR)

FEm AL TR

CIDR & —M7Jjik, HeE 7ML R IPv4 Hilik, 424 IPv4 tilib & B — ANtk ya .
NI, JEIEAE IPvA EBEINE S0 2% HERS (S B B4R E Y 1. CIDR ZRmidk AT/ AR K
/INJF B A AT P Ak

B
IPv4 Mk 192.168.0.0, X T M #EfYS A 255.255.255.0
DLk ORI, bR A 3 x 8 A Bl 24 £z,

CIDR F/RVEMI4E 54 192.168.0.0/24
Yo R RVERE, AL A 1 x 8 A1, XAHAHNEVEREIAS N 2 1 8 Ty, BN 256
ANETRE B HB L .

TP, AT CLEE— i g k20 AL B B C 22— 7, JFiE 1 MR
HIHEARAL B T I B MV RIE R “ L7 7. T EN I, T M7 MR
Howhnfs, JF AP EHN SBURF . WAMEE, 2R TRE ARG R — M.

ZNiIE

Al AR R B (1 (4 1P Hidik 129.80.xxx.xxx)  [IERIN T P HERG3E4T 2 1 8 2.

L +3EH R

BRI\ T 40 255.255.0.0 11111111.11111111.0000
0000.00000000

TR 255.255.128.0 11111111.11111111.1000

0000.00000000

iR

HohEJE A 129.80.1.xxx $] 129.80.127 .xxx T A WA T 1P TR, HuhkyEEA
129.80.128.xxx F| 129.80.255.xxx I AT & &AL T 73— IP TR,

PIZERISC (BEHIAs)

82

PIZEOC (BEEIAS) BESRESL 1P 7M. I SRR 1P Bl Ak 2 7y — R4, T2
FeR HRGR Rt as . i, 7EOY P 1 R AR B N L

TR BRI 1P b 5L 0 G Eias) [ 1P ik — T BEAN RO B e T RS 1 E N

Iloll E(J /I{—:_I; .
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5.2 IPv4 154

5.2.2 IPv4 Hiht %746 5B

AR FHFE T Web AU H (MBM) B A 2478211 (CLI) i8S Telnet & SCALANCE W 23 Bi W14 IP
Hodilk, OIS T HERFIHLOLA IP L,

AIIE I LA 7 20K 1P HuhE A BC A AT A (P HUBE AR A B 4
e DHCP (ER)
* SINECPNI
+ STEP7
*+ SINEC NMS
Vi B
PRI DURAE R EAE SRRV EIFE S 7 5, DHCP #iAb T8 AR -

R M DHCP R4 25, HIHAE[RI N SCALANCE W % 4% () DHCP i3k, NIZEHIIX
SR EN BRI 2 F B4R 1P Hikk . FRFEREAIN G, “REHT BIANREIFREE” Ao
K& DHCP i H P4 FE i) 1P Hbhk .

5.2.3 &1t DHCPv4 43 ACHbhE

DHCP B

DHCP (Dynamic Host Configuration Protocol, #hZSEHUACE ML) & —FhE3h/r e 1P ikt

775 EHA NHRHE:

o JABN AN A IS AT A Y W] A ] DHCP.

o SPECI IP HUHEAAEA BRIN 8] (RRONFLRIIN D AR A0 R BOd 5, DHCP %
S AT SE R R IE 1PvA ik (AT 28T T BN (] B )5, DHCP 25 b 75 245 5K
T 1Pv4 HihE
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5.2 IPv4 #h1if

524

fai s

SINEC PNI

5.25

84

o EEAZTEERMAE B, E ) EIEK IP R, g SRl E NS5

RO HE . AT LA DHCP AR5 25474145, f#43 DHCP &/ ik il R G, e
W B[Rl — AN e ik . FSR¥E DHCP 28 7 viiphs iR [ 5tk 43 Bic (1 2 80 7E DHCP 2% 7 iy
FE. LB MAC Hiti. DHCP %% /i ID. PROFINET 15 4 44 FRER 15 £ 44 R 70 B Hb
ik, 7E"System > DHCP Client" s 4455,

S EFLLT DHCP #:5:

— DHCP T 3: 7 FCis t#s kit

DHCP &35 6: 4}HC DNS Ji 55 28 ik
DHCP &35 66: 4rBizhas TFTP k5548 44 PR
DHCP &1 67: 4rBishas 515 3144 %

i B

DHCP SR H AL A2 1P HbEAN 3 Be— /NBEI 18] CRLF RS TR]) o 4 SR 15 44 0 AHLFH s 1] 2138
2RI B R RS DHCP RES4%, WIZkS i H 2 Bo i 1P Huhk. - IIFERD AT 5%,
Rk, B3 A DHCP AR %78, it FIRECHT IP b3 SR AT 5 i & o XA IMA R
S HIAMEAT N, XS MBI ) SR A 2 L B .

FH SINEC PNI 47 #iuhilk 43 Fic

SINEC PNI 8% YA 7S (P Huhk (135 4840 Bl — S Hodk

B SINEC PNI K IP ik BC s &, A2 RE I LUK W U 7] 1% % £

AITE Internet [P ] 7 LoV AEZ S RF UL _E3REX SINEC PNI, $tihtA:  (hhttps://
support.industry.siemens.com/cs/cn/en/ps/26672/dl)

A A% ] SINEC PNI 23 fic 1P HuhikAOVELI{E S, S WAEL T BE"SINEC PNI 48 & HL”
EREULE

F STEP 7 #E4T Huhk 4B

FESTEP7 /1, WIUAZHZSHRIN. WA LRRAN P Hihls B, wTLUABEA K MAC Hiik 45 5 1P Hodik.
WS RGN EE S, WEH #8283 s NiZ 3 & 0 ic AL KB 2 ARATIP M
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1Pttt
5.2 IPv4 154t

STEP 7 V5.x R EELRA

HIAEH STEP 7 V5.x N FRA AL IP HhE I VEAIE R, 1S WSO (LR F (S %
2 STEP 7) ["PROFINET 10 RGGAE IR 4.

STEP 7 V13 RE®MA

HIAEF STEP 7 V13 KEERASE IP b FEZE S, B3 LAELTEY “FEERG” 1
“ 4 PROFINET 487 #5453 .
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5.3 IPv6 il
5.3 IPv6 Hiht
5.3.1 IPv6 Ri&
P44 R
[ 24 1 R — R — A A TS E B S IR .
B A
BRI 1PV6 Hah A 1) Y 26 757 55 o
EH
FREE IPV6 E1E K F ity £ M1 PR 46715 1
R
HRAE IPve ARif, HEEEE IPv6 ML NG 3 R H i
BE
A P80 s S [F) — B, IR A X285 R &l
IPv6 ¥
W% IPV6 1R Rz 1 O A 1
#% MTU
MR 3% T7 BT 4% b SR YRR B R D
R MTU RIL
WK% T BIBOT (A B2 5 o K 5 B A /NI
LLA

i g A Hh Mo b FESO::/10

FEFE I B0 IPV6 Jo, 23LE)E 00 OB RS A b o A T 7] — B o (07 ST
PAVTIF] .

ULA

e — A Hb i ik

1E RFC 4193 T T8 o ddid bbbk, WT7E LAN Fijj 1] IPv6 #5211,

GUA

AR S M b
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5.3 IPv6 #tif

i e, ATV IPve B2 (i, @i Internet Pil))
01D

mE EUI-64 J5VEECTEh A % T ID.

EUI-64

P REME—ARIRRF (RFC4291): A TG E 1D Bt f. #ELIORIMPY, 301D e 1 MAC
MU AR R MAC Mk 73 9 IS RS 52 020 (OUI) TR RF A2 7 (NIC),  FRAEPIH Z [l
X FFFE.

ZRiIE

MAC Hiti: = AA:BB:CC:DD:EE:FF

OUI =AA:BB:CC

NIC = DD:EE:FF

EUI-64 = OUI + FFFE + NIC = AA:BB:CC:FF:FE:DD:EE:FF
v

5E X IPv6 HihEk 7 FE .

5.3.2 IPv6 Hhhik ) 454y
IPv6 Rk RFRIE

IPV6 Sishk i 8 NP ERALAR, AR A 4 DFIFIBRA T AR (3812840 o &
Bz o) 5 5 i

ZNE

fd00:0000:0000:ffff:02d1:7d01:0000:8f21
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IPv6 Huht 454

IPv6 %%

88

i WUNGEE SRR

o WERAWEATERMEN 0, WS A
Hi#1: fd00:0000:0000:ffff:02d1:7d01:0000:8f21 i& Al 4 5 y:
fd00::ffff:02d1:7d01:0000:8f21
DR ORIE— 1, S T S A Lk R SCRT A —

o FEIFLAIER LA
Hihl fd00:0000:0000:ffff:02d1:7d01:0000:8f21 & 1] 45 5 K
fd00::ffff:2d1:7d01:0000:8f21

o DUA) A B Rt ) SRR vk
a2 ANNTFBE 4 AN nl s A 5 bR A R 3 R R R R
s~ IPv6 Hudik fd0O::ffff.125.1.0.1 #H24 T fd0O::ffff:7d01:1

IPv6 P 7 Y LA =Rt hkSRA . AERRAALRE . LU SN T e/ AR L 4
o

IPv6 A% JE%

ENEEIEE T ID 01D

n 1 m fiL 128 -n-mfi

LR bk vE FBEVH, LAFEFMRTE | Wb ENLRE— 2.
CERE ID R4 MAC Hhk £ Fi.

B PR A H L BT 230G 2 A fe80:0000:0000:0000, HHETZIA AT LALALL F 48 5 X R FE R
fe80::

e brifE: RFC 4291

IPv6 R4 AK T MFRIRAT

AT 23 A1 IPv6 Mk 46 2 7 205 H T IPv4 1 CIDR #oRids (TERIIal Bk D s 2 77 sUAH Al
wit

IPv6 ik /Al % JiE

i

IPv6 Hih:: 2001:0db8:1234::1111/48
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BiZ%: 2001:0db8:1234::/48
BOID: 1111

MM B
IPv6 Hudik 7l 3% Bk A B R REERI N . IPv6 HibEIR 2 DL+ i R i R .
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6.1 Web Based Management

TR

WA HTTP RS 2%, wl it “ILT Web " (WBM) f£ ] . 1 5@k Web il % 25 %t
WA BT ThE, e SRR P N R & g PC AR B HTML LT

FIPHE B8 RIE ) HTML U P NS B . BER M 5 R, IFaha A s B T .
RATHERICBAET Rl AL R i b 220 Web %45

VLA
LT
WBM 1] FSiiiad HTTPS & 2 4anikds .

AL HTTPS CRAP Edi A . an s 38 Hlid 2 A% 405 7] WBM, i R System >
Configuration” N ) HTTPS server.

WBM E7~

o WA EAT IP ML

o WREE A ZINFIEERE. ATLUET Windows ping iy &K & A7 TEIE % .
o CJA A HTTPS HEATHIUT 1) 6

o LLfE Web J%E#5 HH 0 JavaScript.
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6.1 Web Based Management

o Web ) b 85 AN 1 B RCEE U 1) DUTHT IS A IR S5 2% SR B DT IHT . DUTRI B8 PN 45 1) BE 7 e it
L EHLHRI R . 1E Internet Explorer Hf, FJLL{E"Options > Internet Options >
General S HL#)"Browsing history"# 4y, F"Settings" & TiE 41 B . 1E"Check for
newer versions of stored pages:" I, E#"Automatically”.

o WERAER 7B KA, AT A S .
— HER HTTP BEAT V7Rl FriEdk 0 80 s 451
— FER HTTPS AT U5 I ARifkdi I 443 s A% 0
WBM () 575 1% 150 E A8 I 40 52 1T Web 30 W -0 X0l
— Mozilla Firefox 91 ESR
— Google Chrome 93

— Microsoft Edge Chromium 93
EBRFHRE - ER WBM
X TR BB, 2B 2 LA SRR K

PR

BIERA

Internet ¥ %%

960 x 640 4 %

Android (EHA 4.2.1 i)
i0S (HMA 6.0.2 L)

T Android i) Chrome (HfitA< 18
)
LT i0S ¥ Safari (HMRAS 6 )

o CEMENE S LMEHLLT Internet 3 W 2% $0 473 ik :
- T i0S (HMA v8.1.3 #) K Safari (EA 8 #2) (iPad Mini &5 A1432)
— JF Android (HRIRA 5.0.2 #2) K Chrome (EHIA 46 #2) (Nexus 7C Asus)
— JF Android (HRRA 5.0.2 #2) (¥ Firefox (ERRAS 35 #2)

L
EBFRE LEH WBM R &R

FERE NI L BRI WBM BT 7 35 S e & AR LU TR T AN Ao — 2B T ) B
A RSB B AT AL

92
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6.2 HFR

6.2 gx

B 5 REE

fHH Internet W Ya 2842 18 LR 2D IR 5% & 0 i F

1. W5 PC ZIMAFEZER:. LU ping iy &6 A 15 #4502 15 Al {5 1) o

2. 1E Internet W WG 25 A BEAE S, N5 41 IP idik 5% URL.
BRI S FE L HTTPS TRV A a0 Si@E L HTTP Vil 4%, bk B 3Bkt 3] HTTPS.
Vi B
BAREZETEHFHER
KA & R Be N v M T EH, a5 AL Al R HrE
AEEAE RS TE VNS, WeBR—4%ZaHE. AJLLERIE.

BB R— 55 2 AR IIE R . BRI ARG kS L .
R AR 1, B AE 1P kb5 0 15 Z RN VE N B AT
7l: https:1192.168.16.178:49152

1E"System > Configuration” " 58 it .

3. MR AEAEIESRE, M4 B Web Based Management (WBM) %8 3% 7 .
WA @ HTTP JE#:15 W WBM, 1 7E"System > Configuration”# ¥ "HTTP Services 175 A
“HTTP & HTTPS",

English |~ | Go
SIEMENS
?
Login f o

Name: |

Passwaord:

Login

For information about browser compatibility please refer to the manual
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6.2 HER

B3 WBM

94

- WA ETTI R BB, e WBM BT 3 A
. TGO R E NI TE F

U
AREE
RO A A R SR I

. "Name"#i NHE

— R B ROE S JE £ "Restore Factory Defaults and Restart”j& & 5%, N4 L) B
T A F“admin”,
XA Pk P, AT DL B B E. O HASBIRHAT IS U5 R .

— EANCEIEH K 4. ATE"Security > Users” s 4L 25 A3 FH 7o o F0 £ €

. "Password" i AN HE

— IR R S fE Restore Factory Defaults and Restart”Jm &5, M4 H
TR BRI P admin” #2569 admin”.
A
FEEERA M A F, “admin”H O K. MFE LI WLAN 2315 57
AP SCRFER T TR A5 25

— FHE SRR B R

. Bl Login"#H B Enter BTN A N 2

UL

TR B VO Sk 2 fE"Restore Factory Defaults and Restart” g &%, RS DA 15
W P admin"#i T —IREdawf. )5, Ar]FHE@A admin”. FEAH R SCAHE F
NH 2R

TSR YOS SR (R Restore Factory Defaults and Restart” 2 Ja &3, & Hom i 3 il .
WA LT & “mREE” BN

- WK 28 ANTR, K 128 NFEAF

- BB 1 ANAREFH

- 201 ANRERTRT

- 20 1AHT

- FEEAELLRTR: ;:'?7B§"2%°|€pdouiA0U

- AREELE Space 1 Delete “#4F .

- R EBER AN EWIATHIA . B L ALAS .
5. Hiili"Set Values"tiHl 5e iAo % ORI AR
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6.2 HR

IG5, R R s T .

B Va5 1B
N T BITE BT, 1211 PEFERRME, KRR B 1P M SR
RBERRANREFR

BB HA M TYEHE H NGB EAR N gk . AAAEEHE ARG A TH, JFHRRE
AP 7 SCHF N RAE A
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6.3 “Wizard” 54

“"Wizard"SEH

6.3

6.3.1

feif

BR

Basic Wizard

fiti /il Basic Wizard, 3¢5uft 5| e i EESHMAL.

f£ Basic Wizar B F, HRAeHSREATIRER HESHL. 58 Basic Wizard #{F)m, ATH4T
DU E

BEEPTALRES 5 RGUARR,  JF @ ORI D5
NS EC 1 IP k. AREZIEAMEE, WS W “IP ik (31 79)" ¥ 7.

A UEAE B BBORI A 505543 WBM. AXBEZHAEE, S0 8%
(7T 93) &k 7>

D

.
j

J83h Basic Wizard

(i faik s

96

L S X " Wizard > Basic Wizard” 5 3} Basic Wizard.

R E PG FERAE “IE ] BN E"(Restore Factory Defaults) 2 J5 &%, WEH K
BINEI 52 E3h)ash “HA R F(Basic Wizard).

Basic Wizard f) WBM T [ A4 LA R 4248 :

24l B

BT

3 [ 5] E— 1T

%] Basic Wizard, ARFEE.
RS R S

|

REfE ] “ E—25"(Previous) 1 “ F—35"(Next) #4H4E “Ie A k5" (Basic Wizard) T [H i3
TS

S

=N
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6.3.1.1 RGWE

feifr
f£ It Basic Wizard JUHI b, FIHE WA, )G, KEx—%HE.

/0\ WARNING: After applying settings by

W clicking the 'OK button, the device will
restart with the default configuration for the
selected mode!

[ oK ][ cancel |

AR “HE"(OK) AR, ISR DA WEASER . FRESIFR AR
PAE i sl Gk B A %

YL
PRUOA AN s e 2 P 3 2GR AR, B DABOA) i s i g i 3 A o

Basic Wizard: System Settings

System | Country |IP | Management Interfaces | Antenna |Radio| AP | Security  Dot1x RADIUS | Summary _

The Wizard will guide you through the initial setup of the device. If you have already set some ofthe
configuration parameters and want to start the Wizard with the default settings of the device, you can click

the 'Memaory Defaults’ button to restore the factory configuration settings except the IP parameters, SMNMP MIB-
2 parameters and the mode of the device. The device will restart autormnatically during the restore operation.

[ Restore Memory Defaults and Restart |

Select the required mode of the device. Access point mode (AP) is the typical choice ifthe device’s Ethernet

portis directly connected to a wired distribution system (e.qg. the factory or autornation network). On the other
hand, the Client mode (Client) allows data traffic to be relayed between the wired distribution system and a

device connected to the Clients Ethernet portvia a wireless network (for example a mobile application). The
device will restart automatically if the mode is changed.

Device Mode: AP L'

[ Abort || Mext |
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6.3 “Wizard” 54

B

98

Basic Wizard T [, & LA FAE:

o REFEAERBRINREIFE (Restore Memory Defaults and Restart)
WUR R A, KR E AR E (LR SEGAN) R .

— IP Mk

- T

- BRIAMSC 1P Hiudk
— DHCP % ¥ ID

— DHCP

- RGHR

- RGHME

- RGEHAN

- HP LA

- WA

R, EHRERUCESRIF R RE S A 3 A B

o EE&MR (Device Mode)

BRI PR PG TN A

TEAE LU TR R
— AP: SRR
— B, IR
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6.3.1.2 ExK X% E

T
TE I Basic Wizard T b, AJZHA&E KX R G LK.

Basic Wizard: Country Settings

System | Country | 1P | Management Interfaces |Antenna | Radio |AP| Security | Dot1x RADIUS | Summary _

From the list below, please select the country in which the device will be deployed. The commect country setting is
mandatory for operation complying with the approvals. Selecting a country different from the country in which
the device is used can lead to legal prosecution.

Country Code: Not defined ~]
Here, you can enter any name for this device providing it is unique. Mormally, this is the node's fully-gualified
domain name. By providing a unique name you can identify the device within the context of the application, i.e.

the name is transmitted and shown on the information pages for overlapping APs, available APs and connected
clients.

System Name: sysMame Mot Set

[ Previous || Abort || Mext |

i
Basic Wizard TUHI£0 7 BA T AE
o HEZFMHX A (Country Code)
RS R R AR IR B RS FTEE KX . o T ks e B R M EdE, %%
SRR A BTG 36 1 [ % 10 X 5 B S R oy R TR
L]
Xz E

IR ERFEANIE, AUEFBOE FE K I B E . WS i A e [ R X AN
IR R X 2 S BEE A S .

s RZ4FK (System Name)
AL NS IR RS NNE, M RG2 RAZAE I BoREiEF X . &
£ FF 255 M.
RGAIIEEIRTE CLURAIR R F o CLURASR SR ) FREUR AR . RGAFRET 16 1
FRF S T PR3 3 4 A T
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6.3 “Wizard"
6.3.1.3 IP Huhbig &
Pl

HBRAMEADRZ — 2B E IP k. 1P Hubk T 75 W25 i — bR IR — & 15 & o

Basic Wizard: IP Address Settings

System | Country | 1P | Management Interfaces |Antenna | Radio |AP| Security | Dot1x RADIUS | Summary _

Select this option if you want to use the DHCP client, i.e. when IP address settings within the subnet are
managed centrally by a DHCP server

[]DHCP Client

Default Gateway: 0.0.0.0

As an aliernative, you can make static IP address settings. Enter the IP address and the subnet mask via
which the management is accessible. If the device is intended for communication with devices (diagnostics
stations, e-mail servers efc.) in ancther subnet, also enter the IP address of the default gateway.

IP Address: 192.168.16.107
Subnet Mask: 255.255.255.0

Previous ||

Abort || Mext |

A

100

“FLA ) 5" (Basic Wizard) T 45 27 LR AE

DHCP %& ¥ (DHCP Client)
fase 1P Huhb o3 7 30 A PAP 4D 1P Mk 9 5 ik

- JaH
Be#5 I\ DHCP IR 55 2 4380 25 1P Huht .

- %H

7E"IP Hihik"(IP Address) 1 “ ¥ MHERS"(Subnet Mask) fIAHEF A IP K E .
IP #uhk (IP Address)
N X 25 e — 1) 1P Hbhk

F MRS (Subnet Mask)

LN & R T

ERIARISE (Default gateway)

B NBR A S 1P ik, DUMERS AT LS B TN &S iz, &7 lseEik s
) BTG
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6.3.1.4 EHEEO

RGHS
7E It Basic Wizard T TH L, w48 5 FR UG B IR S ST Le R &5 $2 4L 7 5 2 A1 & DU,
AR A AT I BRI 1 B . SERK Basic Wizard JEH IR LR % .

Basic Wizard: Management Interfaces

System | Country | IP | Management Interfaces | Antenna | Radio AP | Security Dot1X RADIUS | Summary

Please check whether the enabled access options match the required secunty policy: The Telnet Server allows
unencrypted access while the 'SSH Server' allows encrypted access to the CLI. DCP is a widely used protocol in
automation networks that allows device discovery and configuration, but lacks advanced security options. From
the list, select the SNMP protocol version for which you want to allow access to the device. As SNMPv1 and
SNMPv2c are inherently non-secure protocols, you may want to restrict these protocols to read-only access.

[] Telnet Server
SSH Server
DCP Server: Read/Write v
SNMP: SNMPvii2civd v
[T SNMPv1/v2 Read-Only
SINEMA Configuration Interface

[ Previous || Abort || Next |

YiBA
2L A LU AE:

¢ Telnet &% (Telnet Server)
o P B 2% F“Telnet IR %% 23" (Telnet Server) AR%s, LMEAINZE 17 CLI.

e SSH R%5%% (SSH Server)
Jo P B 24 FH“SSH IRk 45 25" (SSH Server) k%%, LAMEINE5 ] CLI.
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o DCP J§4%%% (DCP Server)
feE 2T H DCP CRIAASH O U & 4%
- " (BEHED
DCP W 2EH] . BEA BRI A BB X &S 3.
— 5 (Read/Write)
i) DCP, BERT LAISZHUR % 4 nT DL HdE AT 1B 0
- Hik (Read-Only)
i DCP, AIEHUHEARRIE L %% S5
e SNMP
MR RLFR A IEBE L . ATREMI B E QIR
— " (SNMP 2.25HD)
ANBEIEIE SNMP 1 7 % % 24
— SNMPv1/v2civ3
ArLLIEE SNMP FiA 1. 2¢ 5% 3 ijil‘cﬂix%i%&o AJ LLLE"System > SNMP > 5 A"
(System > SNMP > General) HHEHLEHE .
— SNMPv3
AIEIE SNMP hiiAs 3 Vi ia] 8248, A LAE” System > SNMP > & #)1"(System > SNMP
> General) FABZHLEHHE .
. SNMPv1Iv2 Rﬁ (SNMPv1/v2 Read-Only)
J& AR F i SNMPy T v2c XF SNMP AR &34 7 5 1 il .

* SINEMA 4H7&E:0 (SINEMA conﬁguration interface)
WHJA 7 SINEMA 17540, wli@id TIA Portal B 2078 N B %4
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6.3.1.5 KT E

feisr
TELL “ AR 15 (Basic Wizard) TUIR L, ATZHZSSMHRL Y BEE .

Basic Wizard: Antenna Settings

System | Country | IP| Management Interfaces |Antenna | RadiolAPl Security | Dot1X RADIUS | Summary _

On this page, you select the type of external antenna connected to the device. If you terminate an antenna connection using a
50 ohm resistor, select the entry 'Not used (Connect 50 Ohm Termination)'. If the type of external antenna is not available,
select the "User defined” entry and enter the antenna gain for each frequency band manually. Enter the length of flexible
antznna connecting cable in metars between the device and the external antenna. An attenuation of 0.6 dB is assumed per
meter. Also enter the attenuation caused by other elements, e.g. power splitters, where applicable.

Antenna Gain . Additional

Connector  Antenna Type 2.4 GHz ?gﬂlﬂ;g?m Ena]ble == I Attenuation
[dBi] [dB]

R1 A1 Omni-Direct-Mount: ANTT85-4MC ¥ |3 5 0 0

R1A2 | Not usad (Connect 50 Ohm Termination) ¥ | - - - -

[ Previous || Abort || Mext |
A
GRAT LTS

o %S (Connector)
N BN A E A

o R£&2E! (Antenna Type)
BRI A TIMNB RGN R REAEIIRERN, HikFEFE “AHPaE X
(User defined).
RATH (R IEHE AR 2022 2%5% 50 Q I P . 1E#R56 H “RMEA G4 50 BREG 1) “(Not

used (Connect 50 Ohm Termination)).
iEA
50 Q HiFEH pH

A WLAN 45 FVH AN REGER:AS . MO8 WLAN 2 0FF 5, K28 R1AT il R2A1T 44
IR THERRA . WIRARERALMIRE, A8 AR K RX A1 TX. A5 A g
RAEAEGTIT .
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o RS [dBi] (Antenna Gain [dBi])
WRAE “ REFKEA(Antenna Type) Hik#E 1 “H P HE X" (User defined) 26 H, WHF
BN LA dBI" A FRAL I R 2 1 o
- RZME4E 2.4 GHz [dBi] (Antenna Gain 2.4 GHz [dBi])
N K ERAE 2.4 GHz SB[ R £k 25 .
- RZMWZ5 5 GHz [dBi] (Antenna Gain 5 GHz [dBi])
B NRERATE 5 GHz A B R 22 184 25

o H#KE [m] (Cable length [m])
BNV & RN R 26 2 18] I e M R R AR MK FE (LUK AL

o H'E T [dB] (Additional Attenuation [dB])
TELLAb R e 22, a0 B A B4R 38 B
VLA
n BAE A e WLAN #2100, 15 IR B L 0% i Im I8 18] B

6.3.1.6 TR E

ikl
TE I Basic Wizard U, w85 WLAN 4% 0.

Basic Wizard: Radio Settings

System | Country IP | Management Interfaces Antenna Radio AP Security Dot1X RADIUS | Summary

Selectthe check box to enable the required WLAN interface. Specify the frequency band and the required transmission standard to be used for each WLAN
interface. Enable or disable the 'Dynamic Frequency Selection (DFS) function and "Qutdoor Mode” as required. Both settings influence the number of
channels and the maximum legal transmit power depending on the country in which the device is deployed. To control the size of the radio cell, and to avoid
exceeding the maximum legal transmit power, it may be necessary to reducea the transmit power. The text shown in the Tx Power Check will help you to find

a legal limit.

Radio Enabled Radio Mode Frequency Band WLAN Mode 2.4 GHz  WLAN Mode 5 GHz  DFS (802.11h) Outdoor Mode max. Tx Power
WLAN 1 ] AP 2.4 GHz w | B0211n w| 802.11n ] 20 dBm ~

Tx Power Check: Following channels are not allowed in current configuration:

[ Previous || Abort Il Mesd |
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ik
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ZRUF LN %5

T2k (Radio)
S~ F A WLAN #2140,

J5H (Enabled)
Ja HEAE ) WLAN $2 01, $2 4R & B WLAN £z b F2ERDIRAS .

T 245, (Radio Mode)
78 WLAN #2 K A

#MEX (Frequency Band)
P . FE P AR 3t m] DAEAT U 1 o

WLAN #3 (WLAN Mode)
RS BB B T 7 AR AR o
— WLAN #3 2.4 GHz (WLAN Mode 2.4 GHz)
N 2.4 GHz SREBLE & A& Sbnite o
— WLAN #ix 5 GHz (WLAN Mode 5 GHz)
N5 GHz S e AL SbaitE . 1ZIEBEUR T B R M X 3 E .

DFS (802.11h)

— U (Activated)
i FH DFS Dheg, JEnT DAER B & 5 Ghz i, X SEimE oy [ 5 X R e idiE, 7
BLESPRRE DFS fla. AREZ(ERE, WES WLEKIHX € 1) DFS 3.
PN fUl I A — KB IE T R AHE S 20, 2B CAC GEE T A TN
60 MR, MAESAIERFHIAGS . BEASERRRWA S KELME
Fro XTABEILIEIE (5.6 - 5.65 GHz), #RFFLEM AN 10 7081, WRETH R
MR R BN F ARG S, ARSI EE R E S B0, B s oE
BHERSZAESRE. STHHE, ASGSFFEMRERES.
WA RIS HTEE EREIAE S, W@ g Pl kA TR . REeHE
Y1 E] % F DFS Wi, A5 Ra W 30 7048,

— ZXH (Disabled)
A4 DFS Zhfig.

FAMER (Outdoor Mode)

- JaH (Enabled)
TEFAMETT , AT R e 338 6 51 X R 5 £ 7 /Ml FH f) a8 AR B TR

— ZXH (Disabled)
HATEE N N E R % RPN, RABkse 5 B 50 XA S i 21 py Al
FH B T8 AN S Th R
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o BARSIHZE (max. Tx Power)

TRAE B IR T . Dyl G i€ MR KR Dh R, R] REAT A BEAR S P 3 FH I R 4%
BEAR A S DA o BRI SR Th 2R AT A 25t /I i g [X K /)

L

A SEBL A SR RS DR PRIEE AR TR AN AT o AT RS DR I 2 VRS 2, 1
S WSS T AR R .

Y

AR A WLAN 2 0 RRRN S RPN DRI AT EAR R AR VB L Y, IR REAE R
ST 15 dBm I SEC—ME OB AN E DA TR

RET TR (Tx power check)
T BT P 1 T 15 3 S I L R T ML X P v PR R S Th R PR o A 7 “max. EIRPIRI T
AR 2 AR e 7533 I Pl 18 B ] S b IX A 2 T ARV R S TR IR ). SR B “AUE A
FVFHYIEIE"(Use Allowed Channels only), JUI A4S 7 78 i 6 T TE
ETE AR AT E N A .
- JmiEH

FEN TR D) 2 B K ROV RS DR IR TE

6.3.1.7 BARRE

fei 4

106

FESEFEA A T UUH b, WHEE SR S AR.

B
BE DT AL AE N RN 7T H
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Basic Wizard: Access Point Settings

System | Country | IP| Management Interfaces | Antenna |Radio | AP | Security | Dot1x RADIUS | Summary _

On this page, you specify the configuration for the access point. Specify the main channel, or allow the AP itself
to find a free channel by selecting "Auto’. If you enabled the "DFS' function previously to support the IEEE
802.11h standard and obtain more channels due to radar detection, specify the alternative channel as well. 'With
the IEEE 802.11n fransmission standard, you may extend the channel bandwidth by using either the
neighborng channel '40 up” above or below "40 down'.

Radio Channel Alternative DFS Channel HT Channel Width [MHz]

WLAN 1 Auto - 20

Enter the name of the wireless network (SS10). A client that will connect to the wireless network must be
configured to use the same name. The length of the character string for an S5ID is 1 to 32 characters. Use ~
only ASCIl codes in the range 'A'..'Z", "a'..'2", "0".."Y" and special characters I3#%E&()*+,-.=2@M"*_"{}~ and (V)
the space. This means the hexadecimal character codes 0x20 to 0x7e.

Port SSID
VAP 1.1 Siemens Wireless Netwaork

Warning: The approval process may not be finished in current country for channels denoted by a ™' character.

Please check the following website for more detailed information:
hitp:fAwww . siemens.comiwireless-approvals

[ Previous || Abort || Mext |

S HE LB
£ 1HEELLURS:
* £k (Radio)
SR AT T WLAN £,
« J&i# (Channel)
feEFimE., WRAEBRASETERERSNEE, 1EHAuto”. I F B A A e Wi,
15 M T HLF 3R R IE B AT 75 i .
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* % DFS &i& (Alternative DFS Channel)
WHRAE A ST “TE2k"(Radio) H1 /8 Fl T DFS ThAg, WITEILAbfE & & FliBiE. Wi
TP AT RS NI, W Auto” s T A [ i, i AN N Rig Rk
PR TR IS
o HT@EEEE [MHz] (HT Channel Width [MHz])
AJ LAFE SE 754 |EEE 802.11n A& Hbm v ()@ 18 117 o5
AR E AT
- 20
IETE T 9 20 MHz
- 40up
IE T8 40 MHz. i F 4125 I8 T8 DA R i 1 A1 98 10 AH 418 E .
— 40 down
BT 5E 40 MHz. A FH 225 (1 38 18 DL AR T FLA1 T8 (1 AR AT .
2 AHELLFA:

o ¥gH (Port)
SBoREE WLAN 22055 — > VAP 1.

e SSID
i\ SSID. SSID AR K E N 1 B 32 NF4F .
SSID f# H] ASCII 1% 0x20 & 0x7e.
SERGEAR G, Al B0 > WLAN > 32\ 0515 B (Interfaces > WLAN > Access Point
Settings) & X % SSID.

6.3.1.8 BPWEE

ikl
{E Ik Basic Wizard Bifi b, w48 @ & P umIAas, #lan MAC Huhbk /i .

it
SR TN AE B 7 S R AT A

4 IEEE 802.11n T Web (431 V6.5 (1) SCALANCE W770/W730
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Basic Wizard: Client Settings

System | Country | 1P | Management Interfaces |Antenna | Radio |Clier|t |Channels| Securityl Dot1x Supplicant Summaryl

On this page, you specify the configuration for a client. If you only want to enable IP-based
(O3] layer 3) communication with devices attached to the Ethernet port, use 'Own' to make
the client use the MAC address of the Ethernet interface for the WLAN interface as well.
Similarly, selecting '"Manual' allows you to enter any MAC address in the 'MAC Address’
column. If MAC-based (OS5I layer 2) communication is intended with a single device,

use "Automatic’ to make the client automatically adopt the source MAC address of the first
frame that it receives over the Eihernet interface. For muliiple devices, "Layer 2 Tunnel'
makes the client use the MAC address of the Ethernet interface for the WLAN interface. But
the network will also be informed of up to eight MAC addresses connected to the Ethernet
interface of the client. If the "Any SSID" check box is selected, the device attempts to connect
to the network with the best transmission quality and that has suitable security settings.

Radio MAC Mode MAC Address Any SSID
WLAN 1 Automatic [»] D0-00-00-00-00-00 )

If the "Any SSID' check box is not selected, you will need to enter the SSID of the access
paoint with which the client will connect to have better control over the behavior of the device.
The lengih of the character string for an SSID is 1 to 32 characters. Use only ASCII codes in
the range of 'A'.'Z', 'a'.'Z", '0"..'Y" and special characters I5#%&()*+ -, =?@["*_"{}~ and the
space. This means the hexadecimal character codes 0x20 to 0xTe.

Radio 551D Security Context
WLAN 1 1
[ Previous || Abort || Mext |
Ui B

R1EELUNS:

e I%k (Radio)
A WLAN #2107,

« MAC#R (MAC mode)
Fa %€ 2 P i 3 e MAC kb 75 30, AT RER) 5 A5
- B3 (Automatic)
& i [ 31 R FH 385 DA K 0 422 12080 5 — it A MAC Hiudik
- F3h (Manual)
mAESE “F3h"(Manual), NFE"MAC Hihk"(MAC Address) %1 H 4 N MAC Hhtik o
- HH (Own)
% P i WLAN $22 8 UK 42 1 MAC Hidik
- 5 2 JZP%1E (Layer 2 Tunnel)
2 P R WLAN $22 8 A UK 32 1 MAC Stk [Nt 242 31 2 7 s LUK W)
2O MAC HihE@ AN 2. B2 vl )\ MAC Hidik.

546 IEEE 802.11n £ Web 1% 2 V6.5 1) SCALANCE W770/W730
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* MAC Hufit (MAC Address)

N ) MAC Mk . £ 258" MAC 20" (MAC Mode) & &N “ F3)"(Manual) B 4
AedmiEiZim A\HE .

« f£7 SSID (Any SSID)

- A

TE% PRI R, B4 e B AU 2B % 4 VR FLIG R L R 2%
~ 4P

B PR SSID S F R AT (0 4

R 2HUELUNS:
* TGk (Radio)

S A F A WLAN $£17,

SSID

N 5% P A E RN S SSID. #E “Fe A | 5" (Basic Wizard) W1, XA RE —4
SSID. SERk “IFEA[M S (Basic Wizard) f&, RIf#H] “# 10 > WLAN > & P (Interfaces >
WLAN > Client) & X #E % SSID.

24 F 3 (Security Context)

BORHC 4 R . fE “FEAA 5" (Basic Wizard) H, R —AN24 BT H. 5%
ARG, AT “ 224 > WLAN > £ A" (Security > WLAN > Basic) H 8@ I -4 H
EZ- & N

6.3.1.9 % P m B E oV REE

fai s

110

NREATIBAS, ASAESRBLN AT — M E EIE. Rl b, WTRLRR S B IEIE, )L
ROV SR Bk e S i

L]

FAG % P S A1 7 s A 2T R4 N o vl s e T

4 IEEE 802.11n T Web (431 V6.5 (1) SCALANCE W770/W730
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Basic Wizard: Client Allowed Channel Settings

System | Country | 1P | Management Interfaces |Antenna | Radio |CIient|ChanneIs| Securityl Dot1x Supplicant Summary-

Cn this page, you specify which channels may be used for communication with an AP, for example to reduce
the amount of time reguired to scan for a new AP while roaming. If you enable the option "Allowed Channels',
you restrict the selection of channels via which a device is allowed to establish the connection, and the channels
on which the client searches for an AP. To specify the valid channels for the required frequency band, select the
appropnate check box for the channel number.

Radio Use Allowed Channels only

WLAN 1 ]
Frequency Band: 2.4 GHz

[+/] Select / Deselect all

Radio RadioMode 1 2 3 4 5 & 7 8 © 10 11 12 13

WLAN 1 Client MMM MMMV MMM
Frequency Band: 5 GHz

[+/] Select / Deselect all

Radio Radio Mode 36 40 44 48

WLAN 1 Client RN

[ Previous || Abort || Mext |

Vi
£ 1HESLLURS:

o I%k (Radio)
SR AT I WLAN #2110,

o U ¥ IEIE (Use Allowed Channels only)
An RS P IR I, OB ] i S AN o A P P T P
FELNF RN, 8 SR P i8R AP I AL (F58 1 .
RGBT R 53«
WRARF kI, WA T WE (ERMXARS ., Rk, RETTHRS) 1] FHimiE.

TEBMERAGH) LT7, TG B LR S AE:

o AEMEUE 4 (Select/Deselect all)
— Enabled
WS A FZ SR IEHE, Kk B EE
— Disabled
G I R A, AR B AR — AN ROEE S IR ER RS .

546 IEEE 802.11n £ Web 12 V6.5 1) SCALANCE W770/W730
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PBER A LIRS

o T4k (Radio)
S F A WLAN $£11,

o T£4H#X (Radio Mode)
R AR
¢ Channel number
BUONFT R RSB TS 2 A RCEIE, 1% B S R N AR N EAE
GRS ER TN E R X R VEREE. RAEEHENEE . EROEE K R I
Ja
PLEH
TR EIEIE, WUR W E “AUEH o RIEIE" (Use Allowed Channels only).

6.3.1.10 ZEWE

fai
NTAOR I 2% 22 4, T IR AT IS o 8 I B0 R SR BRI & R Py 4 8 L 455 o

15§ WPA2/AES T]Bj7 113 F WPA2 (RADIUS)/WPA2-PSK 2515, [K5y AES T H kg o (2 4 1tk
HRZEMNENER, B2 WASTFMPN “2eMBRITm” .

P& B2 2 B E W ARRILES, A RvFR - am SN fE T EE.

Basic Wizard: Security Settings

System | Country | P | Management Interfaces |Antenna | Radio |CIient|Channels| Securityl Dot1x Supplicant Summary_

To make the network secure, authentication and encrypiicn are used to verify a communication pariner's identity and to protect the
transferred data from eavesdropping. Selecting an eniry with 'FPSK from the list requires you to enter a password and to confirm the ~
password to catch mistyped characters. Other settings require additional configuration steps to be performed later on. It is not advisable

to select 'Open system’, as this represents no security at all. With WPA-PSK you can achieve a low level of security, but also

compatibility with certain legacy systems. With WPAZ-PSK you can achieve a moderate level of security, while WPAZ-RADIUS will give
you the highest level of security but requires extra network infrastructure. If you are unsure about the proper security settings, simply

accept the default values and enter the passwords to achieve a reasonable level of security. Make sure that you note down the v
passwords, as you will need to configure the other devices in the same way.
Security Context  Authentication Type Cipher WPA(2) Pass Phrase WPA(2) Pass Phrase Confirmation
1 Open System [+] WEP [~]
[ Previous || Abort I Next |

4 IEEE 802.11n T Web (431 V6.5 (1) SCALANCE W770/W730
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B

6.3 “Wizard” 54

SRUE LIRS

0 (Interface) (XFR#EA D
S5 RBEMXED,

%4> FF3C (Security Context) (fXFR% /it
BN 5B EMKN 24 R .

IOERA (Authentication Type)
B e AT iU

L
WLAN #= IEEE 802.11 n

DL WLAN 155 IEEE8002.11n i21T 15 #5 R AT LA A WPA2 (WPA2-PSK 1 WPA2 Radius)
jJ[]l_;_IJZ_I:O

— Open System
ToIRIE
- WEP

— WPA-PSK
{5 FF} WPA 2547 1) WPA B&1F . 7E“WPA(2) 84T 14" (WPA(2) Pass Phrase) Héi A WPA
A,

— WPA (RADIUS)

RADIUS IR %5 25 1#) WPA 5iiF . 78 N — Basic Wizard T [fi_F2HAS V5 ) Hdf

— WPA2-PSK
1 F WPA2 Z54H 1 WPA2 BiiF . 7E“WPA(2) 147 I114"(WPA(2) Pass Phrase) H1#i A
WPA2 %41,

— WPA2 (RADIUS)

RADIUS Ik 45258 #) WPA2 381 . 7E F— Basic Wizard T 20251 i) 4

— iPCF authentication
TEFH R WLAN 20 _F J5 B iPCF. iPCF-HT 8% iPCF-MC A CHT, Bt B R IeiiE K.
A PLAE “iFeatures (1 417) =28 th |2 B iPCF 641 .

4 IEEE 802.11n T Web 1% ¥ V6.5 1) SCALANCE W770/W730
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* ZEfY (Cipher)

EFEINE T
- AUTO
MRE B uh i D Re B 3hik % AES 5 TKIP,
— TKIP (Temporal Key Integrity Protocol)
— I H] RC4 5592 (Ron's Code 4) HIXIFRINEE 7712 SHL99H WEP In&AH &, TKIP K
FA T2 B0 IR AE F AR B 5] . TKIP 3 AT LR 51 52 457 [0 B0
— AES
(Advanced Encryption Standard)
— PP Bk TKIP THAEM Rijndael Sy (RS FR X Hehn e 751k
WPA(2) ili1T 14 (WPA(2) Pass Phrase)
BN WPA(2) %4, #HKEEATLUE 8 & 63 AN ASCI #7F, B# IELF/E 64 ANk
FRFo 1% WPA(2) B HH LAY P i A N U BTN, I 1 P FE P I

L

WPA2) BT K BERT LR 8 %5 63 4> ASCII 48, 8 IEIFAE 64 AT ANHEHI 746, Biidt
G, LA SEEHET . FE CKSINS) , R EJLPEES BT . 5
(P T REBA R O EL A PR BRI Fok B I, B T &
Ry, LURRE% 4.

WPA(2) :847 O 4#i\ (WPA(2) Pass Phrase Confirmation)
B N WPA(2) 384T 14

6.3.1.11 Dot1x i XRHFRE

fei

114

E It Basic Wizard Ui b, T4 7 3 8 5 RADIUS iR 55 @S 45 H A FH P 44 A5 1

R T B LT IRAIE vk, AT LLYE 52k Basic Wizard J i Fil“Security > WLAN > Client
Radius Supplicant" #7417

B
FUA 2 7 e 7 s A T RO N o vl s e T

4 IEEE 802.11n T Web (431 V6.5 (1) SCALANCE W770/W730
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Basic Wizard: Dot1x Supplicant Settings

System | Country | IP | Management Interfaces  Antenna Radio Client  Channels | Security | Dot1x Supplicant . Summary

©On this page, you specify the logon procedure for the client. Enter the user name and passwords with which you wantto .,
log on via the RADIUS server. You are restricted to non-certificate based authentication when using the Wizard. If you
want to configure EAP-TLS, you need to upload a ceriificate file and configure the Supplicant setiings using the regular

. Dot1x User Password
Security Context  Dotix User Name Dot1x User Password B
1

[ Previous || Abort || Mext |

iR
R1EELUNS:

» %4 F T3 (Security Context)
BoRea Y.

* Dot1x Fi/'4 (Dot1x User Name)
g N2 P i 6 536 RADIUS iR 55w IR FH R - 44

» Dot1x F ' %&#% (Dot1x User Password)
N LT P A RS . 2P il 1z P 4 AR 4 A5 5% RADIUS AR %543 .
043 BeAd ) ASCI S 0x20 & Ox7e.

* Dot1x F PP &RE#A (Dot1x User Password Confirmation)
7E B A HE A BRI S N 0

6.3.1.12 Dot1x RADIUS JRE%H K E

ibly
7E I Basic Wizard T[] |, FIZ4HAS 3 RADIUS RS 251X & .

SEIRIEAA S5, AlEH“Security> WLAN > AP Radius 4ilE 28" (Security> WLAN > AP Radius
Authenticator) ZH& % F RS # LA AL B E, Hlin sl 8 s .

L
BRI AE N AR R T AT

4 IEEE 802.11n T Web 1% ¥ V6.5 1) SCALANCE W770/W730
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Basic Wizard: Dot1x RADIUS Server Settings
System | Country | IP | Management Interfaces | Antenna | Radio | AP | Security | Dot1x RADIUS | Summary
©On this page, you make the settings for the RADIUS server. Enter the IP address and set the input port of the A,
RADIUS server if this is different from the default value. Then enter the shared secret of the RADIUS server
and confirm it to catch mistyped characters.
Server Role  Server IP Address  Server Port Shared Secret Shared Secret Confirmation
Primary 1812
Previous || Abort | [ Next |
A
RO TR %5:
o JR&B A (Server Role)
BIRIRS A A

HRZ5-2% IP #idk (Server IP Address)
S\ RADIUS fIRS5 250 P Mtk SR ATHRNLAARR (i DNS BEAT 2 FRMAEHT) AQEF IP
Hhi k.

iR 45- 2835 0 (Server Port)
i N\ RADIUS JIR 55 %% (1% 11 o
234 (Shared Secret)
i\ RADIUS JIlR 2% #5% (1 2565 o

FLE AW (Shared Secret Conf)
TE i NAE H B A N 50

6.3.1.13 wWEILS

fei 4

BRI 7B . DU A A R T BB B 2 HORT i 4 A 5

FEAEH] “BLEAH"(Set Values) FALIB AR AT BB E . WORWEHR, /] “L—
U"(Prev) $5 R A1, SR AR i B SO T B

116
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Basic Wizard: Summary of Settings

Systeml Coum]']rl IP| Management Interfacaslnntenna | Radio |Client|CIlanneI5| Secun’tyl Dot1x Supplicant Summaryl

Device Mode: Client
Country: Andorra
System Name: sysName Not Set
IP Assignment Method: Static
IP Address: 192 168.16.107
Subnet Mask: 255.255.255.0
Default Gateway: 0.0.0.0

Interface WLAN1: Enabled
WLAN Mode: 802.11n (2.4 GHz), 20 dBm Tx Power
Scan Channels: 1,2,3,4,56,7,8,9,10,11,12,13

Antenna 1: Type ANT795-4MC, Gain 3 dBi, Additional Attenuation 0 dB, Cable Length O m

Antenna 2: Type ANT795-4MA, Gain 3 dBi, Additional Attenuation 0 dB, Cable Length O m
SSID: Any SSID

MAC Mode: Automatic

Secunty: Open System

Click the "Set Values' button to apply the changes!

[ Previous || Abort | [Set Values |

wEE
Fh “ BB (Set Values) HHI TR EEA M T . KR WLAN 5 E .

74 |IEEE 802.11n T Web f4 2 V6.5 1) SCALANCE W770/W730
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6.4 “Information” &4

6.4 “Information”3g
6.4.1 FIE TR
FE4E T AR B

BB 1P HHEIF ARG R5, K BosR G Ui . JovEXHZ I LR A AT A .

WBM JT I §# AAn Ja
R WBM TUTHE A 22A LLUR LA X
o EFIX (1) EJTXI
o BRI (2): U7X

4 IEEE 802.11n T Web (431 V6.5 (1) SCALANCE W770/W730
118 fic & T/, 04/2022, C79000-G8952-C323-12



/] “F T Web #IE

" TS

SIEMENS

i |

wizards

|

wInformation
» Start Page
r\ersions
&M

rARP/
MNeighbors

rLog Tables
»Faults
» Redundancy

»Ethernet
Statistics

rLearning Table
»IPvE Routing
+DHCP Server
»SNMP

» Security
FWLAN

FWLAN
Statistics

»WLAN
iFeatures

» System
vInterfaces
vLayer 2
» Security

+iFeatures

46 IEEE 802.11n £ Web 182 V6.5 ) SCALANCE W770/W730

WX (3): A X
WX (4): Ha) X ik

192.168.16.107/SCALANCE W774-1 RJ45

SCALANCE W774-1 RJ45

PROFINET Name of Station:
Diagnostics Mode:

Systemn Name:

Device Type:

PROFINET AR Status:
Power Line 1:

Power Line 2:

Power over Ethernet:
PLUG Configuration:
PLUG License:

Fault Status:

Remote Capture:

Please select one item of the menu on the left

cl-wiT0

PROFINET

sysMame Not Set
SCALANCE W774-1 RJ45

Qifline
Down

Down

Up
ACCEFTED
ACCEFTED
Mo Fault

disabled

fic & -/, 0412022, C79000-G8952-C323-12
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HEX (1)

BRIX (2)

120

P XA LU N7

* Siemens AG #br
M R, 5 1) Siemens VAR S FF P AN FE AR KK Internet T -

o BIR: “RGNEIRGLFR(System Location/System Name).
- “RGIE” ERSIAIE.
WA e IR E, 2 SR DIORIM L ) 1P bk,
- “RGLIRT RRELIR. MBS N RERE, W BRIk,
AT LA “ R4 > L > %45 (System > General > Device) 5 B R ) A 25

o FMTEFEEF T HAIE

o RGUNTEFNH A
AT LA “ R4 > RGiA]"(System > System Time) B H0iZ S 7 il T 1 N 7%
GAKE RGN, WPRE R B HHD T RGN FHRGN HGERE, W BIRs
=AY . AL TREY N E RS &S WAL, FREAS. 5 RGNECD
WEMERES [P, PR %,

PR RIX 1 B8Ry, EnT DA 21 24 A8 S FH ™ 10 44 PR 24 i T I 532 BRI e B b
SR X R A E A LR I

* 1344 (Logging out)
A DL “PERY"(Logout) % ATl WBM T VERY

o &% (Device name)
BoRBEE AR,

o B3 (Mode)
BRI I U

e LED {5 & (LED simulation)
BANRREERA —ADEZ A LED, H TREA REE TIERESHE R .. R 2R E,
AIREAN S B BEELIRVT IM Bef . Ak “2ET Web MU B BRI E LED. ARAEH 1IE
P2 BN NIKE. LED. %Rk LED SR 5 SCIE AR U W PR 04T T WA
iz, TRAFTIT LED f5 3% M. vl DIEY) ¥ s R iz i 11, FEARAE =5
BATEN . EOCH LED fi 5, 155 LED 1 5 & 1A i ¢ P4

* #Bj (Help) ?
SR RIS, K AR I A B T T A P iz i BRI 45 B DT

4 IEEE 802.11n T Web (431 V6.5 [ SCALANCE W770/W730
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MEX (3)

NEX (4)

6.4 “Information” &4

FTEFHL (Printer) —

WER B R, AT — AN T . e T VRS BT B LR A I () T T P 2
LK

iEA

FTENR R R A%

TR BT ENER IR, B Internet JIYE2SHT “HTEDTRNE” Thig.

g Je (Favorites)

AP S, AR BT DI B N AR RS

WIR AT ZAZH, 5N, YErd I DU BOE TR R i O N 2. S F 1%
kG, S A AETR . B NMETR “SEHR" (Menu) L5 8 FZ 3L R
IR AT . 28 —AMETIR “USGE" (Favorites) B8 FH P ARG A 25 0 A LT
IR, E “UE e (Favorites) P34 b, AR R4 “ 325" (Menu) I K H
g

WRAE ] QAN B A O e, “ Y e (Favorites) eI Rk e i B . ut, fds
AR DU AET R A $ .

AILME “ RG> IMEFILRAE"(System > Load&Save) TUHIfEH HTTP 83 TFTP {17, FA%
I B 12 2% (RSO I 2H 2

EFIT)E (Update on) [ an/EHTXH (Update off) 2] on

HA YA 3R K WBM T & AT LR B i “ 33 (Update) 4441

A1 FH 24T T DS FH BRAE FH B A R X . W SRTT R S, K 2 B R,
AR, 1 R on”. K EoROf B On”. BRAEML T, UA4AE WBM T b F
o

FEPRUCA, AT PR RS . Bl pe s ol R 7o i, s iR it S B A I
T 2 AT SR G A B DU« XL T AR 24 AE N A X B oK .

WEX ERBEEE. ZEPHRLER WBM Cdd 3% .
UNE BB R E R E R T

w5 ) PROFINET 2 #R (PROFINET Name of Station)
57 PROFINET % £ % 5%

Wi (Diagnostics Mode)
S5 EtherNet/IP i& 2 PROFINET.

4 IEEE 802.11n T Web 1% ¥ V6.5 1] SCALANCE W770/W730
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122

RG&K (System Name)
YN & T

&K (Device Type)
JJ&TW%’E/] —5*]‘1«/\0

PROFINET AR R% (PROFINET AR Status)
7R PROFINET B 56 &R A
- {£% (Online)
17465 PROFINET #2314 8. PROFINET #5128 U LA S B TR B Wk
A LORRIRZS #8121 PROFINET #2125 -
TEIXFOIRAS T, TOIRAE ¥4 RA14S PROFINET #5228 ik B S 4L
— B4 (Offline)
AIEAE S PROFINET 45 o5 (1% 42
HIEZRE% 1 (Power Line 1)/HIE£RH% 2 (Power Line 2)/LL AR tE (Power over Ethernet)
FURZR G 1 A1 2 BDIOR P AE L RPIRAS o ANAE R SCHR RIS L T 4 e o HL R 2R 2 ATEL
KWL, HXRFEMER, 15S IR RMAEE U .
PLUG 47 (PLUG Configuration)

IR PLUG _FABHIEIPRES, S0 “ R4 > PLUG > H75"(System > PLUG >
Configuration) #47.

HERAS (Fault Status)
BRI ER S

TFEREE (Remote Capture)
WA O e HZIhEE.

4 |EEE 802.11n 3T Web %55 V6.5 1 SCALANCE W770/W730
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ik s

6.4 “Information” &4

WBM T 1 55 R S b A% £ -

fEH “Refresh” FFT B/ E H
FERRHAI S “HT Web FIEEL” TUREHAE —4 “FlH"(Refresh) 154l . %
FEAIL AT 24 Wi T SR A R 5 R

L]

U0 SRAEAE HI"Set Values tHIR 25 T LIk BB % 2 i b "Refresh ™% 41, W2 MR 58
B I NI INECZ BT A IR AT 2o

f#iF “Set Values” {5474 H

TEBEATAHAS BB I T R —AN"Set Values™#4H . A4 Z /b8 % 1 G b 1) —AME,
A SBOE . BEZEH, TTRAAER S DMARASEEE. RIF2E, g e
R N ARBEIRES -

L

AAE LA admin” S 4y B 35 Je 7 0] DA e 4 A 5t

£/ “AIE"(Create) SR K H
FER] LB EESH 2% B U R A — > “ 83" (Create) 144l HAdiizigdlmel@ s H

R “MER"(Delete) Mk H
20T LM 2% B B DU — A “MHER"(Delete) #54H . PR 42l a4 2 A e 156 1 2%
H MR & WA MER. $ATHEREIEZ S, W5 WBM R T -

fEH “EUE"(Cancel) H4ABUE#AE
Basic Wizard T H A —4 “HBUH"(Cancel) %40 . By 4240 7] < ] Basic Wizard Tfij
p AV

R “TF—X"(Next) 1 F#I
T _ERENS BRI B IC R B BRI il TN 0" (Next) 4241, WT 1A MU AR
PR

R “_E—T"(Prev) [ L8R
DU RS BoR AR I R B BIRS . ds “ B—T0"(Prev) 424, WA I TTE AL
PEic .

A “IBER"(Clear) MR B nEIH

TR AP TiLIERS, A FFIHERTUR S, 7 LRRERATE R84 H . R
ERR R NE . SO AR E A B E R RS, A E A EEEEE
B “VERR"(Clear) H44H AT 58 4= H B B0 10 5%
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1t/ “FHT Web HIEFE” HiTHA&
6.4 “Information” &4

o ¥4l “2FER"(Show all)
ATDAEEL S KRR LS U FRoRAT A4 H . Bl “ 8RR (Show all) #441 AT 7E
T BRI %H. WiER, BRPTAHE ARSI T — LA,

s ATRETBKG TRIIR
RS RERICRI IR A, rTLS MR . AN AR 2 s AR
T

o “Hlrit¥as"(Reset counter) 40
fh “E AT AR (Reset counter) AT R AT A tHEES . THEESR SEE S R E AL,

mARECEM “BafRA7"(Automatic Save) BT B 17— D24, MR /RIS H I
IR “PTSCESCRAE x A BEIRAF. 15T ‘BRI ATALRIERAEE " (Changes
will be saved automatically in x seconds. Press "Write Startup Config' to save the changes
immediately).

L]
H TR AF
RAWEHHEN S5, A =Rshirer. RIS B R R T304

RSP E R TIHEE: “EERGFUESEEE. 15224 (Saving configuration
data in progress. Please do not switch off the device).

o ANEAEE I GBI JE SLRI R P B

4 IEEE 802.11n T Web (431 V6.5 (1) SCALANCE W770/W730
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1/ “F7T Web HEFE” HiTH#

6.4.2 R4

TEAF AR A BRI R A

—pra

6.4 “Information” 3%

LI 2 R WA IR AR AT IR AS o TEERH i DUH AR A A AT S

Version Information

Hardware Mame

Basic Device SCALANCE W774-1 RJ45

WLAN 1 WLAN 1 Radio Card

Software Description

Firmware SCALAMCE W700 Firmware

Bootloader SCALAMCE W700 Bootloader

Firmware_Running Current running Firmware
i

R1HEFLUTS:

« &% (Hardware)
- HA¥ % (Basic Device)
BORFEARBEF
— WLANI1
BRI LR
o A (Name)
TRV A BB 24 R

* RZ (Revision)

Revision
1

Version

V06.03.00
W01.23.00
V06.03.00

Order ID
GGKS T74-1FX00-0AAD

Date

08/18/2018 20:00:00
06/11/2018 20:00:00
08/18/2018 20:00:00

RN RRA . XF&R, WAREM T WLAN S0, CRURER — MR .

o #4495 (Article number)

B 45 SR BT

54 IEEE 802.11n T Web 1% ¥ V6.5 1) SCALANCE W770/W730
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1/ “FT Web HEFE” HiTH#

6.4 “Information” &4

R 2HUELUNS:

o IRf% (Software)

— [EM4 (Firmware)
COR YT RS . W R TR SO, MR E B R, MR BN T
NERE RSO AR . IR E T 2 s R R R 3 A

- 5 S m#EFE)F (Bootloader)
EIRAFAETE R % B 5] SR IR .

— Firmware_Running

SN 15 A A ET A A B AR A
» ViBH (Description)
SRR A T R
o BRA (Version)
BRI IR A S

« HH (Date)
RS 61 2 H 3.

6.4.3 I&M
PR SR

A BAR B I BN 5 B DL RS s (s iFan S . Po0s . RS 5 o ok
X% U E AR A BEAT S

Identification & Maintenance

Manufacturer ID: 42
Crder ID: 6GKE 786-2FCO0-0AAD
Serial Number: VPC3544970
Hardware Revision: 1
Software Revision: V06.01.00
Revision Counter: 0
Revision Date: 00/00/0 00:00:00
Function Tag:
Location Tag:
Date:
Descriptor:

4 IEEE 802.11n T Web (431 V6.5 (1) SCALANCE W770/W730
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1 “FT Web #EFE” HirH#

B {E BB

6.4 “Information” &4

SR EIELL T T

#3&7 1D (Manufacturer ID)
BN HIE R 1D,

445 (Article number)
BRI

%15 (Serial Number)
BIRFHS .

BE{:f A (Hardware Revision)
BIREEPERR AR

AR A (Software Revision)
BRI A

FET T+ H 8% (Revision Counter)
HFE A 4.0 2, IALE A2 7R AR 0" T AS 32 i AS B e 52

13T H#A (Revision date)
AT H#: AT 1 H HAFI R

ThEEFRZE (Function Tag)

BRI DIEENRE (LT #1) o 1) A% (HID) /&i@id STEP 7 ) HW Config 75 % %
AR PRI .

P EHRZ (Location tag)

BRBAMALERSE . AL EARIRFT (LID) &I id STEP 7 1) HW Config 7E15% # 4 2
B

H3#H (Date)

EoRiERE STEP 7 1) HW Config 475 ¥ & i B2 it H 3.

i (Description)
EoriBiE STEP 7 ) HW Config 412515 £ I 61 2 (R 156 1 .

54 |EEE 802.11n £ T Web HI%HE V6.5 i SCALANCE W770/W730
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] “ZT Web HIEFE” AT

6.4 “Information” s&#4

6.4.4 ARP/4R &

6.4.4.1 ARP

.3

MAC HubEF0 1Pv4 Hiudik i 43

15 B B HE AT P (ARP) B, MAC Hutik 2] IPv4 Hiuhik i) 40 lic B A E—1 . 12 23 O AR 100 Hh 5% X
28 EACSRAE EH O ARP Fdr . itk WBM T T o i3 £ FRIX > ARP % o

Address Resolution Protocol (ARP) Table

Interface MAC Address IP Address
viant 68-05-¢a-36-39-0d 192.168.16.20
viani 58-05-ca-25-e8-62 192.168.16.55
2 enfries.
S~ E B

ZRAFELL R

¢ Interface
ERIRBUT & EH AT E .

¢ MAC Address
o B AR BRI £ ) MAC Hiuik

¢ |P Address

128

TR HARBCE T IPv4 MLk,

Media Type
WREREIRA.
— Dynamic
e B R 2 I .
- Static
HAEAE B S b A

Media Type
Dynamic
Dynamic

4 IEEE 802.11n T Web % # V6.5 1 SCALANCE W770/W730
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1/ “FT Web #EFE” HiTH#

e

6.4 “Information” &

6.4.4.2 IPv6 4 JER

MAC #ihkF0 1Pv6 Hiudik i) 43 B

BB IPv6 A8 fEZR, MAC Huhik2 IPve ik B B ME—ME . 1Z 0 EC 5 00 & 2515 it %
EHOAREEF .

Address Resolution Protocol (ARP) Table

Interface MAC Address IP Address Media Type
vian1 00-13-ce-63-59-bf 192.168.0.97 Dynamic
vian1 G-G2-6d-6f-38-31 182.168.0.100 Dynamic

2 entries.

B E
ZRIRCIELLT A

¢ Interface

WRIRIUT K H BT

¢ MAC Address
SN H AR B 1B 45 1) MAC ik

¢ |P Address
R HAR B IPv6 Hihik,

* Media Type
EIRIERE IR,
- “Zh&"(Dynamic)
W& H BRI 2 R .
- “EpA"(Static)
AR RS LN .

54 IEEE 802.11n T Web 1% ¥ V6.5 1] SCALANCE W770/W730
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/] “FT Web HIEFE” HIrH#

6.4 “Information” %

e

6.4.5 HER

6.4.5.1 HHHE

REF

Log Table

WA RVFH PSR IEE R AE R FA, FEEHEn] LIE RS > FF (System > Events) L)
DU R . SXAE (ZEBIDRUL) (AT IC % S BOiE 2% 35 2 M P e T sl vy T B RAS R AR AR

AR IR T o

AR e kM, FFH SR AT IR
TR Z I E AR T A AT A

et o WLAN et o [

Severity Filters
[ Info
[]'warning

[ Critical

Restart System Up Time System Time

00:31:26
00:25:47
00:23:56
00:16:05
00:00:14
00:00:11
00:00:09
00:00:09
00:00:00

N N N on o otnonon e

) 00:00:00

Dateftime not set
Dataftime not sat
Dateftime not set
Dateftime not set
Dateftime not set
Dateftime not set
Dateftime not set
Dateftime not set
Dataftime not sat

Dateftime not set

1- 10 of 62 entries Show all

Clear

130

Severity

- Info

- Info

- Critical
- Info

- Info

- Info

- Critical
- Info

- Info

(=T = = R = I = PR = = )

- Info

Log Message

Device configuration changed

Device configuration changed

Error by reconfiguration of Wilan Config Daemon.

Device configuration changed

Spanning Tree: topology change detected.

Link up on P2.

Error by reconfiguration of Wian Config Daemon.

Link down on P1.

Cold start performed, Ver: T01.00.00.00_20.01.01 - event/status summary after startup:

Startup configuration: Internal storage
PLUG: Mot present

1]  Next

4 IEEE 802.11n T Web % # V6.5 1 SCALANCE W770/W730
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1/ “FT Web HIEFE” HiTH#

6.4 “Information” &4

B
o TEMEEIITIEE (Severity Filters)
A DARSE AR R R T RS H . EERITA R E, 1A e A 248
L

BERP AR B 2 SCRFAER A 400 N2 H o WSk —Fly™ EARRE LA S5 H A%k
H, WaEmRh et AR ERERRH . ERRKARFENFT .

- Info

)

MRFHZSH, M “fFE"(Info) KAMPTHA%H .
— Warning

i

MPFEHZSH, MeiRr “EE" (Warning) KT E % H .
— Critical

i

WREHZSH, Wain “mE"(Critical) AWM THE & HE .

ZRAIELL T

o HJ3 (Restart)
Gt 8 EREACN ] BE ORI E S RS, RN S R A AR N A5 A4 S .

o R%GBITHTE] (System Up Time)
SORTEFTHER I S F R AR B4 B R IR S Dok CRRSHE 4T I TA]

o ZR4iH}E (System Time)
R AT IR SR R A ) H AR ]

o EFER (Severity)
WoRTH BRI e ERE .

+ HZEWHE (Log Message)
TR ORKAEFFE U . ATEAS T D (8 461) HhHR2I AT 5EIH S5 .

IR CLBE RGUNTE], A 2 SR F AT R A K 1)
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/] “FT Web #IEFE” HITH#E

6.4 “Information” &4

6.4.5.2 WLAN IHEH %=

TRBIE B
1P DT 3 1o A T 3R R B0 TR R R BRI A5 R

WLAN Authentication Log

cent Lo WA Attt o

Severity Filters
info
[]'Warning

[ Critical

Restart System Up Time System Time Severity Log Message
0 entries.
Clear

TeEx U b AR AT N A AT AL

Vi B
o REEEITIES (Severity Filters)
A DR P AR SRR P A H . BEREARTEKH, WA B TE S
i B
B E R R 2 CRRER TP 400 MR H . AR — R SRR E B B4 H R
H, WMeBHEPRAARE™ERERFH . ZRSKARIFAENE.

- Info
2

MR FHZSH, MeEn “fE R (Info) KAKIFTA%H .
— Warning

@i

WRBHZSE, WaioR “EiG"(Warning) KAKITA % H .
— Critical

e

MR AHZSH, MeioR “™E"(Critical) KAMPTA%H .

4 IEEE 802.11n T Web % # V6.5 1 SCALANCE W770/W730
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1 “FT Web #EFE” HiTH#

6.4 “Information” &4

ZRESELL RS

o HJF (Restart)
Gt H LR EM N BB USRI E R IRE, B S KA EXT MR AEE .

s RZBITHE (System up time)
BRTEFTHEIR M AR R AR B4 B IR S Dok CHRRERIZ AT R [A].

o ZRZKHE (System Time)
TR AT IR SR R A ) H R ]

o EHMERE (Severity)
ERTE B E R .

+ H&EHE (Log Message)
BN ORAESFMM Y. ATEHSF MM D R v 5 B My

IR CBE RGN TR, WE 2 BonFAE R LR T

6.4.6 ke

AR B, 2 BORFEBE U . AR b, B LD B LED SRR AR
KRR A B A FR AR DA S AE T 21 T 2 2 )

o “ZRGi > FH"(System > Events)

o “RG > PRI (System > Fault Monitoring)

URZ N IR AR GRS Ja T A TSR Ao R B R, U #kRE LED SRR K .

Faults

Mo. of Signaled Faulis: 1

Reset Counters

Fault Time Fault Description Clear Fault State
165 Link down on P [ Clear Fault State |
17s Warm start performed. Clear Fault State

4 IEEE 802.11n T Web 1% ¥ V6.5 1) SCALANCE W770/W730
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1t/ “FHTF Web HIEFE” HiTH#&
6.4 “Information” s&H4

YiEA
2 UL AL B A

o CiB&IHEE (No. of Signaled Faults)
FR7RHRE LED SR, A B i TR 5.

o “FAIHER"(Reset Counters) #4l
WA TEE RS . ERE, HEEEEEM.

ZREE LIRS

o &R E] (Fault Time)
SORTE TSR R A AR I & B IR EE R DR B RF S22 4T I (] .

o HFEHEIR (Fault Description)
S O R AR A R A D T R 0 B

o ERIMEOIRA (Clear Fault State)
ALe R AN, IR NIRRT MIBR, Flan,  “WIEJazsh” SR riE.
A LB “TERRMUER A" (Clear Fault State) AR IX S,  mloREH M #5122 A i
B

6.4.7 %S

faifr
2 LT S 7 A7 %A SO FIR [ M v B i 15 2.
UAROGH] AR, RIS iz i SRS S

4 IEEE 802.11n T Web (431 V6.5 [ SCALANCE W770/W730
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/] “ZT Web H9EFE” AT

Spanning Tree

Spanning Tree Mode:
Instance 1D:

Bridge Priority:

Bridge Address:

Root Priority:

Root Address:

Root Cost:

Bridge Status:
Regional Root Priority:
Regional Root Address:
Regional Root Cost:

Spanning Tree

Spanning Tree Mode: MSTP
Instance ID: O] v |
Bridge Priority: 32768
Eridge Address: 00-1b-1b-a5-5d-93
Root Priority: 32768
Root Address: 00-1b-1b-a5-5d-93
Root Cost: 0
Bridge Status: This bridge is the root
Regional Root Priority: 32768
Regional Root Address: 00-1b-1b-a5-5d-98
Regional Root Cost: 0

6.4 “Information” &4

WERFTH “LER"(Spanning Tree), <= E7x “SE4 ID"(Instance ID) N R4 Hik £ 5L

BURESHIAREE, IR R O ARER

MSTP

o]

32768

00-1b-1b-a5-5d-98

32768

00-1b-1b-25-5d-95

0

This bridge is the root

32768

00-10-1b-25-50-95

0

Port Role State Oper. Version Priority
P1 Designated Forwarding MSTP 128

4 IEEE 802.11n T Web 1% ¥ V6.5 1) SCALANCE W770/W730
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1/ “FT Web HIEFE” HirH#

6.4 “Information” 5&#

B

136

U A DL AR

MRS (Spanning Tree Mode)

SRR EER. £ 922 > 43" (Layer 2 > Configuration) £ “#5 2 /2 > MSTP > % #1”
(Layer 2 > MSTP > General) H#g & .

AILMS A DA R AR

~ STP

~ RSTP

— MSTP

5241 ID (Instance ID)
BIRSEH GRS . %S EER T HE A

LS54 (Bridge Priority) #8454 (Root Priority)

R PRI e R A 72 TR 65 T 2% 2 ONAR UM o LS s s A (b i i, bS48
MBS /N) KRR . WSR2 A 2 A& BA MRS, W MAC Hbk3E 5
AN BT BRI o RIMRAR 5622 A0 MAC HihEX 9 A S8 — R R IR T
R ATE B, HFWER N RE, MR AZ RGO E . ™
MR Se M A2 4096 HIREEFE 4, (EERIM O 3 32768,

ML (Bridge Address)/fR ik (Root Address)
WA AR IE 7R W % 1 MAC Mk, ARk B R AR AR MAC Hbdik .

44 (Root Cost)

A £ IR R 1) B8 AR T4

MIFFIRZS (Bridge Status)

RRPIFREPIRAS, BN, WS IR .

X BARA %2 (Regional root priority) ({i&H T MSTP)

IR, ES W “ MBI SEZ"(Bridge priority) MR {15 2%"(Root priority) 54>
X AR ikt (Regional root address) (& il T MSTP)

IR XA ) MAC Hidik

X AR 44 (Regional Root Cost) (fi& T MSTP)
S M 2% B DX IR DX 7 1 B A2 T o

4 IEEE 802.11n T Web (431 V6.5 (1) SCALANCE W770/W730
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1/ “FHTF Web HIEFE” HITHAE
6.4 “Information” &4

2R AL LT AE:
« ¥50 (Port)
R BRI AE T A S 11
* A4 (Role)
o HPPIRAS o P REHE AL
— Disabled
O A R A = 3 R B 11, A2 SO KRS AS 25 18 % 11 .
— Designated
iy 11 AR A o 2 7% 45040
— Alternate
Uiy [ ELAG Fi 1) 9 B ) 2% FH R AT
— Backup
WS AR AL EA 2 AN 1m A — M B 1, ) A2 i R AR o8 F i 1
— Root
Uiy B AL [ KR AT 1) S FE BB AT
— Master

s i 1] MST XA AN IR 47 o

o R (State)
SR I S ERIRAS . A E R IX . BARSEIOR TSR WTREFPIRAS T R:

— Discarding
23 40 BPDU Wil He HE N BB T Il 555
— Listening
3 O A% BPDU M. Sy I ELRAE AR b SRidirhr e LB TPl N s 22 58
— Learning
Ui B S dhh s BI2E ) bl . e ST s N i 2 4 57
— Forwarding

FEHHT SN B, S AR 2% s o 2 SRR A A S ot

o IBfTHXA (Oper. Version)
AR T B 1 DA b AR b R B 4T

o fR5EZ% (Priority)
W5 AR TR R AT T R A B 2 A o 1, U R AR S g v e 1 (LR
RMWSHER/NIG D o AL SREUE N T 0 F1 240 208, HKH 16, Wik
ANBHMEARERE 16 #Br, N2> HIAEIZE. BAEHN 128,
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1/ “F7T Web HIEFE” HiTH#

6.4 “Information” &4

o PRAZTT4H (Path Cost)
WSHH TR ELR BRI R . IR BE SR/ E IR . IR B A 1 2 N 1A
AARE BB, kB 5 /N g 1
W “IFETHE"(Cost Cale.) AERME N0, MR R HETHEH A, SWSER “TFHaTH
#"(Cost Calc) HEKIE
F AR R R E B AT RS . A B R, AT B R
PRTHAE R ) TR AR TR A A U R
— 10,000 Mbps = 2,000
— 1000 Mbps = 20,000
— 100 Mbps = 200,000
— 10 Mbps = 2,000,000,
o %A (Edge Type)
WORERA. ATRENIE TS
— Edge Port

120 %% 3y 1 FERE R M3y 11
— No Edge Port
W 11 b A A RO E R A A 4
o NP ARE (P.t.P.2REL (P.t.P. Type)
SR RO R RS R . AT RE I E B
- Pt.P.
XFFERUL, A O U
— Shared Media

XA LS, AR S R .
L
RN RUBE RS RRAE N B Z A ELBOE R . ML U W] DU 5 AR A AR IEHE.

4 IEEE 802.11n T Web (431 V6.5 () SCALANCE W770/W730
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1t/ “FHTF Web HIEFE” HITHAE
6.4 “Information” &4

6.4.8 Ethernet Statistiken

6.4.8.1 BOZHGER

BOGHER
T T R B S (MIB) i DR g E B

Ethernet Statistics: Interface Statistics

artce St Pack S pcka e Pkt o 1

In Octet Out Octet In Unicast In Mon-Unicast Out Unicast Out Mon-Unicast In Errors
P1 711533 1677547 3753 77 4214 297 0
Reset Counter
B ME
ZRAFELL TS

o EINJ\DIALA (In Octet)
BRI AT

o #H )\SIfAr4H (Out Octet)
TR RIE ) AL
o HIAHIE (In Unicast)
SN O B A
o IAIEHIE (In Non Unicast)
SRR I HE AR T M 2 E
o i B3k (Out Unicast)
SN ERIE I B i
o #yHidEEEE (Out Non Unicast)
BN RIEWAE R R A W H -

o EINEER (In Errors)
EORFTA TREM RX 5140, 1S 0L “Hdis 45 1%"(Packet Error) IET .

54 IEEE 802.11n T Web 1% ¥ V6.5 1) SCALANCE W770/W730
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/] “ZT Web H9EFE” HITHE

e

6.4 “Information” %

6.4.8.2 b ET NN

AR BE 2 RHIMA
12 DU 2 S 7 2% 3 1B A8 AR/ B it TR0 12 DT b R A AT P9 2 EAT AL

Ethernet Statistics: Packet Size

et St Pt i Pkt Ty Pt o

Port 64 65-127 128-255 256-511 512-1023 1024-max
P1 6941 1474 1467 2230 19 1]
Reset Counter
A
ZRAFE TS
o %O (Port)
AT o

Wi (Frame lengths)
i 115 5 T PR B % 210 B A RGBS PRk N it P 48 %) 5
Wi 7 N BL T LK
- 64 7Y
- 65-127 Fi
— 128-255 1y
- 256-511 %1
- 512-1023 77
- 1024 - & K1H

4 IEEE 802.11n T Web % # V6.5 1 SCALANCE W770/W730
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1/ “F7T Web #EFE” H#irH#

6.4 “Information” &4

6.4.8.3 D eyt

HRA 5 2R H) BB

2 UL AR DU R Unicast”. “Multicast”F1“Broadcast” 252 (i & . ToiEnti%
TUIH A ] A A AT S

Ethernet Statistics: Packet Type

Interface Smtisticsl Packet Size | Packet Type | Packet Error _

Port Unicast Multicast Broadcast
4] 9378 2052 16

Reset Counter

D)
R AIE LIRS

o ¥iH (Port)
SR A] G .
¢ Unicast/Multicast /Broadcast

i 115 2 5 B A %51 B FE 42 R o2 A Unicast”. “Multicast”fll”Broadcast” 4> 25 N\ ik
Mo (1 448 X0 5 o

754 |EEE 802.11n T Web fIEFE V6.5 ) SCALANCE W770/W730
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1/ “F7T Web #EFE” H#irH#

6.4 “Information” &#4

6.4.8.4 AR

BB R

ZI

T S B A i BRI TEvEX i L b AR P9 A AT 23

Ethernet Statistics: Packet Error

s St Pt S Pkt i Pt o [

Port CRC Undersize Oversize Fragments Jabbers Collisions
P1 1] 0 1] 0 0 1]
[Reset Counter]
TiHA
ZRAFEL TS
e Port
s AT g
o HIRERH

S 155 2 L S IR LR R 4 S B W 40 S
FERA A SR, A DA T BSR4

142

CRC (Cyclic Redundancy Code)

AR KEAE 64 2] 1518 52 (Al Hd A CRC B
L/ (Undersize)

BRBKENT 64 NFET . BRER CRCHRL.
3K (Oversize)

iR KR 1518 #47. HdE i CRC HRL.
7Bt (Fragments)

B E/NT 64 NFETT . FEEM CRC TLRL.
KMmi (Jabbers)

MBI 1518 AN, Bl AL CRC E4K.
5% (Collisions)

TE My ARSI 21 o R A

4 IEEE 802.11n T Web [ # V6.5 1 SCALANCE W770/W730
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1 “FT Web #EFE” HiTH#

6.4.9 FIAR

Huhbadug

e

6.4 “Information” 3%

I WBM D[ 27 27 S R B AT A A o 128 P T Bk bk it s bl o

Learning Table

WVLAM 1D MAC Address Status Port
1 00-1b-1b-40-91-23 Learnt P1
1 00-1b-1b-a5-5d-98 Learnt P1
1 00-1b-1b-c7-f5-a2 Learnt P1
1 00-1b-1b-c8-70-3b Learnt P1
1 08-00-06-70-56-00 Learnt P1
1 68-05-ca-19-40-bb Learnt P1
1 68-05-ca-36-39-0d Learnt P1
1 94-b8-c5-41-b3-5d Learnt P1
8 entries.
| Refresh |
i

ZRAE LR %51:

e VLANID
E7RT A VLAN 1D
L]

A 52 VLAN 7, #Rh A 2 BRI,

o MAC Huhi (MAC Address)
R R MAC Hitik,

54 IEEE 802.11n T Web 1% ¥ V6.5 1) SCALANCE W770/W730
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6.4.10

feir

A

144

RZ (State)
WoR A HHESE H BPIRES
— Learnt

I T AR, S ST ARSI L AR R B R R L, R A

() 25 BRI I R iz bk
— Invalid

ATPAL X LA ,
¥ 3 (Port)

SRR VT T8 RE Mk S R BT A o e SR 1 H At ik 5 e B A DG A g

R R B ok 1

IPv6 %

.i/

ZIUHNR 7R 141 I 1Pv6 B

Layer 3: IPv6 Routing Table

Destination Network Prefix Length Gateway
2002:C0A8:1296:: 43 ;

1 entry.

[Refsh]

ZRAFELL TS

HAxM% (Destination Network)
SRR UL B0 E ARk

R E (Prefix Length)
ST VN SET O

M=% (Gateway)
SN BGES HH  E

e #0 (Interface)

BRI R .

Interface Metric
vian1 1

Routing Protocol
connected

4 IEEE 802.11n T Web (431 V6.5 1) SCALANCE W770/W730
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6.4.11

EE (Metric)

6.4 “Information” &4

WoREE IR R, HdE R H R R

# i (Routing Protocol)
EIRFEA S RS H B L. PTRZLLUR K H
— Connected: CERKH

- Static: FRAEEH

— RIPng: 3@id RIPng % H

— OSPFv3: @i OSPFv3 %

— Other: H'EHH

DHCP-Server
I DU 27 i DHCP IR 55 #% 7 Fe4n e 45 1Y 1Pv4 ik,

DHCP Server Bindings

IP Address

192.168.16.90
1 entry.

i

Identification

Pool ID Identification Value Allocation Method  Binding State

Method
Client 1D 0OS-ECT4BADIFEDZ dynamic assigned

IP itk (IP Address)
WAL DHCP %% /7 i) IPv4 Hihilk.

1t ID (Pool ID)
SR IPva HidkBegn S .

IR (Identification Method)
SRR DHCP % 3 i 7 25

#1R{E (Identification value)
78 DHCP % 7 i 1 MAC Hiuhik 5% F i 1D o

S (Allocation Method)

Expire Time
01/01/2000 05:21:03

R IPv4 Hihk 2 DA S 7 A ECIE & LA 7 . AIAE “ R4 > DHCP > ERaS AL A"

(System > DHCP > Static Leases) 41 &# 54 H -

54 |EEE 802.11n £ Web HI%HE V6.5 i SCALANCE W770/W730
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+ 8 IRF (Binding State)
R BLIRAS o
- B hE (Assigned)
CfE

- AA#H (Not used)
RAEFH L

- k&2 (Probing)
IEFER A AL o
— K% (Unknown)
I BCIRAS AR
o IR} E] (Expire Time)
SIRFTTECH IPv4 MR UM . BT TR S, DHCP 25 7 i A0 SK T I 1Pv4
kB R BT 2 BC 4 1Pv4 itk (1) FELFH B 1)

6.4.12 SNMP
Z U 2 BT R SNMPY3 4. 7F “ &4 > SNMP”(System > SNMP) 14125 SNMPv3 4.

Simple Network Management Protocol v3 (SNMPv3) Groups Overview

Group Name User Mame
Service Mueller
‘Wartung Feterson
TiHA
RS EFE LT 1
o H4HR (Group Name)
ERH TR

o HF4 (User Name)
SR ECERZA R

4 IEEE 802.11n T Web (%31 V6.5 1) SCALANCE W770/W730
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6.4.13 Security

6.4.13.1 iR
12 DU TH] S 7 22 4 10 B DL AR AT AR P bk

Security Overview

O\renriewl Supported Function Rightsl Roles |Gmup5 | Inter AP Blocking _

Services

Telnet Server. enabled
55H Server: enabled

S5H Fingerprint: Rsa key(mds): ¢3:f9:04:7e:23:08:19:57:79:87:¢1:df 16:5a:b2:0b
Rsa key(sha2s6). 1R+mKk3IQ/pZO4ZsuGHNEjJFMeiweN8+HEfoTL1ivcjEM
Ecdsa key(mds). Ye:6a:b8ac.d7 9b:68:d6:74:d8:93:5e:8f0e:49:41
Ecdsa key(sha2s6); IqC9pTwsSCIWUEKSKImggxsfBiuzKpp1/13CVaFTol

Web Server: HTTP/HTTPS
SNMP: SNMPv1iiv2civ3

Management ACL: disabled: no access restriction
Login Authentication: Local
Password Policy: low

Local User Accounts

User Account Role
admin admin
Service user

External User Accounts

User Account Role
admin admin
Service user

74 |EEE 802.11n T Web F4E 2 V6.5 1) SCALANCE W770/W730
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Vi B

Services

“BR%%"(Services) ¥R TR T LW E.

o Telnet k558 (Telnet Server)
£ “ R4 > HE"(System > Configuration) K E .
- Ja M (Enabled): I CLI #HATA N A U7 17 -
- Z%H (Disabled): Jaizxt CLI AT AN L5 1A o

e SSH fR%%% (SSH Server)
£ “ R4 > HE"(System > Configuration) KR E .
— JaH (Enabled): I CLI #47 % A M v7 Al .
— %51 (Disabled): JoiZoxt CLI#EAT I T A HIV7 1) o

» SSH iRHE (SSH fingerprint)
ZF B IR SSH R .

* Web Server
£ “ A48 > 417" (System > Configuration) RS & .
— HTTP/HTTPS: nJLLiEit HTTP A1 HTTPS 514 WBM.
— HTTPS: ¥ifE, Hagd@id HTTPS Vi WBM.

e SNMP
ATPATE “ R4 > SNMP > ##1"(System > SNMP > General) HZHA R HE .

— " (SNMP &2 H)
ANgeE T SNMP 3 1) 15 2% S50

— SNMPv1/v2c/v3
o] LLE I SNMP A 1. 2c 88 3 Y7 iRl %S4
— SNMPv3

WA SNMP A 3 77 i8] B S 8.
o BH ACL (Management ACL)
1E “4z4s > &P ACL(Security > Management ACL) 4L HE .
— J3/H (Enabled): Restricted access only: 1 FH s ] 4% i 5113 (ACL) 151 52 [R .
— ZEH (Disabled): No access restriction: & ¥ ACL £J5H .

4 IEEE 802.11n T Web (4531 V6.5 (1) SCALANCE W770/W730
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* Login Authentication
1E"Security > AAA > General" M SR E -
- it
WATHE B o b EAT AR IS IE o
— RADIUS
WZE T RADIUS JIR 45 45 AL BRERAIE -
— Local and RADIUS
S P (P A SRS DLURGEE RADIUS iRk 55 #5 #8 a) LLIEAT BRI o
T SAEA S P AR AR SRS P AR IZ I T, Rk RADIUS My
— RADIUS and fallback Local
WZiE T RADIUS JIR 45 45 AL BREGIE .
B LIEAEM L 17 7] RADIUS AR5 a0, A HAT A HIGE .
o SRILEMG (Password Policy)
SIS 2 I IE R AR AR R S

A HL A8 Pk
A[TE"Security > Users” N2 A 7 P Al AR £

QAT K, & B B4 RSN K .
AN P T B B 2 P B L 4 SR B P B A

TER “HNERH Pk P (External User Accounts) W1, FH P S5 EAECE:. FiZnpid, HP
“Service” 5 M user" st I E RADIUS IR 28 g . MOIER & Bk T AHhE Y.
RADIUS AR %5 88 x6HFH FHEAT T340, (AN AR INEALAAE, NS iR “HNTH
ik F"(External User Accounts) /2 BAA7EH 26 H . WHIRAEMMNIIZE, MR RHA D
i AR S A R BR AT T 8 5t . AN SBRAH N I EAE W% EoA CLRIRAS,  MIRTAN R HEAT 1R
filfie NPT Bm BRI A £

i B3
UM AE"RADIUS #Z AU (RADIUS Authorization Mode) N #E i 45" (Vendor
Specific) IITEHL T, Axt “AMEH Pk " (External User Accounts) AT P4l o

B CLI V5 IR AR P Bk
“Local User Accounts”flI“External User Accounts” & B4 DL 7.

e User Account

WRASHU R4 R

* A& (Role)
SR . e Information > Security > Roles” i DL 1 fif A 5% £ €4 (1) Th E AL IR 1) 58
ZER.

754 |EEE 802.11n T Web fIEFE V6.5 ] SCALANCE W770/W730
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6.4.13.2 BT X FREITh B fR

L
Jit S A O TSR R B A

S I 4 7R T Ve b A HIL A Y DD REALRR

Supported Function Rights

Ovewiewl Supported Function Rightsl Roles |Gmups | 802.1X Port Status | MAC Authentication I

Function Right Description

1 Read-only access to configuration data.
15 Readfwrite access to configuration data.

BE U
* Function Right
BRUIRERUR IS S o 45 5B & S EH R A FIALR 2 Fo 4 AN R A 4 5
» Description
BRI REABR U H o

6.4.13.3 it

A
T R FE R T P At

SHE T T R AR R B AL R A

4 IEEE 802.11n T Web (431 V6.5 (1) SCALANCE W770/W730
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e

6.4 “Information” &

User Roles

Overview | Supported Function Rights | Roles | Groups | 802.1X Port Status | MAC Authentication _

Role Function Right Description
user 1 System defined role, with readonly access to configuration data of this component.
admin 15 System defined role, with readfwrite access to configuration data of this component.
default 1 Internal role, for authenticated wsers without groupirole mapping in this component.
everybody 0 Internal role, assigned to users when authentication failes. Access will be denied.
[Refresh|
Pi B
ZRAE TS
¢ Role
ST RN HEZY 1
* Function Right
TR AR DR -
-1
WA MBI & SH, (BT SO 2
- 15
A b A € P FE P BOE P S AR P B e s A S
-0

A AR TN P AT SR SR B A2 R B A B T BAB 417 1R B 4 o

e Description

SR A ER .
6.4.13.4 |
L]

PR BB R G T8 P

ZOUH R THS MO AR NG R, HTE RADIUS IR%4 e . METER &AM E L.

74 |IEEE 802.11n T Web FI4E 2 V6.5 1) SCALANCE W770/W730
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e
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User Groups

Overview | Supported Function Rights | Roles | Groups | 802.1X Port Status | MAC Authentication _

Group Role Description
Grpi user Admin Group
EMEHH
ZRAFELL TS
e Group
WA AR 25 RADIUS ARSS 4% L O AR DT
¢ Role
BRI ERAAFR. @i RADIUS fkss & b T4 i AT S Bk I 2 AR B AR i 3R
1510 A B BB
e Description
BNEERE I UL .
6.4.13.5 Inter AP Blocking
BB

o 1% WBM TN AEF N s R T o

o A[f#H AR KEY-PLUG Ji5 F itk WBM T [fi :
— W780 iFeatures (MLFB 6GK5 907-8PA00)
— W700 Security (MLFB 6GK5907-0PA00)

WBM BT s e V-5 2 P Sl AT 3 A5 PR BE 6 A

4 IEEE 802.11n T Web % # V6.5 1 SCALANCE W770/W730
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WLAN Inter AP Blocking Allowed Addresses

Overview | Supported Function Rights | Roles | Groups | Inter AP Blocking _

Radio Port MAC Address IP Address Resolver IP Address
WLAN 1 VAP 1.1 00-00-00-00-00-00 19216816 177 192 168.16.111

BLHA
R AFELL RS

o £k (Radio)
SR 5B EM M H WLAN $#:0,

o YK (Port)
o WoREUBREHIH VAP £,
* MAC #ifit (MAC Address)
o] DL 2P s {5 w4 1) MAC ik
o |P Hulik (IP Address)
BRTPLS % Pl S B9 SCALANCE W 451 IPv4 Hidik,

o fEHTES IP Hilk (Resolver IP Address)
BRI B R RARHT FCVF I 1Pv4 Huhik ) IPv4 Hhik.

546 IEEE 802.11n £ Web 182 V6.5 1) SCALANCE W770/W730
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6.4.14 WLAN

6.4.14.1 - YN=Y 3

HSHER
VU o 7 WLAN B8 WLAN 35 1 HiX L6145 8 g 14 .
8
BEIT-RAAE N S  T .

Overview AP

Overview AP | Client List| WDS List | Overlap AP | Force Roaming | Noise Floor _

Radio

WLAN 1
Radio

WLAN 1
WLAN 1
WLAN 1
WLAN 1
WLAN 1
WLAN 1
WLAN 1
WLAN 1

YA

154

- . HT Channel

WL oo Somgusd MaraneOFS Qo W e s

802.11n (2.4 GHz) Auto - - 20 iPCF disabled
Port MAC Address 55D Security Status
VAR 1.1 00-1b-1b-38-5c-08 Siemens Wireless Netwaork iIPCF Authentication enabled
VAP 1.2 00-1b-1b-38-5¢c-99 Siemens Wireless Netwark 1.2 iPCF Authentication disabled
WAFP 13 00-1b-1b-38-5¢-0a Siemens Wireless Network 1.3 iPCF Authentication dizabled
WAF 1.4 00-1b-1b-38-5¢-0b Siemens Wireless Network 1.4 iPCF Authentication dizabled
VAP 1.5 00-1b-1b-38-5¢c-9¢ Siemens Wireless Netwark 1.5 iPCF Authentication disabled
WAF 1.6 00-1b-1b-38-5¢-0d Siemens Wireless Metwork 1.6 iPCF Authentication dizabled
VAR 1T 00-1b-1b-38-5¢-0e Siemens Wireless Network 1.7 iPCF Authentication dizabled
WAF 1.8 00-1b-1b-38-5¢-97 Siemens Wireless Network 1.5 iIPCF Authentication disabled

®1EELUT:
o 48 (Radio)
ST BT WLAN #2111,

o ¥gH (Port)
oA VAP £,

¢ WLAN 3 (WLAN Mode)
SoRAEIRRAE . W EOE T DFS, MUY B HAS KL RibRHE 802.11a", T ANEA Bori%
HIbTE"802.11h",

4 IEEE 802.11n T Web [ # V6.5 1 SCALANCE W770/W730
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» YHAMIEE (Configured Channel)
SoRASIEIE. R EIR Auto”, NN S BT RS HIEIE.

* 4% F3 DFS i#i8 (Alternative DFS Channel)
W DFS ViR B M, M E RN SR DA S HmiE
R ER “HB)"(Auto), WA S BATH R & HIEIE.
ﬂD%E’,F‘% DFS Thfig, FHIEASAEIET 60 FOm A4 2R F 2 H P s A a6 48 A Br ik d@
EHATIE S, HERCA scanning ... AN & 18iE .

e JZ4TiHIE (Operational channel)
TIREEN SUEAE I A 138

o HTBHE % (HT Channel Width) [MHz]

- 20
WIE T B8 20 MHz
— 40up
HIE T 989 40 MHz. {81 P AL AS I8 T8 DL A s T oty 6 1) AH S
— 40down
THIE T 989 40 MHz. {87 P AL AS (I8 T8 DL RAI T oy 5 1) A <18 i 1
L

EIE R 5 40 MHz F3%EL 2.4 GHz

TSR N AR A A )3 E T P B AR AR AR I RS I B e e s, T JEE N
T IE - 95 M 40 MHz EEﬁU’j 20 MHz, WHRFERN S LRE “2SH” @iE, WZEA
FUEE ] 40 MHz FR)E 58 5 .

4 IEEE 802.11n T Web 1% ¥ V6.5 1) SCALANCE W770/W730
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¢ jFeatures
SR AE FH MRS iFeatures.

AMEH iFeatures.
— iPCF
— iPCF-HT
— iPCF-MC
— iPRP
— iREF
AeroScout
o RA (State)
7R WLAN #2 LIRS .

— enabled
WLAN 028 .

— disabled
WLAN 20 225 .

R 2HUELUNA:

* 4k (Radio)

TEUEA 7R mT Y WLAN #2111,
e ¥gH (Port)

SR HE RN B IR g 1T
o MAC Huli (MAC Address)

TR EEN B E MAC Hibik .

* SSID
itz SSID

4 IEEE 802.11n T Web (%31 V6.5 (1) SCALANCE W770/W730
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—pra

6.4 “Information” 3%

o Z4&ME (Security)
IR IR B8R T i
- WEERA ISR 5 R “HHREN RS + 1" (Open System + Encryption) 8¢"Shared
Key”, WXPHFIIGIE 7 iEES 2 on “ ©n% (WEP/AES)"(Encrypted (WEP/AES)).
— InSAE WLAN 2210 E S 7 iPCF. iPCF-HT B¢ iPCF-MC #38,  TUARSE 2R 25 B PA
INZESE
iPCF N (AES): M=l )aH .
iPCF %6riiE: s 45 H .
o R (State)
78 WLAN #2 L PPIRES
— enabled
WLAN #1128 .

— disabled
WLAN £ 2251 .

6.4.14.2 B mEIR

BFRHZ
WBM BT 7 | & s B N % o LUSCIRES . 5 998 . MAC HilE & HEE R
Y
% WBM T X AEFE N miAs 2R )

WLAN Clients

v ] Cient 1 S st Overi % For R i o |11

Associated stations: 1

Signal Signal Max. Data
AD Radio  Port Type MAC Address System Name Channel  Strength Age(s] Security WLAN Mode Rate State
Strength [%]
[dBm] [Mbps]
1 WLAN1 VAP12 Station 00-1b-1b-c7-5-a2  Client 6 -41 100 0 WPA2-PSK -
Vi

o B W% ¥ (Logged-on clients)
BORE BN S i R

4 IEEE 802.11n T Web 1% ¥ V6.5 1) SCALANCE W770/W730
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158

ZREFELU RS

AID (Associated ID)

BRI IERE 1D, WA P umiEd VAP $E D S8N SUE, &R P i ol —
R 1D, DLIERE IDTE VAP H2 1N & ME—1 . G ANE P i fE AN R 1) VAP 32118 5%,
PRS2 7 i S AT USRI RE ) 1D

F£% (Radio)

S~ F A WLAN #2140,

i (Port)

S VAP $£11,

KA (Type)

BORE PRI, FlinSta" 3K IEEE 802.11 ARifER F i -
MAC #hik (MAC Address)

TR U 1 MAC Hidik o

R4 (System Name)

IR P R GRS RHRA R, MR BoR % i R G4 RR . AT % i 4l
SRS

#iE (Channel)
SRR ity 5 N S BEAT A B BT ) TE .

{5558 [dBm] (Signal Strength [dBm])
SWRFTIERE P SR (BRAL: IR .

{55 [%] (Signal strength [%])
SR PR G A R E S

ZALETTE] [s] (Age [s])
WoR H & v Vs 3l PR AT 2 3 R TE]

%4 (Security)

IR AR B8 715

- WECRA ISR 5 R IR S + %" (Open System + Encryption) 8¢"Shared
Key”, WX PHFRIGUE 712404 BoR “ E % (WEPIAES)"(Encrypted (WEP/AES)) .

— INSAE WLAN 8210 _E S T iPCF. iPCF-HT B¢ iPCF-MC #38,  TUARRE I 2R 245 B PA
NZEE
iPCF I (AES): It s Al
iPCF 40 0F: s 245 H .

WLAN £z (WLAN Mode)

SRR E . Q0SS T DFS, MR RS L bRE"802.11a", AT~ %

HibRAE"802.11h",

4 IEEE 802.11n T Web (431 V6.5 1) SCALANCE W770/W730
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o BABIEAHHER (Mbps) (Max. Data Rate (Mbps))
WoR R B AL R R RS

o R (State)

—pra

6.4 “Information” &

SOREREAFDIRGS, Bl “ CER (connected) T i COERER] AP, IR A 5

AP FHATIEE
6.4.14.3 WDS %%
BASZEKERE
TEIEHIBITH, AR AWM O SR P imaE. B2, ANSAES NN S TE
WS HABE D, B, fEFREY RIKE G E e E TLH T . WDS (Wireless
Distributed System, &/ MRS SCHFIAR .
BRSO, A 2 RO, TAHEER, W edon”, iR Of BUON”. BRik
BN, G544 WBM T b S P ST .
i
1% WBM T A AE BN i R Al A o
BT EoR4E N A WDS SEBZ AR5 B .
WDS List Access Point
Flofi®? =
Radioc  Port BSSID WDSID Channel ﬁ"Bg”mE;‘ Strengih Signal Strength o\, g:::?;;s] State
[Refiesh]|
VLA
ZRAFELL TS
* £k (Radio)
SR FH Y WLAN $£140,
o ¥iH (Port)
SR,
e BSSID
o 78 WDS fkfE:1 MAC ik,
54 IEEE 802.11n T Web 1% ¥ V6.5 1) SCALANCE W770/W730
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« WDSID
7R WDS AR R 4K -

« J#iE (Channel)
BRI S WDS KA EAT I8 AE I A A () d 1A .

» {5538EF [dBm] (Signal Strength [dBm])
ERFTEBEA SE S HmE (A7 bBm)

o f5558F [%] (Signal strength [%])
WORPTEEEAN S RE SR | .

o 4Pk (Security)
TR TR B8 5 1%
— SR M52 “HFGR RS + %" (Open System + Encryption) 5¢“Shared
Key”, WIXPIFPIIETT LR 2 o “ CN% (WEP/AES)"(Encrypted (WEP/AES)).
— WSRAE WLAN 20 EJE T iPCF. iPCF-HT 81 iPCF-MC 2, TR I 2 iR 2 i A
THA:
iPCF & (AES): I s H
iPCF BarilE:  hnas 4k
o B AHIEAEHEE (Mbps) (Max. Data Rate (Mbps))
TEIRAH G WDS AR 1 5 R B H A T

o R (State)
7~ WDS FEH AR

6.4.14.4 EEAP

HEEE

i B
% WBM T A EF A\ SR vl

IR IR R, ik B IEE R e N S . 1E 2.4 GHz #1i B
(802.11b 5 802.11g) ", HWIEAFEESING, KBNS EEREE, E&5
FHW 2B =46 AHATMIE . (R, SRR SARIT IR ) A 08 KI@iEEbg . %1+ 5GHz
AREL, AR P BRI AR, BN TE 2 ) P A [ () 38 0 .

I WBM T [H] 5~ 15 B (30 BAE AT @IS (2.4 GHz 5E 5 GHz) EA] WL E A . g

BEAEHRIANE, W mR B RS i DU R 8 A5 R T HI A W] e 99
R H)IETEE L SCALANCE W i3 #87E [7] — 338 3s AT A RN s B 5 h B2 -

4 IEEE 802.11n T Web (%31 V6.5 (1) SCALANCE W770/W730
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Overlap APs List

. Aging Time
Radio [min]
WLAN 1 120

Radic Type  SSID BSSID System Name Channel [s;g:;lsmngm [S,’E""‘ Strendih e s] Security WLAN Mode

[Seivaies) Refresn]

TiEA

K1 EELIT5:

o I£k (Radio)
R A] F ) WLAN $2:1,

* Aging Time [min]
fempRp & H A . G SN SR B 1R B B) R I 16 5 st ], JUPKs 136
B o
VL]
B AL )

ZALRTRIRIY WLAN BEE. DI, QR SeE A 6], 2 HE 8 il WLAN SERZ IR
HiiE.

ZRAFELL R
o Ik (Radio)
TEME | B R e ) WLAN #2101,

o KA (Type)
78 WLAN 2 1 A

e SSID
SR SR SSID.

« BSSID
SR EN B MAC Mk .

o RBLK (System Name)
{27~ SCALANCE W700 BE& M RALFR. FIANNEIR TN S . NREFTAEENSH#
FxX—2%.

« J#iE (Channel)
R P N A AT AE I BT 8
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* {5558 [dBm] (Signal Strength [dBm])
IR EL dBm A ERAL N SSUE 5 .
o {553 [%] (Signal strength [%])
BN SHE SR A .
¢ Age [s]
PR B BN SE S DR B 25 1R[]
o Z4&ME (Security)
S PR FH B 38 0E 7
- WNSECRA ISR 5 R “HGEN RS + %" (Open System + Encryption) 8¢"Shared
Key”, WX PHFRIGUE 772402 BoR “ E % (WEPIAES)(Encrypted (WEP/AES)) .

— L SRAE WLAN #:10 FJSH T iPCF. iPCF-HT B iPCF-MC B30,  TUARE N2k 24 Bos b
LY
iPCF hn&% (AES): I EH .
iPCF 58iF: s 2t A

¢ WLAN 13X (WLAN Mode)

SRR E . TSEGE T DFS, WM B RS HbrHE"802.11a"8"802.11n", 1A
BN AR RRME"802.11h",

6.4.14.5 Cialb-2id

Force Roaming

Overview AP Client List WDS List Overlap AP Force Roaming

Part Destination Address / Status Force Roaming on IP down
VAP 11 not configured inactive
VAP 1.2  notconfigured inactive
VAP 1.3 notconfigured inactive
VAP 1.4  notconfigured inactive
VAP 1.5  notconfigured inactive
VAP 1.6  notconfigured inactive
VAP 1.7 notconfigured inactive
VAP 1.8 192.168.100.1 /idle inactive

4 IEEE 802.11n T Web (431 V6.5 (1) SCALANCE W770/W730
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i

e

6.4 “Information” &

PR P o AR -

Force Roaming

Overview Client | Available AP IP Mapping Force Roaming  Moise Floor

Port Destination Address / Status Force Roaming on IP down
WLAN 1 182.111.20.20 f down active

bt WBM BT 7R 1 IR I HAPIRAS IR 1 A AR T .

VLA 2 R HIME IS R0 5 R e OSB3 . b, % DA 5 o W ) VL2500 Btk R
I L (ping).-

ZRAIELL RS

o %O (Port)
BoRATHE,
- VAPX.Y (fEFEAN BB .
— WLAN 0/X (fE% =)

o HirHbEMRZ (Destination Address / State)
SR AL B bRl DA SGEBDIRAS . AE “HE 10 > WLAN > 561787 (Interfaces > WLAN
> Force Roaming) HF #1745 H bribik .
- not configured: K% Hprtbiik.
- idle: HAEANTEHE,
- up: H bbb AT vy .
- down: HARMHEAR Vi
o IP &R 58 %383 (Force Roaming on IP down)
FR MR B ERAT I .
- RS RPATIENE. WLAN #0081k
— W& HARHBMEISAN RV . AT R ORGP il DR N SN BEIRES, )
2% AR AR
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6.4.14.6 Bk 7175%)

AR

YL
RA % ) v B 1 2 7 S o AR N s m] 8 P I T

Vb DT S s BAT e 7 o e AL kA

Overview Client

802.11n (2.4 GHz) Layer 2 Tunnel 00-1b-1b-38-5c-90 -

iR
o E£k (Radio)
BT P WLAN 20,

¢ WLAN A& (WLAN Mode)
SRR RARE o

£F4& IEEE 802.11n 2T Web 1% #1 V6.5 [¥) SCALANCE W770/W730
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e MAC # (MAC Mode)
SR A3 O 40 BE MAC Hiuhik 1 75 5K

H %)) (Automatic)

P v [ 2SR FH H g DK 42 142250 ) 28 — it AR MAC Rk

F3h (Manual)

Fahim Atk

H & (Own)

B i WLAN 2 s DUK 42 1 1) MAC itk

%5 2 JZB51E (Layer 2 Tunnel)

2 P ) WLAN 422 E1 48 B DU RR22 11 MAC Hiuhik o[RSt 2 g 3% 322 380 25 7 3 DA K R
B2 O MAC HhhEE A2 4% . fe 2 mlff )\ MAC Hhtik.

o MAC Hulit (MAC Address)
78 WLAN £z 1) MAC Hidik,

« 1z4Ti8iE (Operational channel)
RS v AR IR I RN R )

o HT @& %A [MHz] (HT Channel Width [MHz])
SToNIEIE

20

IIE T B8 20 MHz

40up

I 989 40 MHz. {81 P AL AS I8 38 DL A s T Ho s 6 1) AH S
40down

HIE T 989 40 MHz. {87 FH AL AS I8 T8 DL AT He 2y 6 1) AH S0

Wi
EIEH % 40 MHz AL 2.4 GHz

QSR N AR A )3 E T B AR AR AR IO RS I B e e s, T JE RN e
JHIE 71 55 M 40 MHz Eﬁjj 20 MHz, WRFERN S LRE “2SH” @iE, WZEA
RS 40 MHz (138 18 7 55

o &M BSSID (Connected BSSID)
R 58 P AR E AN BT MAC Sk

o T&#E SSID (Connected BSSID)
BoR 5% P A E R EE 551 SSID

4 IEEE 802.11n T Web 1% ¥ V6.5 1) SCALANCE W770/W730
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6.4.14.7

* Security

7 R I IE TV
AR A SE 752 “ PR S + %" (Open System + Encryption) 2"Shared
Key”, WIXPHFIIGIE AR 2 on “ 2n% (WEP/AES)(Encrypted (WEP/AES)).

WS 7 iPCF. iPCF-HT 8% iPCF-MC B3, TIARHE i 2R BoR DU 2
iPCF N5 (AES): & B H.

iPCF Z&3F: s ©.2%

o _FF3C (Context)
ST P da =] e ool ol N

¢ jFeatures

A% FWRLE iFeatures.

AN F iFeatures.
iPCF

iPCF-HT

iPCF-MC

iPRP

iREF

AeroScout

o JRA (State)

78 WLAN B T PPIRAS .

AT AP

enabled
WLAN #0283 .

disabled
WLAN #2211 225 .

B F# A\ & (Available access points)

166

it

HA % 7 i s 1 7 7 Ao RO N s P 68 A D

4 IEEE 802.11n T Web (431 V6.5 (1) SCALANCE W770/W730
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6.4 “Information” &4

VR DU 750 25 7 B AT ML T AT N ) FUR PR A4 2 7 i DRI AL 25 M0 T R N A

VL]
WiE iPCF EEAE B RAE

fniE st SCALANCE W700 303G iPCF #xl, EonNAESHFIAIE. BT %) e X i
FAZETE AR, RIS ERSE CE SR b @SR

Available APs List

Signal Signal
Strength [dBm] Strength [%]

Radio g:%”e”"‘y ssID BSSID System Name Channel

<

Type Security fl_f?; Transition  \y) AN Mode  State

Vi
ZRESELL NS

o I£k (Radio)
EIRRTEEN ST LI WLAN #2171,

e SSID
RN A SSID.

e BSSID
BRI S H MAC itk .

s RZ4FK (System Name)
BRBARMRGLI . WMAABFIIRT NS ARFTEEAN A FX—25.

» J&iH (Channel)
SR AL EGE (S B R A IE

« {5538 [dBm] (Signal Strength [dBm])
IR L dBm AL RN TS SR .
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o f5558F [%] (Signal strength [%])
WREBEAN B IE S IRE A .

o KA (Type)
7~ WLAN 22 K A K

o %4 (Security)
TR AR F B8R 1%
- WK MEAE R RS + % "(Open System + Encryption) "Shared
Key”, WIXPFIIGIE LR 2 on “ Cn% (WEP/AES)”(Encrypted (WEP/AES)).
— W SRAE WLAN #2100 EJSH T iPCF. iPCF-HT B iPCF-MC B2,  TUARE N2k A& BoR b
THEA:
iPCF Jin% (AES): & s .
iPCF 50iE: #2245 H .
* WLAN #xX (WLAN Mode)
BRERRRAE . WS T DFS, WM SR 4L L b E"802.11a"8"802.11n", A
BN R AR HIFRE"802.11h",

o JRZ (State)
RN SEPIRES, Bl S EE T H.
6.4.14.8 IP BETR

ZHREBELT— 6% Wl H WLAN

YA
FA % el a1 % 7 A 2T AN i A mT A8 it WBM T T

WRAE P b, MIGERE Sl & W&l — &% i i WLAN. XERE AT ENE
BB A AR L A WLAN 25 it P IS A 7E IR AW ST 1P Wit AT S-hkms A RT .
MAC Ml 2% 510 (1ISO/OSI 55 2 J2) [idE n] Ll BL R 5 20T

o CERH MAC HhhEER P TS I — AN AT
o I ERE \AEMRET (InFikEE “5 2 JZFEIE (Layer 2 Tunnel) Dhfig

X% N2 G WA T MACHIERIEE R TN TS, “5 2 JZFEE" (Layer
2 Tunnel) WE R AL R R ILBEE %07 S JCiRE B bR Wifi SR

MAC Hs3it/1Pv4 HiuhiE43H

4 IEEE 802.11n T Web (4531 V6.5 (1) SCALANCE W770/W730
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MAC BE5X

TSN

6.4 “Information” &

B e — 4y MAC HhEFT IPv4 Hihb o3 me e, DR GG 1P il ik 21 IEAf A MAC Mk,
I WBM T 2o~ T %K.

YL
IP BRETR
W% P um A “5 2 JZREIE"(Layer 2 Tunnel), WA S IR IP LS R

IP Mapping Table Client
i i
Overview Client | Available AP | IP Mapping _
MAC Address IP Address Type
8c-16-45-75-7f-a7 192.168.4010  learned

00-1b-1b-a6-0c-10 192.168.40.46 learned
20-87-56-0a-01-48 192.168.40.50 system
00-1b-1b-98-11-88 192.168.40.56 learned
00-1b-1b-98-11-88 192.168.40.57 learned
20-87-56-ca-98-20 192.168.40.100 learned

6 entries.

FH 2 P i A3 BN U 1P Iiaa 296 WLAN &P i) MAC sthb/E YR MAC ik, Kk, 7
BN “22213R7 v, RS WLAN &7 i H MAC Mk .

AR i A AR, WARE A “ B30 (Automatic) 3. 7EIXFHELL T, MACH!
BB TE S A e 4 T UK RIS S I ER — B e RN s EE P i 2 [AMUAFAE P I8
5, MIATCLOR B BOACE “ B &7 (Own). WRIET MAC Huhk igmiid d1 2 7 s T i BB K
%, MFERFEE “TFsh"(Manual).  “H3)"(Automatic) 8L “2 2 JZF%iE" (Layer 2
Tunnel),
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£
ZRIGEFELL TS
o MAC Hi3it (MAC Address)
MAEN S A RE AL T WLAN &7 b N7 A3 7 MAC Hbik.
o |P #uhit (IP Address)
H WLAN %5 7 b 5 H ) H e 4% 1P Hbhik
o KA (Type)
B R AT Ik
- system
585 WLAN 25 /i H S AH K

— learned

525 WLAN 207 3 i (K B A G

6.4.14.9 =pod Y=

VL
1% WBM T A AERE N AR ol -

Noise Floor

Overview AP Client List WDS List Overlap AP Force Roaming  MNoise Floor

Connector Channel [dBm] Extended Channel [dBm]
R1 Al - -

R1A2 = =
R1A3 - -
R2 A1 = =
R2 A2 - -
R2 A3 = =

2 T I 7 S T T SRR

54 |EEE 802.11n &T Web fI# ¥ V6.5 ) SCALANCE W770/W730
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TSN

6.4 “Information” &

ik

o %8S (Connector)
IR R LR R I A R o

o J&if [dBm] (Channel [dBm])
R BB EIE T S

o ¥ JBiEiE [dBm] (Extended Channel [dBm])
BoRY RIEIE (HT-40) B 5.

6.4.14.10 Funkschnittstellen-Info

|
FUA 3 7 S A1 7 i A 2T RO N o vl s e DT

WLAN Radio Information

vl At oo e s R i [

Noise Floor

Connector  Channel [dBm] Extended Channel [dBm]
R1A1 - -

R1AZ

R1A3

Antanna Information

Radio  SSID BSSID Signal Strength R1 A1 [dBm]  Signal Strength R1 A2 [dBm]  Signal Strength R1 A3 [dBm] DTAS
WLAN1 AP_Station_1 00-Oc-8f.en-4b-98  -80 F B R1A1
WLAN1 AP_Station_2 00-1b-1¢-19-03.05 -85 -95 B R1A1
WLAN1 AP_Station_3 1a-2b-3c-4d-5e-61 96 | B R1A2
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ik

172

“¥ 5tk " (Background noise) RS LA T4

“ Rk 4E E"(Antenna information) 415 DL R 31

4% (Connector)

IR R R LR IEF AR 4 FR
i#iE [dBm] (Channel [dBm])
o i B TE T S S

¥ i@iE [dBm] (Extended Channel [dBm])
BIoRY EIEIE (HT-40) B3 s,

ToL Lz
SRAT B WLAN #2100,

SSID

TR BN 2R
BSSID

SRR B MAC Mk .
55 R1AX
WRRHRRLINES
DTAS

TR AT R R

S (BRAI dBm) .

4 IEEE 802.11n T Web [ # V6.5 1 SCALANCE W770/W730
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e
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6.4.15 WLAN Statistics

6.4.15.1 iR

WBM T T E R B~ WLAN 2 0 ESOR B R g E . an R, ) Sifs £ WLAN %2
I E . SCALANCE W % £ i 22238 N e i & .

WLAN Errors Statistic

Errnrsl Management Sentl Management Received Data Sent Data Received _

Sent Errors

Interface I Dropped Frames Retry Count
Errors
WLAN 1 0 0 0
WLAN 2 0 0 0
Received Errors
Interface Received Errors Duplicated Frames Decryption Errors  FCS Errors Total Received Errors
WWLAN 1 0 0 0 0 0
WLAN 2 0 0 0 0 0

Reset Counter
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ik

“ERIEAER"(Sent Errors) A5 LR A

« #0O (Interface)
IR 2% H I WLAN #2111,

o HRAKA
WLAN $2 [ 2 J5 1= Ath 5 51 A0 8 2 FE OB R 2R 0 R ) R IE i %o 4
RHMF S DU R

— fEHEER (Transmission Errors)

I LRI R VR T 1) B R B 4 L
EF£ 1) (Dropped Frames)

BoR O EFRIMIEEME 5.
AR 5 A TE I BT R i
A R IR, (H I BT R .

- KiZHER (Send Retries)

IR 5 IR AR I AE W B A T 3 B

“REAE 12" (Receive Errors) FAL4ELL T4

e #0 (Interface)
R 2% H ) WLAN #2101,

o HHHREA
WLAN #2212 J 19 o Ath 5% 71 A0 F58 2 B LS DR 2R R 0 R (P B i 2 %o 4 2
KA PIFIELE DU R

174

PEUC A% (Receive errors)

AR 7R B e ) 2 S v Al R i R BSR40 b
# Wi (Duplicated Frames)

37~ RSO O ) ot ) B = R 3 L

fift 24415 (Decryption Errors)

TR TV RIS i AR A A L

FCS 4% (FCS Errors

TR B RV 1% it ) R R B 4 L
PR R Mt (Total receive errors)

7R EL R AR A R A R B RN 7 43 B

4 IEEE 802.11n T Web (4531 V6.5 () SCALANCE W770/W730
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6.4.15.2

ERIEE B
WBM BT I 5 75 $22 454 11 T 50D 368 3 o i e 2 it

—pra

6.4 “Information” &

VL
1% WBM TLTHAY AR N S B N AT A .

WLAN Management Traffic Sent Statistics

Deauthentication Requests
0

a
1]
1]

R Masagement Sent i tReceived  Data Sent | Data Received [
Interface M it Frames A iation R A tion R Di iation Req Authentication Req Authentication R
VAP 1.1 i} 0 0 0 i}

VAP12 0 i} 0 0 i} i}
VAF13 0 0 0 0 0 0
VAF14 0 1] 0 (1] 0 1]
iR
ZRASEFELL T
e #0O (Interface)
SoRM A& E B,
)
— E¥MWi (Management Frames)
N R

— RHLIESR (Association Requests)
IR 5 B SR R E SR OCIBMTL .

— SCHKMI N (Association Responses)
YNk e PILIINER P e 88

- BRI R (Disassociation Requests)
7R 5 VR AR G R 1E SR B SR M

- IHUFETEKR (Authentication Requests)
BN 5 G SR AR R RIS UE ML o

- IR (Authentication Responses)
7 5 26 SR AH DR W 56 A B o

- BUHAEE R (Deauthentication Requests)
S 5 B AE O R U 56 UE

54 IEEE 802.11n T Web 1% ¥ V6.5 11 SCALANCE W770/W730
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e
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6.4.15.3 BB EE R
WBM T [H] S 7 $2 4 2 10 50 A0 6 Sx By 0 i) 2 ot 40 i

WLAN Management Traffic Received Statistics

s anagrent S W et et e 1

Interface M it Frames A iation R A tion R Di iation Req Authentication Req Authentication Ri Deauthentication Reguests
VAP 11 i} 1] 0 0 0 i} 1]
VAP12 0 1] 0 0 i} i} 1]
VAF13 0 1] 0 0 0 0 1]
VAF14 0 1] 0 (1] 0 1] 0
iR
ZREEFELL TS
o 0O (Interface)
BN HZHE MO,
o
— &P (Management Frames)
N AL

— RIKIESR (Association Requests)
7R 5 B A R IIE SR OCT AL .

— SRR N (Association Responses)
7 5 8 SR DR R M I SR I 4 o

- HUyH<ELIE R (Disassociation Requests)
R SRR DG G SR I S ERMER

- BRAEIEK (Authentication Requests)
N5 B AR R TE RIS UE L o

— ISHEMI N (Authentication Responses)
27 55 B SRR IR R W) 12 36 11

- BUHIEIER (Deauthentication Requests)
S VNRER:cY E NN SIS ETATI Ui 88
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6.4.15.4 ERIEHE
WBM T2 [ 2 s BN 82 L R IR il i

WLAN Data Traffic Sent Statistics

Errors |l|lanagement Sentl Management Received | Data Sent| Data Received _

Interface Data Frames Multicast/Broadcast Frames  Unicast Frames Average Rate [kbps]
WAP 1.1 0
VAP 1.2
VAP 1.3
VAP 1.4
VAP 1.5
VAP 1.6
WAP 1.7
VAP 1.8
WAP 21
VAP 2.2
VAP 23
VAP 2.4
VAP 25
VAP 2.6
WAP 2T
VAP 2.8

oD DD o Do DD o oo oo oo
L Y e RN o TR o RN e TR e T e Y e RN o O o RN e TR Y e R e O e Y
L T e RN o TR o AR e TR e Y e Y e TR o TR o R e TR e Y e Y e Y o |
oD DD o Do DD o oo oo oo

Reset Counter
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ik
SR EIELL TS

« #0O (Interface)
RN 2 H A .

o MRA
F 11 225 R A 45 1) i 42 R T 2 28 7 S 1) R ak it 46 o) 45 5
EAZRISFI, AR LN MR A 47 X 55
- Hf
ST R IR B ECHR
— %I 7MW (Multicast/Broadcast Frames)
TS N, e EAZIE 3 i U 2 o
— SR (Unicast Frames)
IR RIS I R A
- PR AL % (Average Data Rate)
ST IR R IR R W 2 B AR R R
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6.4.15.5 [t & 87
WBM T [ 2 7 42 S i i

WLAN Data Traffic Received Statistics

Errors |llanﬂuement Serltl Management Received | Data Sent Data Received _

Interface Data Frames Multicast/Broadcast Frames  Unicast Frames Average Rafte [kbps]
AP 1.1 1]
VAR 12
VAR 1.3
VAR 1.4
VAR 1.5
VAR 16
VAR 1.7
VAR 138
VAR 2.1
VAR 22
VAR 23
VAR 2.4
WAF 2.5
VAR 26
VAR 27
VAR 238

e RN e TR Y e RN e TR e T e RN o TR o Y e RN e TR e Y e RN e Y o Y
o oD oD o oD oD oD DD o oD o oo oo
oD oD o oD Do DD oo oo oo

e RN e TR Y e RN e TR e T e RN o TR o Y e RN e TR e Y e RN e Y o Y

Reset Counter
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ik
SR EIELL TS

« #0O (Interface)
RN 2 H A .

o MRA
F5 11 25 R A 85 1) i 42 R it 2 28 7 S e S it 4 o) 45 5
EAZRISFI, AR LN MR A 47 X 55
- Hf
ST R IR B ECHR
— %I 7MW (Multicast/Broadcast Frames)
TS N, e EAZIE 3 i U 2 o
— SR (Unicast Frames)
IR RIS I R A
- PR AL % (Average Data Rate)
ST IR R IR R W 2 B AR R R

6.4.16 WLAN iFeatures

6.4.16.1 iREF & P ¥g5l#

% WBM T s B B U2 i FORIE S R Ze s ds . tBiRos WLAN O {E 5
5B AT MAC sk 5545

P
o 1% WBM TN AEF N s B X R o] A o
o b WBM TTTHY AT i@ AR KEY-PLUG 47
- $EANA: W780 iFeatures (MLFB 6GK5 907-8PA00)
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industrial Range Extension Function Clients

Associated stations: -
AID  Radio Port MAC Address System Name TX Chain  Signal Strength [dBm]  Signal Strength [%] Age [s]
i
%L AL LR HE:

o %K% 3 (Logged-on Clients)
R F BN SR A

RIS

* AID (Associated ID)
WoRE P IERE ID. WHRE P umiEs VAP 0 S S MIE, WOZE P i —4
HEE D, EERE IDAE VAP 2T ME—1 . AN SRR N iR AN [F] ) VAP 5 18 s%,
PS5 P v S AT 2 [FIAE Y 1D

o £k (Radio)
TR AR WLAN 211,

o ¥H (Port)
S VAP $£11,

e MAC Hisit (MAC address)
WREE ) MAC Hiuhk o

o RBZIWK (System Name)

WRE bl R R LIRS HIEEA L, W EIRE i KRB LR AT R il
KRS H
¢ Tx Chain

WIRE P b S REN R EAT IR I T A R R A

+ {557 [dBm] (Signal Strength [dBm])
WORFTIERR P um s SR R =R .

o {5538 [%] (Signal strength [%])
SR PTG A SR E AL
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e )
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* Age|s]
o RIRPTHIE P G () 2 AL TE]

6.4.16.2 iREF WDS %1%

% WBM T 73 WDS BE RS 8 S PR AN o e DT 3 87 P 1 P A SR A
WLAN 5 {5 5 3 5 2505 2

VL]
o 1% WBM TUTHANAEFZ N s B R o] o
otk WBM T THIY AT i@ AR KEY-PLUG 43
— B W780 iFeatures (MLFB 6GK5 907-8PA00)

industrial Range Extension Function WDS Partners

Connected WDS Partners: -

Ragio Pot  BSSID WDS ID TX Chain  Signal Strength [dBm] ~ Signal Strength [%]
A
I AL BL T AE:

o CEEH WDS 1k f£ (Connected WDS partners)
TR BN SRR R

SR BT

o 48 (Radio)
SRR B WLAN #2140,

o ¥iH (Port)
S~ WDS H:11,

e BSSID
s WDS Ak MAC Hiuhik
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182 fic & T/, 04/2022, C79000-G8952-C323-12



1 “FT Web #EFE” HiTH#

e
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« WDSID
s WDS Ak AR 44 85 o
¢ Tx Chain

RPN U LB AE I B8 R R 21245

« {£5 9 [dBm] (Signal Strength [dBm])
EORPTEBEA SN E S mE (B 2 IETD .

o f5558F [%] (Signal strength [%])
WORPTEEEAN S RE TmE | .

6.4.16.3 AeroScout
LT R A <8 K AeroScout IS B .

i B
e 1% WBM TTHN RN iR Al F .

o I WBM TTHIY Al id PL R KEY-PLUG 47
PJilal fi: W780 iFeatures (MLFB 6GK5 907-8PA00)

VLA

AeroScout LfE 515 HE iFeatures (iPCF. iPCF-MC,. iREF) #5HCfH R . HR#E IEEE
802.11g. IEEE 802.11n Fl IEEE 802.11n-only #x#fE, AeroScout {¥ A {E 2.4 GHz SEAEH .
BRVEGEE, 12 W AeroScout 27 (www.aeroscout.com) 304 .

Overview AeroScout

iREF Client List | iREF WDS List| AeroScout | iPRP

Tag Information Forwarding: disabled
AeroScout State: inactive

Engine Port: -

Response IF: -

Multicast Address: -

Acknowledgements Sent: -
Messages Dropped: -

4 IEEE 802.11n T Web 1% ¥ V6.5 1) SCALANCE W770/W730
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B

6.4.16.4

184

A B fg B¥ K (Tag Information Forwarding)
TEVFAl AeroScout il E FEREF H, W 4E € SCALANCE W700 #4255 kil 7EItAL
AT EHAEE PR T 7RI E

ﬁﬁfﬁ

;. ff14174, SCALANCE W700 ml %% % AeroScout i, {H [ By ANS 0 k47 4b B BR
ﬁ{ﬁ X H e e AeroScout System Manager"#2 F H 5¢ il o

AeroScout IRZ (AeroScout status)
7R AeroScout &AL T JE AR &I 2 25 AR AS o

5|%&¥5 0 (Engine Port)
SCALANCE W700 & 7Eik 11 1144 A5 45 B RE R % i UDP 4,

W RZ IP (Response IP)
1Z4T 1l AeroScout M) & BRI HEAL 1P btk

H$EHHE (Multicast address)
g VAR AR B, Z A bk S EAE e i AT s, R IR

ERIEHIA (Acknowledgements sent)
SCALANCE W700 % [ FRAR P RIE A E (TR B s e PR T (UDP 44
o) FFEIHHEL THD) .

EFKI B (Messages dropped)
AREERIIMIE . B0, K AeroScout A EARNTEEIE 1 Fki%, N SCALANCE
W700 & A e R AEmIE 6 R R

FE 1L WBM TR AT DA 2 iPRP I B 5 IER . filtn, S8n] IA BN A e 2% i o

L
It WBM T X Al JEIE LA R KEY-PLUG L3

B W780 iFeatures (MLFB 6GK5 907-8PA00)
& P W740 iFeatures (MLFB 6GK5 907-4PA00)

4 IEEE 802.11n T Web (431 V6.5 [ SCALANCE W770/W730
fic & T/, 04/2022, C79000-G8952-C323-12



&/ “HT Web 19EFE” HITHE

e

6.4 “Information” &

Display in access point mode

iPRP Information

st i e s i st 41

Radio Port iPRP Client Activity State Partner Client Partner BSS Delete Frames Sent Delete Frames Received Frames Deleted
WLAN1 VAP 11  00-1b-3a5-2c-d8 active 00-1b-1b-8e-61-31 00-1b-1b-19-03-10 64759 53532 921
WLANZ2 VAP 21  00-1b-1b-8e-61-31 active 00-1b-a5-2c-d8 00-18-10-19-03-08 3574 6385 2929

Display in client mode

iPRP Information

Radio iPRP Client Activity State Partner Client Partner BS5 Delete Frames Sent Delete Frames Received Frames Deleled  Scanning Sync. State
WLAM 1 00-1b-1b-a5-2c-d§ active 00-1b-1b-8e-61-31 00-1b-1b0-19-03-10 25424 19956 4817 idle
i
N
ZRAFELL TS

e Ik (Radio)
SRR i 5N s AHIEFT I WLAN £2 100

o ¥ (Port) (fXFR#EN S

7R B3 iPRP & P BT A A VAP #2100,
» iPRP % ¥ (iPRP Client)

IR iPRP & 7 5 ) MAC Hitik .

o BUEIRE (ActivationState)
EoRAE A EJF F iPRP.

o {kFEZ 3% (Partner Client)
BIRAK AR P ) MAC Hidik
» {kfk BSS (Partner BSS)
IR 5K P A RN AT MAC Hhik .
o DRZEMED (Delete Frames Sent)
SR CEENSIZ ) BRI Z HAKFE A1 iPRP IHER M % H .

o EBMEEME (Delete Frames Received)
BoRBEE (BRI OO A% BRI 1 iPRP B i % H o

546 IEEE 802.11n £ Web 12 V6.5 1) SCALANCE W770/W730
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o TMIERMT (Frames Deleted)
327 H - iPRP IR M 1T A BA 51 BRI B 1 o 36 BRIt i) 8 H o

o FAFRFEIPBIRE (Scanning Sync State) ({Y[R% itk )
PRAN 5 7 ity AN 2 0% L R) 25 1) [R) ) 48 2R 8 N A A D 48 B A =X
AR B A BURAS
- idle: =N, JoHIHE
— requested: [A]PFEZ B ) i) & 75 AT LA .
- pending: V. SERFITHAR, RE VIR foreground”s"background”.
— background: 475 &
— foreground: it 7 SRS 5 IEAEBAT T 6 4954

4 IEEE 802.11n T Web (431 V6.5 (1) SCALANCE W770/W730
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6.5
6.5.1
RGAS

6.5 “System” &4

“System"JEH

A

2 WBM I i 0 55 15 44 U ) e U 2 A 56

TR T U IR SS TR iR S5 3R T 2 AAE U, W AR H A AT BN R AA ) 1
H.

L]

BB H IS

HFAEMERE, BIAELT, dRrmzpis (%) WA FEspRES. B ifEAE
MRS B EATI2E A, f5l4n HTTPS,

System Configuration

["] Telnet Server
Telnet Port: 23
L4 SSH Server
SSH Port: 22
55H Key Exchange Algorithm Level | L gw

Ld HTTP Server
HTTF Port: 80
L4 HTTPS Server
HTTPS Port: 443
HTTF Services: | Redirect HTTF to HTTPS v|

Minimum TLS Version: | TLSy1.2 +

Default Login Page: | Configuration v

[1SMTP Client
["] Syslog Client
DCP Server: | Read-Only

Time: | Manual
SNMP: | SNMPviivZeivd

Ld SMMPv1/v2 Read-Only
Ld SINEMA Configuration Interface

Configuration Mode: | Automatic Save w

Write Startup Config

Rafresh

546 IEEE 802.11n £ Web 182 V6.5 1) SCALANCE W770/W730
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188

l

DL BA M AE:

Telnet k4528 (Telnet Server)
Ja FH E52E FH " Telnet IR 45 #%"(Telnet Server) k%5, CAMEASINZE Vi A CLI.

Telnet ¥ 0 (Telnet Port)

PRt 1 23 JyERAS . AT LGSR 1024 ... 49151 B 49500 ... 65535 Y8 4 i
M5,

SSH k%88 (SSH Server)

Joi F Bl 2% FH“SSH JR 4% #8"(SSH Server) Ak%:, DMEIIZE 519 CLI.

SSH %1 (SSH Port)

PR 1 22 JyERA S . AT LLIEFR N 1024 ... 49151 8 49500 ... 65535 i [l N [ 5
5.

SSH AR B 1L 7 (SSH Key Exchange Algorithm Level)

MR HFNER, B T4 CLI AT SSH V5 A ) SSH S AAAS e SFvk on] . W B R HE
“Low"#1"High”,

HTTP A %%% (HTTP Server)

Jo3 FHEG 2% B 5 WBM [#) HTTP 7 1)

HTTP % 0 (HTTP Port)

FrifEd 11 80 BRI 1. AT LLIEFRHA 1024 ... 49151 8 49500 ... 65535 Tt [ N 5
H5,

HTTPS Jik4-%8 (HTTPS Server)

J& FH B 2% B %6F WBM [ HTTPS 17 11 .

HTTPS %i 0 (HTTPS Port)
FrufEd 1 443 BRI 1. AT CLERRHI N 1024 ... 49151 8% 49500 ... 65535 [ 1
5.

HTTP k% (HTTP Services)
feE WBM 115 1) 77 2K
— HTTPS
HEEIERE HTTPS 7 i WBM.

— HTTP/HTTPS

A LTS HTTP A1 HTTPS 717 WBM.
— 4 HTTP & [ 2| HTTPS

I HTTP B in) H )% #2 2] HTTPS.

4 |EEE 802.11n 35T Web %5 V6.5 1 SCALANCE W770/W730
fic & T/, 04/2022, C79000-G8952-C323-12



1/ “FTF Web JIEFE” HITH&
6.5 “System” &4

o BRIE TLS fRA
MR RLH ARk B T I R BAR TLS AR . TBiE S AR AT TLS MOAS I & 31T
HE.

* DNS Z& P (DNS Client)
Ja FHERAE ] DNS % F . 7] DAFE “ 2245 > DNS”(System > DNS) FH 425 Hidh % & .

* SMTP & F'¥i (SMTP Client)
J& FEZEH] SMTP & P e I LAYE “ R 40 > SMTP % /3" (System > SMTP Client) H 4125
HAb B E .

» Syslog & ¥ (Syslog Client)
Ja FHEEEH Syslog 2 . Al LAE “ R4t > Syslog & /4" (System > Syslog Client) H14H
AHARBE

* DCP k%538 (DCP Server)
T AT DCP CRILVAMZZS ML Vi rl 54
- " (2EERD
DCP 4 H . BEA BB A REIE i & S 4.
— /'S (Read/Write)
F ) DCP,  BERT LASZH B 48 Z 50 ] O AT 15 2.
- HiE (Read Only)

fit B DCP, W DA% 24, (EARERT AT B0

o BTE (Time)

M RFI R AR R E . TRERE W

— F3h Manual)
Frh% B RG] ATRLE “ R > RGN IE > F5h i E"(System > System Time >
Manual Setting) FH4L A H Al % .

— SIMATIC Time
I SIMATIC B [E] R IEZS B RGN A . AT LAFE “ RS0 > KRG [E] > SIMATIC B A%
J13ii"(System > System Time > SIMATIC Time Client) FFZH 5 HAR % & .

— SNTP Client
T IE SNTP k2% #56f RGES A EAT % B . 7] LAFE"System > System Time > SNTP Client”
HHELEBE.

— NTP Client
L NTP RSS2 5F RS [HEAT ¥ B . T LATE"System > System Time > NTP Client"H
HEHERE.
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190

SNMP
M THLFIR PR FEDW . ATREMI BT
- " (SNMP &4:HD

AfeiE It SNMP j 7] 15 % S50
SNMPv1/v2c/v3
ATLAIETE SNMP RiAS 1. 2 803 Vi) & 24k WTRME “ R4t > SNMP > E#L"(System
> SNMP > General) H4H & HAth ¥ & .
SNMPv3

HAfiE SNMP A 3 U5 &4, ATRAE “ R4t > SNMP > B #"(System > SNMP
> General) A HAN I E .

SNMPv1/v2 ,E{f;'@ (SNMPv1/v2 Read-Only)
Jo FH B 2% 3@ i SNMPy1/v2¢ %F SNMP 2R & 35175 17 ) »

SINEMA #7$8: 0 (SINEMA configuration interface)
W EH T SINEMA 2580, mldid TIA Portal B 2HaS N B &4 .

MR (Configuration Mode)
MR RLF R ik B AT RERIRE L R

H s {#4F (Automatic Save)

A& M. fEREBESHIL 1 708058 H &, BIRFAS. i,
BRI IR “OREx AN ASIREE . T CEARSAS AL
RIfRA7"(Changes will be saved automatically in x seconds. Press "Write Startup
Config' to save immediately).

it
TR AF

RAHE e 25, A =Bahirfr. PRAFHT R A TR BT 34
AT R BRI THEE:  “EERFASEE. 1§25 %" (Saving

configuration data in progress. Please do not switch off the device),
o ANEEAEE IR RS 7R SR P R

Trial

AR ERHEAT, BARASKRAES, EASKES R EAS S Ja3)
HE) .

B SRR, B “ 5 AN E A" (Write startup config) #&4fl. R
BAAAERRAEM E AL, Bos X2 il B Trial Mode Active — Press "Write
Startup Config" button to make your settings persistent”. A A{EREAS WBM TLTH &
FXFHE, HEMES DR ERGCEE.

4 |EEE 802.11n 35T Web %5 V6.5 1 SCALANCE W770/W730
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2 ]
1. BAEHPTFRE A, 50k PR ) R R AE
2. MR HiFI R Rk £ BT 75 0 T
3. Huy “W B (Set Values) 41 .

6.5.2 =63

6.5.2.1 w&

ERREER
Z UL 3 R A B
Device
OevceConranates [
Current System Time: 07/21/2015 13:06:01
System Up Time: 4h 56m 255
Device Type: SCALANCE
System Name: sysMame Mot Set
System Contact: sysContact Mot Set
System Location: sysLocation Mot Set
TEIFFEL “ 41T R SuE"(Current System Time).
#% 257" (Device Type) HE.
i

2L AL B A

e Current System Time

6.5 “System” 4

“ RYBATIN A" (System Up Time) Al “ %

WIoRMAT RG] RGN 8] B A P B i B . B SINEC H1 B, NTP 5 SNTP,

(RE)

* System Up Time
BN H L IRE R PUORIE AT A .

54 IEEE 802.11n T Web 1% ¥ V6.5 1) SCALANCE W770/W730
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* Device Type
BRI S AR R

* System Name
AESEHE A ARG PR A A FR B R FE X b . e 2 S 255 MRS
RPAFREEIRE CLAR R . CLUERASEOR TR0 A IR . RELFRAET 16 1
T I TR 3 R AT

e System Contact
AR EHTUE AN 7. % S 255 71T

e System Location
AN RS I 222 B NI e B R R R IX I . B 2 3CRF 255 N .

L
& NAEFR {8 B ASCI % 0x20 % 0x7e.

PR
1. fE"System Contactfii AHE-H 4 A\ 8 5 B 9T 4E N .
2. {E"System Location"fai AEH i N\ B 22 360 B PR IRAT o
3. 7E"System Name"fii NAE i N B & (1 44 FR
4. Bl “UE{H"(Set Values) 4.
6.5.2.2 LY
A RHFEAFRHE B

7E “Hh P AL FR"(Geographic Coordinates) & 1, AT DU A B AR FR AR 45 B . AT LLTE
“ Hh 3 AL F7"(Geographic Coordinates) % I (% AME o B N HUIRARFR () S50 (FF &
WGS84 HIMAERIAE . LG .

IREX AR
5 P 224 Pt P R R B 5 PR I A A

BT LUEE GPS USSR SRIBOM B AR R . IXSe B & M BAR bRl 3 2 B BoR, JFHARE
FETZ T RS AHE RS A BRI AT

4 IEEE 802.11n T Web (431 V6.5 1) SCALANCE W770/W730
192 fic & T/, 04/2022, C79000-G8952-C323-12



1/ “HT Web 19EFE” AT

L

PEK
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Geographic Coordinates

o] cooames [

Latitude: e.g. DD°MM'SS”
Longitude: e.g. DDD"MM'SS"
Height: e.g. dddd m

Set Values

A F UM RAE, XM AR Z S 32 M r4T.

> wN

“Latitude” #IAME

HOERLR L. 7R N R A7 B AL £ (A B R A A

B, {A +49°1°31.67" Rt TIb4h 49 B 1 9050 A0 31.67 5D

R AERTEIN E SRR A .

AT DATERL 745 B M I BE N (k&) 80S (M) , W49°17°31.67" N,
“Longitude” FIAAE

PR RS TR AN R A AL E AR A B AE .

+8°20°58.73" X/R B &N T R4 8 4. 20 /31 58.73 b
IR I LSRRI

AT PAER A5 BT R E (FR&D) B W (P4 , 418°20°58.73"E.
BINKE: “Height”

T L0 N Hh B A o P KU

filtn, 158 m FKoRb AL T - 158 m mh & .

W FART WIS (st , w7 R n s ki R oR.

fE"Latitude i AHE A THRAS I 46 2
fE"Longitude i NHEFF AN TS H I B .
TE"Height" i NAE S Nk =

o Set Values" 441 »
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6.5.3 Agent IPv4

7 IP Huhk

R WBM T b, AT HT IPv4 Hbdlk .

B

Agent Internet Protocol v4 (IPv4)

IP Assignment Method: Static
IP Address: 192.168.16.177
Subnet Mask: 255.255255.0
Default Gateway: 0.0.0.0
Agent VLAN ID: [ v ANT v
MAC Address: 00-1b-1b-38-5¢-90

[SetValues][Refresh |

I A PR AR:

194

IP 4B 53 (IP Assgn. Method)

TR IPv4 k43 BE i
— 4 (Static)
IPv4 bk 1. 7E"IP HlE"(IP Address) Al “ - RIHEf%" (Subnet Mask) 4 AME 4
AN IPIRE.
— Z)1# (DHCP) (Dynamic (DHCP))
W& A DHCP iR 55 4 3K BN A IPv4 Hiudilk .
IP #uhk (IP Address)
N VL AT IPv4 ik
By “Y EAH"(Set Values) #4HJ5, I IPv4 Hidikt4 SR 7E Web 3 05 28 (kA2 dr .
RAHIER, NFEEFIE Web J 828 F R H % IPv4 HilE .

F MRS (Subnet Mask)
N AT AR

ERIAMIS% (Default Gateway)
B NERIAPIOCH] 1Pv4 itk DUMERTLAS S TN I Caiz i, Bl AR RS54
BEATIELE o

4 IEEE 802.11n T Web (4531 V6.5 (1) SCALANCE W770/W730
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PR’

6.5 “System” &4

fRE VLAN ID (Agent VLAN ID)

M FHEFIFHERE VLAN ID. HAH “ LAl #5220 (Base Bridge Mode) 41X B A
“802.1 Q VLAN Bridge”if A A/ {fi 1% F gl . £ “5 2 J= > VLAN > F#"(Layer 2 >
VLAN > General) 1A ZZ 5. Rl LUk#E A1 VLAN.

Vi
EXRE VLAN ID

RS PCEIE LUK B P Be%, JF L 7 QR VLAN D, JUSE Sy AN rT BL
YO NE LA

MAC #hk (MAC Address)
SR MAC il . MAC Hihi-sEE 3] 7 i, TTiEse.

. TEFIAMEF SN IP kb 7 RXHEAD AT BRI 5C
. M “4CEE VLAN ID"(Agent VLAN ID) FHi413 ik £ B ) VLAN ID. 4R Ieik B FiZ N gl

x®, HEREREE R (Base Bridge Mode) 2414 B "802.1 Q VLAN Bridge”. 7f
“% 2 )2 > VLAN > % #"(Layer 2 > VLAN > General) H4H&Z S 3.

. “ B " (Set Values) 124 .

4 IEEE 802.11n T Web 1% ¥ V6.5 1) SCALANCE W770/W730
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6.5.4 AR IPv6

7 IP Huhk

T F, A8 ST VAN A IPv6. I VLAN 2 LEHE AR R IPv6 ££10. 1Pv6 $2H A LL
HA&AZA 1Pv6 Hidik .

Agent Internet Protocol v6 (IPv6)

Interface: | viani v
I+/ IPvG Enable
IPv6 Address:
Prefix Length:
IPvG Address Type: | Unicast v

Address Configuration: | Automatic v
|| DHCPvG Rapid Commit

Select Interface Name IPvE Address Prefix Length IPvE Address Type Loopback
L wlan1 FEB0:21B:1BFF.FE38.5C90 64 Link Local

1 entry.

[Create|[Delete|[Set Values|[Refresh|

iR
Z AL DL N2
o #0 (Interface)
TR E RS FHH IPV6 [ VLAN 421,

« J3H IPv6 (IPv6 Enable)
JA AR B R IPVv6. o T2 R B R, & H BB @ B A b

» IPv6 Hisik (IPv6 Address)
BN IPV6 k. BN A BT Pk k2R A

o HIZKE (Prefix Length)
BN TG AE A L
* IPv6 HiiE3RE (IPv6 Address Type)
B E 31 h e B
— 3% (Unicast)
— BEERASHL (Link Local): 1Pv6 Hihik{X %} iZ4% B 24 -
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o HuHEHZS (Address Configuration)
i & Mok 4L S ML -
- B3 (B
18 F TCARZS ML SR IR HLE 61 22 1Pv6 Hidik.
— DHCPv6
ERIRFSHHIC: A DHCPV6 IR %54 H 3R HL IPV6 ik A ZH 25 S04
- SLAAC (JoiRF&HuskHsh2HA)
SKH NDP (SBJE KRB RS HIAS
- BA
HINERAS IPv6 Mkl
+ DHCPv6 HLi#IEAE (DHCPv6 Rapid Commit)
JEH T IPv6 IR G, Rdakatthl i, AT 2 2 DHCPv6 58 (SOLICIT #1 REPLY)
M 4 % DHCPv6 % & (SOLICIT. ADVERTISE. REQUEST A1 REPLY) . %W B HHE
Z{E 8, 2L RFC 3315,

LZRAGEFE LT
o %&F% (Select)
176 B R PR AT R I R A
o EEOLFK (Interface Name)
7 VLAN #2142 F5 .

o |Pv6 Huik (IPv6 Address)
SR IPv6 Hidik.

o HIZKJE (Prefix Length)
ERATHRKE.

+ IPv6 HihtKH (IPv6 Address Type)
EoRHIEERAL, wTRE (A B S
— B (Unicast)
— BEREAHL (Link Local)

+ [Hi% (Loopback)
WoraBEEH “RiZ"(loopback) &1

S B A s bt
1. JH IPV6.

2. Bl “QUE"(Create) 4. ERIEH, QIEIFAMNR T HAERONEH, JRER THHA
Hh IPV6 Hidl:

54 |EEE 802.11n £ T Web HI%HE V6.5 i SCALANCE W770/W730
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Zi SR RN

1. JAH IPv6.

2. {E"IPv6 Hiht"(IPv6 Address) thii AN GERE Ak, 510 FE80::21B:1BFF:FE40:9155
3. 7E “RIZ%K " (Prefix Length) H4iN"128",

4. XFFIPv6 k27 (IPv6 Address Type), k#%45H “HEgAHh”(Link Local).

5. XFF “HuhkZH7"(Address Configuration), EFEZ&H “iA"(Static).

6. Hifi “fI@&"(Create) #¢fll. fEERME, B M AEONKE, JFERT IPve Hitik.

K i B S B At i o

6.5.4.1 IPv6 BRIABEH

A TTALZS 1PV6 FIERINER HTo IPv6 BRIAES &G T4 IPv6 Mt IPve Bk 1. BI#%
R T EERARR, JFAHAIE T IPve $dtl .

BRINPAOG 1 A B T B iy, B A e BOA R ER B e

Internet Protocol v6 (IPv6) Default Routes

Destination Network: =
Prefix Length:
Gateway:
Administrative Distance: 1
Interface: |-

Select  Destination Metwork Prefix Length Gateway Interface Administrative Distance  Status
: 96 2222:4:2222 vlan1 1 active

1 entry.

Vi
Z A DL N2
¢ Destination Network
HFrM % (5% 0:0:0:0:0:0:0:0:0:0:0:0:0:0:0:0) & T AT IPv6 Hiukik .
* Prefix Length
BN T B4R A ML 2

* Gateway

B N BRI RGE 1Pv6 HlE L RIS IPv6 Hiudik .

4 IEEE 802.11n T Web [ # V6.5 1 SCALANCE W770/W730
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EHER

NS S . XN T T EE SN ES ISR R, R 2 2530
P, U2 5 R B B /N

{5l 1-254

Interface

878 F TR H b ) P 28 B O3 11

ZREE A

ABIR

o vk W N

Select

e rp B ER R AT T ) SR

Destination Network

B BRI k.
Prefix Length
BRI
Gateway

WIR T AR IPv6 Hitik.,

Interface

R IR

EHEEE

N EE. CJEREN, SEH AN not used” . FEENHN T T R A% S
BHEE . WA FER0EH, W HE SRR .

fEYEH: 1-254

RZ (Status)
N B R R

B TUNIE SN

NS IPV6 Mk

ERTREN.

B NI )

Hidy “fE"(Create) 144, SERTAR—MHiI%H .
B I E{E"(Set Values) 441
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6.5.5 DNS

TEZ I, wliEd IPv4 5% IPv6 HihE FaZH3SH 2 3 1> DNS k%48 . ATFNAHERI % DNS Ik
SR s 1 3 3. & AE DHCP 223 2 /N IPv4 Hulik () DNS ARS8, X 2% 1
DNS fR&5#s Hah /e & 5l 4 2 7,

UnSRAT Z A DNS 55 &, MR BN T LASE R A 55 4 (10 B0 5 o e 1 0 R 5% 2 B e
wifl. B LI ETHA 7 > DNS s ds. T M DNS o5 2 e 2 o

DNS fik554% (B4 RG0) PRI 7 Fogs 5> 1P ik, DAREME—RiR st .
UAR R HIEThRE, B T LA/EDY DNS %5/ 3 55 DNS 54 ii (5 . f&0] LAFE IP bk Xt i A

LD NEY i
i

HATLEM 2% FRAFAE DNS I 55 %I 4 B HI"DNS %5 '3 7 Thie.

Domain Name System (DNS) Client

W] DNS Client
Used DNS Servers: all ]
DNS Server Address:
Select DNS Server Address Qrigin
[ 192114 manual
1 entry.

[Create | [ Delete | [ Set Values| [Refresh]|

4 IEEE 802.11n T Web (431 V6.5 1) SCALANCE W770/W730
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A
1% UL TH A 2 DA :
e DNS & ¥ (DNS client)
WL T IZEEAE, W4 H“DNS % /13" (DNS client) Th#g.

o fEHH DNS %2 (Used DNS Servers)
FE I FG i 1% FH 1) DNS AR %5 85 -

— learned only
BN AE ] DHCP 43 FC i) DNS AR %525

— manual only
WEAE FH F-Sh2H A5 DNS IRZ5 %% . DNS RS 25544 Internet. HZ AJ4HA=A
DNS %5 %% .

- all

W8 H A AT 7 DNS A% 4% -
o DNS fiR%22Hhtk (DNS Server Address)
B N DNS JIR 552811 IP Huhik .
DNS 45 #R HA LA R RS

o HF% (Select)
39 R A B AT A i R AE
o DNS fR%58%3k (DNS Server Address)
7~ DNS 2541 1P Hhuhl.
e SRJE (Origin)
%A T 27 DNS IR 55 25 N Fah 4H 738 2 tH DHCP 731

Bi3E DNS

1. #EH"DNS % /3" (DNS Client) SiHE.

2. B “WEM"(Set Values) $44l .

AIE DNS R4

1. 7E“DNS IR %5 28 H1k"(DNS Server Address) HEHT, %A\ DNS 55236 IP Hidk

2. il “fIE"(Create) 44 .

1138 DNS %28

1. £ “fEFIH DNS 9% #5"(Used DNS Servers) THigl&H, wfEE il A DNS k5545 .
2. Bl “EIH"(Set Values) &4 .

54 |EEE 802.11n £ T Web KI5 V6.5 i SCALANCE W770/W730
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MR DNS %28
1. B AEMERRATHR R (Select).
2. #ad “MiIBR"(Delete) #%4Hl. MIBR THI4H .

6.5.6 HE

BAARANRE
8 WBM BT, W] DGRBS T R . thAh, A SR In] A E B B

Restart
e s s

[ Restart System |

[ Restore Memory Defaults and Restart |

[ Restore Factory Defaults and Restart |
Restart in:

seconds

Backup: [ - v |

[ Schedule restart |

[Set Values |[Refresh|

X
XFTE A A, R LA
o AUEIIAE P BRI 4 RE B R B %% .
o P HURT DU 1Z R B LA BOE M ) CLIL Aok E S, AN A IR B4 FOAE R b Hiok
I

4 IEEE 802.11n T Web [ # V6.5 1 SCALANCE W770/W730
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o IR T Trial B, DAZIE E 5 2 5 TR AT s Bl e e
N AE B A ¢ WBM T [“Set values 34l 5 A4 e fE W % FAE K.

o WRBFAE Automatic Save RN, AR B R Z AT H 3 PR AF e 1

B
NEE A Ve, 1%L R AR A T BRI

* Restart
B B S RS DAHEX TERE P A E S . BRI, RS wIanibissg,
HEHMBAFE M, FFHRESPITER. HAAEREERFEAZ, Blunik& 1 P i
fko pEAbMIEREER R O I BN H . RS TR, T RIASCH SR E . &
JBa, R ER IR
¢ Restore Memory Defaults and Restart
Bz T IR S s ) BOA R B IR E R s, AN S ERSM
— IP Huht
- T
— BROAMISCH] IP #hdik
— DHCP % F'¥ ID
— DHCP
- RGAWK
- RHNE
- RGEHARAN
- HPZRED
- AR
— DHCPv6 Rapid Commit

* Restore Factory Defaults and Restart

iz T R e SR E I R W . IR IR AE T A S R AT

Wi B

BB E G A SR ER, IPHbt S EL, 25, % K EsiE SINECPNI
B DHCP -1k,

TERF BT, 2 2B S W& T RS 5 EEE MR IAEE, NS B
SR

* Restart in:seconds
T BT R EEK S, E I ERIE AT ok B iR % T B
REANZ /D ERSAES.
{EYE A 300 ... 86400 b
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Backup

“System > Configuration Backup” ™ A& Al bk £ fETHRIE S 2R/, W&
Fride £ A 23S IR AE B R 5 Ak S X S A 2

i) A ORAF 2128 43 T R 21 H A LB P ) 4 A S K 2 2k

Scheduled restart

BTSN, 8 B2 R S I T s SR TE] . ER EHE IS, WIS RN E ).
PLUR T BiSSfE Bos X T oR: “The automatic restart starts in [..] minutes.Click
'Cancel scheduled restart' to cancel the restart”. B LAZERE™ WBM T & FX 563H &,
HEHHE Ak SCALANCE W 34 ELE JH .

L
HRERMFHASER

WR— BN Al G AR BRI E, WEPATHRIES . RMREERHS IS EkR.
FEONE JE W B RN 2R 2 BT, @ id System > Backup of configuration”{fA7 4 a7 47 .

Cancel scheduled restart

A5 P LA BT RT A TR B R e I 8

6.5.7 RATHEH

REEH

204

EM TS, Al $E5E WLAN & 7 SCALANCE W % 45 b A= 20 i 1)
TSR FE 2 WLAN % B Fiid“Set Values"BiiA B 25,  MNZTE SRR R B AE 2. (R, &
R WLAN iE82. e, 1E5e @ Ama -l WLAN 5 SCALANCE W % & iRz

i FH“Manual Commit ¥ &, & LLsek SCALANCE W i &3 T e A, Bk, H
AT RN . B o R A AR B "Commit Changes {41\ G A4 4431

P83
SR imE WLAN 4 4045 SCALANCE W ik 4, M Uf# F“Manual Commit" i & . FRXes
BB, SR)EEL"Commit Changes {41 i\ B X4
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Commit Control

Commit Mode: Automatic CommitE

SetValues || Refresh

B
2L AL B A

¢ Commit Mode

MAZ T $i7 51 2 gk 5 i 7 B BB

— Automatic Commit
F"Set Values &4, X WLAN 15 B P 0 5 O At R FH LRI AE 2. FEERIATS
BN, 4 SCALANCE W % % 1% B "Automatic Commit”.

— Manual Commit
HE O, EIHARZEAER. B AE AR T Commit Changes A fIA G A4 4
A W% E "Manual Commit”, ;. R“Commit Changes”{%4 .
AA1E WLAN BT, DUR Y B IES R R X4 ioR: “Manual Commit Mode active
- Press 'Commit Changes' button to provide current configuration to driver”. 1] LA7E

A~ WBM T FEFIXZZIHEE, HZEITE S O A28 SCALANCE W % 7% CLE JH .

A
EMZERUE, BT WLAN 22 ) WLAN ZEFE#SR 2T Fh T . WLAN ZREBIFE P DL %
=EEP

6.5.8 InEALRAE

6.5.8.1 XHFIR

it
A NBE SR8 A SCAF B T2 F P R £
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AFREIRER

206

FH 6-1

HTTP

SCAFRE

iR

I

A7

il

Config

SO E R Bh A S

AL, ZREER P At HAIIRERL
FRATAHSCE Lo BERAFfEAE “F " (Users) X
A,

ConfigPack

ARG E. B, Bshdd. AP, ik
Foo PO AR B (R R .
HoRBEAEH ConfigPack CEFGREME) )5
ZHMER, ES W “YEP (I 435) 5.

CountryLis
t

I zip U A ELE csv AT pdf R 2K E 5K X
B SCAF

Debug

WSO 277 % Siemens RIS B,
T O, wrids Bl &k i%gs Siemens
R HA A R 2 A A

EDS

HL T2 3R (EDS)

BT H085 2 B TR EtherNet/IP #5581
Ho

$ ] AZEPE )7 DAV AE 28 SRR i [ R 3k v i
33 EDS 31

[l {1

[E4 224 Hons . Xl ik R Gek Siemens
B A [ 3 B o

GSDML

H ¥4 JEME (PROFINET) HIf5 S

T AAE PO 17 TV AE 2 SRR B S S 4k v
33| GSDML .
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o & T, 04/2022, C79000-G8952-C323-12

prai =i B3 TR |FE yiil]Z3
HTTPS Cert | £ & % EH I BRIN HTTPS IES X X X
T K Eh AN HTTPS iF 538 & FBHIF
SEE
SR Z DS A H 2R HTTPS AE B EH &
iTe ERUUEAS FH H ] FE A A EREA LI 25
BRI HTTPS iFH. HTTPS iFHa A4 1 5
13 FE 2 ) n 2 B s <S4 o
T CLR SO R A AR B i
e .pem
B B BRI HTTPS WE s
RS, ZUES LS A N A
.
e pl2
X BA SRR HTTPS Wb, FA%EH
TN I 52 B2 R4
B B SRR BT F R %
%, VEHIE “RY > FHARLF > HEL”
(System > Load & Save > Passwords) WBM
T P H A NZAE P18 2 )50,
AHE AR A IE T
BRI R/N: 8192 £
LogFile WA HERP LB
LoginWelc | txt SCAHELE BT a5 B SCARERL ASCH 2R, (WS FF X X
omeMessa | ASCII &% 2 R 4l Se A S
ge
MIB L MSPS MIB 3Cf4"Scalance_w_msps.mib”
RunningCL | & CLI fiv 4 i SCA S
' SRS CLU a2 T M AT H SN . %
B AE S A B Bk 77 =0 . [PASSWORD]
AR ERUESOAR SO R SRR B, A
SHIR A,
4 IEEE 802.11n T Web 1% ¥ V6.5 1] SCALANCE W770/W730
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208

SCAFRE

iR

;1

RAF

IR

RunningSl
NEMAConfi

g

U RIS HSTRAE ISR, DUEfEIE
F] STEP 7 Basic/Professional. %3415 A
STEP 7 Basic/Professional 1] Z3&7F HA A
VI B2 5 R0 [ R A () B 4 L
TELRAF U Z 1T, L JFE WBM 1) “ R4 >
In#EFIRAF > %5 (System > Load&Save >
Passwords) T A"RunningSINEMAConfig”4fic
—NEM. 5386, KOS\ STEPT Basicl
Professional i ifs 75 B % %04 .

A2 WL"SINEMAConfig”

Script

A5 CLI 2 B SCA ST A

A AR TP AR AR SO . S Rt AT
AL A CL s

T ORAFAINESC AR CLI i & AN RE
AR RIAAT -

fSEH] CLI A

SINEMACo
nfig

hn#iEid STEP 7 Basic/Professional S HIZHAS
B, DM RZOC R AL IR 3] WBM.
BNES, WBAUE “ RG> INEFIIRAT > %
" (System > Load&Save > Passwords) T4
“SINEMAConfig" /M L —/N#15. 4b, Rt
M STEP 7 Basic/Professional 5 Hi i 18 75 Bz %
i,

7382 I RunningSINEMAConfig”

StartuplInf
0

Ja sl H &
PO B UUR B CAE H BT R
Yﬁ I%\ °

e

YA R 44 RS RS 1) ST A

WBMFav

WBM iy 31
ZOCHE S F P WBM B U e . AT
PR 802 IR L B B A 3 4

WLANAuth
log

Hif5 WLAN BEH S 46 H G RIBIFS
Thal L ME B et

Uk
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SRR | R TR |RF IR

WLANCert | Fi /7 iE. AI£E WBM T “INEARAE > % X X X
PR Z& | 13"(Load&Save > Password) H R FHiE e
Uity A ) 2,

R RN 8192 4

WLANServ | AR5 88 iE 13 X X X
Cert BRI R/ : 8192 £z

(PR

i AR )

WLANSIgR | % zip SCHFELE BAF S - X X
ec o csv X, BAESICFSNINEE

COURTES o pdf S0, BT R KM BT 5%
SO e R R R R, W
BRI (7 316) 44

*KH 6-2  TFTPISFTP

AERA E1:3%) RFF Lk
Config ST R Bh A X X
Ah, ZSE SR A, AR
MIRHDCE Lo BERDATAETE “ " (Users) SCHFH .
ConfigPack ARG E. i, BEEAs. HP. iERm X X
AR RO .

HXRBIEAME ] ConfigPack (ELFE[EM:) (%
FEAIEE, ES W “4E9 (T 435)" 5497

CountryList I zip S AL csv AT pdf #2000 [ 5213 X 4 X
RS

Debug LA A e Siemens SCRFHIE B & B8N X
%, AliEd IR kLS Siemens SCREH AS
R A A

EDS HL 7 $idE & (EDS)

HLF 4 R TR EtherNet/IP BRI &

TR LAV 7 ML A 2R S RF 0 [l 4 R 2k ot i
3| EDS I

TF4& IEEE 802.11n £ Web 12 V6.5 1) SCALANCE W770/W730
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AERE 3% RFF TE

fi] [ 2242 Hong . X AHife S e Siemens £l X X
R A BB A

GSDML x4 B (PROFINET) 15 B

ST DAAETE ] T AE 2R SRR I [ 4k o T -
. F GSDML 315

HTTPS Cert EEH R BN HTTPS AEF3 X X
¥ S E Zh A0 0 HTTPS iE B3R B 28 0.
RIS B K HTTPS IE-BIEE H e,
RIS FH HH ] FE AN B F A LA 25 28 1)
HTTPSiE+5. HTTPS iEH &6 A s 44 1) B 4y 4%
N 2 B PE A e
ARG DUR SO RN B4
e .pem
S B AR SSAA HTTPS IE Th R4k
BB, ZUEB LA RIS AL .
e pl12
T B SRR HTTPS iEH, A
T I 2 B R R Y
B0 HAT SO E B R R R WA
WHIE “ RG> TR > HiL"(System >
Load & Save > Passwords) WBM T 207 H
ZAET 8 E % .
ANEE S AR AT
AR/ 8192 4

LogFile WA EM4HERP K E S

LoginWelcomeM | txt ST & i 7 (I SCA B ASCI AL, A SCHF X X
essage ASCII A% 2 Al SCA A

MIB L MSPS MIB X ff"Scalance_w_msps.mib”

RunningCLI 5 CLI i & B SCA SO

SR CLL i 2 TR S AT S HE N . 550
FEM SO B 7 R [PASSWORD]

AL RERESCAR SR R SRR, AN
FIR A
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AERE 3%} R T
RunningSINEMA | B M FT i & S RAF NI SR, DUMEfEIE - X
Config STEP7 Basic/Professional. %3 f4n] S X\ STEP 7

Basic/Professional £ 1] 23 7E HAG HH AT B2 51
W R AR R AE 8 b o TELRAT SO Z T, A ATE
WBM H i “ RG> ME A RAE > % 85"(System
> Load&Save > Passwords) AN
“RunningSINEMAConfig" /it — N %6 . 53 4h,
T EZAZ N DL SO 3N STEP 7 Basic/
Professional; 5316Z W."SINEMAConfig”.

Script B CU i 4 B SCA A - X

AT AE R AR A . oA BT L
AR CL 4.

FF ORAF AN SO CLL iy AN REAE A CLI B
A SAFRAHAT -

SINEMAConfig Jn#Li@id STEP 7 Basic/Professional 5 Hi AL %L X -
i, DUl ZOC R IR 3 WBM . ZEIEC
fH, WIE “ RG> MEANRAF > B AL (System
> Load&Save > Passwords) T 4“SINEMAConfig”
SN J15h, ETEEZERS DL SN
STEP 7 Basic/Professional Fii; HiEZ I
“RunningSINEMAConfig”.

Startuplnfo JAEh H & X -
2SS Eda s A H B SN BH
.

H A P 4 R R SO A

WBMFav WBM ik 2

O F P E WBM H B Uik . T B
N EAZICA IR B A E AR B

WLANAuthlog WA WLAN BRiE H % H O RIRIE S8 X -
BURMUE D St
WLANCert M EF . I7E WBM LT “IHEfifRAE > %" X X
UV PRZ Pt | (Load&Save > Password) H1 A FH FHIE 1536 5E 2
i,

RS R/N: 8192 £
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AR Ei::3%) R T#
WLANServerCert | fl5% 8% 1E 15 X X
COURZE PR | g5k /. 8192 4

WLANSigRec % zip UL AR S0 X

CBURZSOAEED | o cov 30t HAE S0 8 m &

o pdf 3fF, BANEERLINEERSR
ARMEMELHEFRNER, W “FES
sxA (U 316)"#77

6.5.8.2 HTTP

Eit HTTP IR AR L

WBM ﬁ"fﬁfu%u&%ﬁﬁﬁﬁ%ﬁtg)ﬂ i PC _ERIANESCA R, Bk EEEE A PC oS
INEE . KR, ST DUl AL T2 7 5 PC L B ST o [ 14445 .

L
It WBM T2 [ 76 HTTP B¢ HTTPS @S iE B ¥ m F .

B
[l fF 254 Hona . X n] iR A GEHF Siemens QIR 1 £ F BB %

x|

55a R A RE M

TR RAR FI R, ASBIEM HE TR ER . EXMEN T, G, &
oW B EE.

AR PLUG AEERBIIREAN#HE

TE AT I RE v, USSR H ESC T Re E L. TEXRREI T, 28 E, %
HoeMHE) RERS . BRSPS T PLUG, MEE G, HT PLUG 1B Z |
BT S EAE, IR ANot Accepted”. L, %8RI LUIR [H] 2 B B B9 AE T A
ERATMASESE . WRAETE PLUG EWJRIGAZ, WAI{EH WBM T &4t > PLUG”
(System > PLUG) F-hlfR ek E 5 PLUG.

54 |EEE 802.11n 3T Web %5 V6.5 1 SCALANCE W770/W730
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HBM

BB

AR AER B SRR

EEHSRAENT, A (ConfigPack F1 Config) A&#i Al #¥E 45 E s8h{R-1F .
ERABT, BASKRAEN, EAKE L RAAAEHS S (ConfigPack Al Config)
o 78 “ R4 > HAE"(System > Configuration) WBM TR “ 5 N A sh2H A" (Write
Startup Config) #%4H K 58 e RAFAE LA ST

CLI A4
] FEILA CLAHZS (RunningCLI) Jf BAERE B SR CLIBIA (Script).

VL
WHR AT R CL A (RunningCLI) KRB, NPIRSHEK B,
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Load and Save via HTTP

oo v s asowors [0

Type Description Load Save Delete
Config Startup Configuration [ Load I Save |
ConfigPack Startup Config, Users, Certificates and WBM favourites | Load || Save |
CountryList WLAN Country List
Debug Debug Information for Siemens Support | Save |
EDS EtherletIP Device Description
Firmwarg Firmware Update [ Load Il Save |
GSDML PROFINET Device Description
HTTPSCert HTTPS Certificate [ Load Il Save Il
LogFile Event Log (ASCII)
LoginWelcomeMessage Login Welcome Message [ Load || Save |
MIB SCALAMCE W MSPS MIB
RunningCLI *show running-config all' CLI settings
RunningSINEMAConfig  SINEMA Running Configuration [ Save |
Script Script Load

SINEMAConfig SINEMA Offline Configuration Load

Startupinfo Startup Information
Users Users and Passwords [ Load I Save |
WBMFay WBM favourite pages [ Load Il Save Il
WLANAUthLog Authentication Lag (ASCII)
WLANCert WLAN User Certificate | Load [ Save Il
WLANSenCert WLAN Server Certificate [ Load Il Save |
WLANSIgReC Signal Recorder [ |l
Refresh

Example of a device in client mode

i34
ZEMEAFELL T
o KA (File type)
RS FR
P8
EF SRR
HEF SO SR K 8192 A7 HIIEFS

e #i& (Description)
SR SO S AL fT L B

* Jmn#k (Load)
AT DA FH A2 L SO Ina B % & o WS ORI SRR ThRE, A H AR

4 IEEE 802.11n T Web % # V6.5 1 SCALANCE W770/W730
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» %7 (Save)
] DM A I PR AR & R SR . S SO R S Rz T e U AR T g By, A
2= A iR .

« B (Delete)
AT DL AL IR B 2 SR . A SR B S RRZ I e B SCHHAAE Tk B, A
23 Az A%
WA
R G, 1E MR Web i V88 2R AT

S HTTP fn# o

1. Hifi"Load™ %2 — H B in#Th g .
FEATIF AT IS TEAE -

2. B EZMEMISCA .

3. R XHEHEF " Open”iZ4 .
AHBLEINE e

FETS 7 BEE R RTINS R RS, Rt AN S . FA SR (i CUl B
S K LRIHAT, HICH R BAT S R i E .

R HTTP fR7E X4

1. HiSave &l 2 — BB RAFIIRE . IRAESCIF KA, XA RER 2 LI [A].

2. REMEARAL, RGEFIEREIEBAFEA BN RR. B AT AR S 4.
FORATIRFE, VST AR T RO EAE . BHATIEREZ S, Bl “fRAF"(Save) H24H

R HTTP BIERSTAE

1. Hii"Delete" %41 2 — Ja sht R Thag .
SCAHK 5 %

B RASEE

R Z & AR EIAR R AL, HE@id DHCP XEC 1P ik, ATl (RAFIFE N A
Bk ML

TREMAEEIR, 51T P RRE:

1.8 BB A SHARRAFAE PC L.

2. RZAASSCE N BV EA S P b B &

3. WA LB RE B AT B, A IAEA DG B EAEEGHEAT B E

4 IEEE 802.11n T Web 1% ¥ V6.5 1) SCALANCE W770/W730
fic B -/, 04/2022, C79000-G8952-C323-12 215



1 “FT Web HEFE” H#iTH#

6.5 “System” 54

6.5.8.3 TFTP
@it TFTP ARS5-28 I s A PR AP 4
EZHE b, ATRAHZS TFTP BRES 2R A0 42 . WBM B A1 T LUK B a8 B A7 At A2 25 ) i PC
L RIANE SO A, B R N PC AN SO IR BB & . IXERE, ] DUEE A
T v PC b R ST s [ 4 45
EEGS
[P 24 B . X aififf R ek Siemens G B4 T #8814 -
B
ST RA A A
TR IR, HSEIRMH EXHFrTRe Rk, XM T, it E, &
KB REE.
K PLUG A SLATRARRE
TR AT AR IR, HESEIEMH E X rTRe Rk, XS T, 22, &
o BB A, (RIS RN T PLUG, WE G, BT PLUG A 2 AT
o A SEE, IR N "Not Accepted”s BER,  #87T PLIR [R] 2 BT ) e (B T A
FRATMASZ . WRAHFE PLUG LRRIGAZS, WA H WBM T &4t > PLUG”
(System > PLUG) T3l HE S PLUG.
HA
L
ABHRRAER B RFER
TEE AR T, HAH (ConfigPack FI Config) 1% i i it 25 A SR 1E .
RN, BARASKHEY, EAKH S RFEHAS M (ConfigPack Al Config)
th. 7E “ RS > 44" (System > Configuration) WBM T FH 5 F] “ 5 N B BhZH A" (Write
Startup Config) #%4H ¥4 56 e RAFAE A ST
CLI fiA 4
4 |EEE 802.11n T Web % 3 V6.5 Y SCALANCE W770/W730
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AR EILE CLAHZE (RunningCLI) Jf EAEE H iy CLI A (Script).

o
W] F AR CLLBIA (RunningCLI) RS2, A4 K -

Load and Save via TFTP

75 asswards [

TFTP Server Address: 0.0.0.0
TFTP Server Port: 69

Type Description Filename Actions

Config Startup Configuration config_SCALANCE_W700.conf Select action e
ConfigPack Startup Config, Users, Certificates and WBM favourites  configpack_SCALANCE_W700.zip Select action v
CountryList WLAMN Country List countrylist_SCALANCE_W700 zip Select action v
Debug Debug Information for Siemens Support debug_SCALANCE_W700.bin Select action v
EDS EtherMetlP Device Description eds_SCALANCE_W700zip Select action v
Firmware Firmware Update firmware_SCALANCE_W700.sfw Select action v
GSDML PROFINET Device Description gsdml_SCALANCE_W700.zip Select action v
HTTPSCert HTTPS Certificate hitps_cert Select action ~
LogFile Event Log (ASCIl) logfile_SCALANCE_W700.csv Select action e
LoginWelcomeMessage Login Welcome Message login_welcome_message.bd Select action v
MIB SCALANCE W MSPS MIB scalance_w_msps.mib Select action ~
RunningCLI ‘show running-config all’ CLI settings RunningCLILbd Select action v
RunningSINEMAConfig  SINEMA Running Configuration sinema_config_running.zip Select action e
Script Script Script.bd Select action w
SINEMAConfig SINEMA Offline Configuration sinema_config.zip Select action v
Startuplnfo Startup Information startup_SCALANCE_W700.log Select action e
Users Users and Passwords UsEers.enc Select action w
WBMFav WEBM favourite pages whbmfav.bd Select action v
WLAMNAuthLog Authentication Log (ASCI) wlan_auth_log_SCALANCE_W700.csv Select action v
WLANCert WLAN User Cerificate wlan_user_cert Select action v
WLANSenCert WLAN Server Certificate wlan_senv_cert Select action e
WLANSIgRec Signal Recorder signal_recorder_SCALANCE_W700.zip Select action v

Example of a device in client mode

R
2L AL LU AE:

o TFTP R5-a5Huhk (TFTP Server Address)
TE AN FH T A8 e 25005 1Y) TRTP RS54 19 1P kBl FQDN (e PR il4z) .

o TFTP iR%-%%¥ 0 (TFTP Server Port)
TESEHIN TFTP MRS58 EEH T A8 Bm iim . WA L2, nT DK BRIME 69 S CNIE &
GOSToE AL

54 IEEE 802.11n T Web 1% ¥ V6.5 1] SCALANCE W770/W730
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iz
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ZRBAFE LRSI

R (Type)

BRI FR

VLA

MEH ST EIR

UE A SCAFAN T FF AN 8192 AL HIE P .

#iR (Description)
SRS SR AT LU

X4 (Filename)
LIPS & A

#/E (Actions)
NI 0 71E e b= i L ST P £ 31 v 1020 7 o 97 I LI 7 (N P AN A Vi e g U
FHR TN T «
— RIS (Save file)
T I 120 UK S OR A2 TFTP IR %5 %8 L.
- A (Load file)
T Z R TN EL TFTP R 45 2% H 1 S

it TFTP MaRER SR

1. 7E"TFTP Server Address"fi NHEH I\ TFTP 5545 1) IP btk 503 FQDN & F5%.

2. {E"TFTP k5% #5311 (TFTP server port) i AHE i A S48 Y R 5% s 3 11

3. 1E “3Cf4"(File name) i AHE Sy N T R A2 B0 0 AR BCECHR 1) SRR IR 44 8

4. M\ “HEFE"(Actions) i Bl HE PR P T I HE A .

5. i “WEE"(Set Values) 41 E B FTIERAE . MR SO RN, IX T R 7R 2 — LU Ao

6. MEASR SSLUETZ 5, EEd&. Hl A EHEEA.

BRAESEE

WRZ GRS R AR, HOiE DHCP 4 IP thlik, Al AR A7 i N3
AR E AT

BREMATEIE, EHUT DR
1. B OB R MHSEIE (RAFTE PC L.
2. B HESE N BB EHS A H A B % .

3.

YR RAT o BN RE B AT B L, WA AR DR B o AR AT W E

4 IEEE 802.11n T Web (4531 V6.5 [ SCALANCE W770/W730
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TR, ERFASEIRN 20 AT b X RV JCI2 8 F SUAR g 4 40 X B8 SO A kAT

AL
6.5.8.4 SFTP
JEit SFTP fR&-33 MB AR

SFTP (SSH SCA-ALS M) A% SO 6 T A 20 AS SFTP ARSS 28 1017 n) Bk

WBM 3 5 FT DKE ¥ 46 Bt A7 2 25 i PC LRI ANERSC o, B0Rs EEIE A PC SRR SC
fEmE R . XEWRE, Sl s AT Admin PC SO AT i 1445 .

FELE T E, 3T DU AT 22 4 VPN B2 I s HOAE TS -

Bl

[ D4 B . X T e O 2 BEHs Siemens GG (K& 1F T~ 81 B %
AR

VL

A SCAR Trial BERE IR

£ “HIMRA” BN, BuESEARHAA T (ConfigPack F1 Config) i H Bh{#1F .

E Trial" 0T, BARSRAEN, AAKESIRAAEHRS M (ConfigPack F1 Config)
. fE “RY > A" (System > Configuration) WBM T i Fi A ] 5 A JE Sh4L4" (Write
Startup Config) #%4H ¥4 S e RAFAE A S

CLI fiiA 3 A4
AR EIE CLZHZE (RunningCLI) Ff FAEE H 2.8 CLI JEIA (Script).

i
Un SR AR B CLL AR 2, WA SR B

4 IEEE 802.11n T Web 1% ¥ V6.5 1] SCALANCE W770/W730
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Load and Save via SFTP

HTTP | TFTP | SFTP  Passwords

SFTP Server Address:
SFTP Server Port:
SFTP User:

SFTP Password:

SFTP Password Confirmation:

0.0.0.0
22

Type Description Filename Actions

Config Startup Configuration config_SCALANCE_W700.conf Select action v
ConfigPack Startup Config, Users, Certificates and WBM favourites  configpack_SCALANCE_W700.zip Select action v
CountryList WLAN Country List countrylist_SCALANCE_WT00.zip Select action v
Debug Debug Information for Siemens Support debug_SCALANCE_W700.bin Select aclion ~
EDS EtherMetlP Device Description eds_SCALANCE_W700.zip Select aclion ~
Firmware Firmware Update firmware_SCALANCE_W700.sfw ~
GSDML PROFINET Device Description gsdml_SCALANCE_W700zip Select action ~
HTTPSCert HTTPS Certificate hitps_cert Select action ~
LogFile Event Log (ASCII) logfile_SCALANCE_W700.csv Select action E
LoginWelcomeMessage Login Welcome Message login_welcome_message. bt Select aclion ~
MIB SCALANCE W MSPS MIB scalance_w_msps.mib Select action ~
RunningCLI *show running-config all' CLI settings RunningCLILbd Select action ~
RunningSINEMAConfig  SINEMA Running Configuration sinema_config_running.zip Select action ~
Script Script Script.bd Select action ~
SINEMAConfig SINEMA Offline Configuration sinema_config.zip Select action ~
Startupinfo Startup Information startup_SCALAMCE_W700.log Select action ~
Users Users and Passwords users.enc Select action ~
WBMFav WEBM favourite pages whbmfavid Select action ~
WLANAuthLog Authentication Log (ASCII) wlan_auth_log_SCALANCE_W700.csv Select action ~
WLANCert WLAN User Certificate wlan_user_cert Select action ~
WLANServCert WLAN Server Cerfificate wlan_sen_cert Select action ~
WLANSigRec Signal Recorder signal_recorder_SCALANCE_W700.zip Select action ~

Example of a device in client mode

%)

I A PR AR:

o SFTP R%&-32H bl (SFTP Server Address)
N B RS e B R 1 SFTP AR S5 251 1P Hiuhik =% FQDN.

o SFTP k4-28¥% 1 (SFTP Server Port)
1N SFTP RS2 B T2 B i . WA L2, TP ERIAE 22 B NG A
EHMHE

» SFTP FHF (SFTP User)
VT SFTP R4S 25 I o 1% BB ELFE SFTP AR 45 2% A 8 E A A AR R H P o

o SFTP #Hg (SFTP Password)
HNH P RS

o SFTP ZH3Hi\ (SFTP Password Confirmation)
RN

4 IEEE 802.11n T Web (%31 V6.5 (1) SCALANCE W770/W730
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ZRIEAFE LTS
o A (Type)
BRI,

» YiBH (Description)
SR SRR AL P T B R
o X {444 (Filename)
TN BRSO R T — AN S 44
LA
E¥scEA

AT LASE S s SO 44 . iy “BEEAA"(Set Values) $%4Lm,  EURRISCIFEA 20k
FAEBE L, JFHIETTH T ar ATH .

o #{E (Actions)
MBI R A ERERAE . TR IR U R T B SO 28, foiltnn, A RefRAr H B0k
AR E B

- RS (Save file)
I ZIE DU SR A7 2 SFTP iR 4548 1.

- IS (Load file)
I IZE TN SFTP RSS2 H 1048 .

P&’

it SFTP BRI

1. FE"SFTP IR 45 2% k" (SFTP Server Address) H#i A SFTP % 45 2%t ht

2. TE"SFTP JIk 55 & i 1" (SFTP Server Port) Hoéai N 2445 FH (1) SFTP JIk 45 &% i [ -

3. HIAVIIR] SFTP RS 83 T IO P&l CHH R 2 0TS .

4. WAEH, 1R 304" (Filename) A N ZEORAT 204 B H SR IBCHGE (1 SO A R
UL
U I S22 RS RIS A

N T RS AE R & LI INEOX LSO, FEAE “ R > MEALRAT > 55" (System >
Load&Save > Passwords) 14 A\ N A6 E 205 .

5. M “HAE"(Actions) 51 Ak BEE AT FIHRAE
6. Hifi “E{A"(Set Values) J3 B Tik R 1E .

7. WOARTEEES, R ARRNE S . Hdr “#E"(OK) LAl T R R A . WAy <Ak
(Abort) #Z4], WK ASER. Frf) e R E= R 5 AR

SRASERE

54 IEEE 802.11n T Web 1% ¥ V6.5 1) SCALANCE W770/W730
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MR Z G FE RIS RREOE R A, H e DHCP 73 BC 1P Huhlk, WAl RA7 I 152
N BHER T E A SR

TR HEEIE, EHR LT P ERERE:

1. K EAB A FMASEHRE RAFAE PC E.

2. {ZIXA 5 SRR L SN AR B A A P A Hph s

3. WSRO RE B AT AN, A IR G B EAE S AT I E

BB
AR BRI . WRB O, R ok FRRE L B A 2 Tk DIOK A2 AL o

6.5.8.5 oy

Passwords

A LS BT RS2 RS R . N, DN T RERSAE A HTTPS ik, F5Z4E WBM Ui F4s e AH
IV

BB
—ANSCHE R R P RS AR

W P AR SS BUE AL TR — S0, WS TE S A& X M SCAE v P IE R AR 25 #RAIE
iz

T TS0 s 1

Type

HTTPSCert
RunningSIMEMAConfig
SINEMACenfig
WLANCert
WLANServCert

Refresh

222

Description Sefing  Password Efm on Status
HTTPS Cerlificate O -
SINEMA Running Configuration D Required
SINEMA Offline Configuration ] Required
WLAN User Ceriificate ] -

WLAN Server Ceriificate ]

4 IEEE 802.11n T Web % # V6.5 1 SCALANCE W770/W730
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SR AL TS

PR’

W=

R (Type)

R ARRAL,

#3R (Description)

TR TR IR .

W H (Setting)

HAEHAS THELPER TS A6E Ao

JA G, BEMESHRISATA R, #OREE5 NS B LA UL .
2 (Password)

NN SR B R

VLA

SRRy, AR DU R Al ASCIL 245 : 0x20 - Ox7e.

RN (Password Confirmation)
TRINE R,
RZ (Status)
RgE N, B0E R SMEE AR I EO .
- A% (Valid)
U 5 g I 5 3R ILEE .
- A (Invalid)
oA, (HE S AL .
— WIETN (Required)
AR A RE N A BUORAT

7E “#5f5"(Password) HHARI N Z 0,

FEHINZRY, 7 “FRUHiN"(Password Confirmation) H F /N 250,
P “Ja H"(Enabled) &I .

i “ BB H"(Set Values) #4411
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6.5.9 =:v0s
6.5.9.1 HES
EERGEMH

FERE T 8 E Bt RGTFAFIMN e 28 FI B RTIET, I3 #2551 AR R R AE .

Event Configuration
cori sy i A
E-mail Trap Log Table Syslog Fault Copy To Table
All Events No Change || No Change [«] No Change [=] No Change [+| No Change [«|[ CopyToTable |
Ewvent E-mail Trap Log Table Syslog Fault
Cold/Warm Start ]
Link Change
Authentication Failure
Power Change
Spanning Tree Change
Fault State Change
Overlap AP Detection
WDS
DFS
WLAN Authentication Log
iPCF Cycle Time
iPCF Poll Size
WLAN General
Configuration Change
Service Information [ [F (]
%)

FIHFE 1, ATPL—R )G HBEE AR 2 AN AT IEE. & 1 88 LUT:
o FTEEE (All Events)
VLI B XT38 2 BT E FH A R

o T (E-mail)/BEBF (Trap)/ H %R (Log Table)/Syslog/#i[#& (Faults)
Je R BAE F TG AR P Rl an A . ik “ o8 46"(No Change), NI 2 HAH R
F 5% HORFEAAL

« H#|P|E (Copy to Table)
R B AT, R 2 T RN T R

4 IEEE 802.11n T Web % # V6.5 1 SCALANCE W770/W730
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R 2HUELUNS:

o Zff (Event)
B PR :

#1235 (Cold/Warm Start)

AT 4

B4 (Link Change)

A 2 0] v FURAS AT AR S O A 2 R AR 2, WS “ RG> MR AL > BEg
AF{L"(System > Fault Monitoring > Link Change).

ISVE4E R (Authentication error)

28 P R B 7 B 2 R AR i A

HiJEA5 1k (Power Change)

A% HYRZR RS 1 AT 2 BT WA A4 2 R AR %R . XN 1 Bligki 2 A TR
fbo 7£ PoE HIJER A MR, S RAZFHM, HES W “ RG> WA > B (System
> Fault Monitoring > Power Supply).

A AR 4L (Spanning Tree Change)

STP. RSTP &k MSTP #fhifh kA48 1k .

MR 225 1k (Fault State Change)

WBERAS R A AR . SUROIRZS AT REPS A L0 i I WA 155 fink ol rr ) 152 s LR I
o

#HE AP Wil (Overlap AP Detection) (f PR i)

Y “HF AP"(Overlap AP) IR FAA/E L HIN, 2 fil R b=

WDS (U FRHN miB =)

WDS % PIEHDRAS KA T 281k

DFS (AUFREEN mi =)

PRI BT IA 15 5 I B DFS $93 8 shE s 15 1 E, kA b

WLAN Z&4iF H & (WLAN Authentication Log)

# WLAN Z6E H B 4% H 7 R4 KRG S45

WLAN & iF/ U %E (WLAN De/Authentication) (W FR %/ siifs =)

WLAN 56 1iF S5 B D) B AR

iPCF JH I} [a] (iPCF Cycle Time) (PR A

IXAESE N KEY-PLUG J& A4 7] i

T E IR IPCF JE AN [R] P 8 S 0 o B i I 22 BE — N JET A N 0 20 25 1 i Jey 2y [l B
W2 R A e A

iPCF %) KN (iPCF Poll Size)

I AER N KEY-PLUG J& 4 7] FH o

PROFINET s A KM Gk RN, 2k,

WLAN # ¥ (WLAN General) ({XPREEN AR

T E Y Y R AR AR 2 R A A

HZ T (Configuration Change)

A A A T O 2 R AR I A

54 IEEE 802.11n T Web 1% ¥ V6.5 1] SCALANCE W770/W730
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PR

226

- MR%1E R (Service Information)
HIL— L REHAM N BB HER P HRAS . P, g
AP E R
E-Mail
WA RIL BT, A O E SMTP RS 289 25 F"SMTP client"DRent, 1%IhReA4 ml
.
Trap

B K I%E SNMP B, (U4 ETE “ R4 > 4&"(System > Configuration) 1 JE FH“SNMPv 1
KB (SNMPv1 Traps) B, ZIhREA T .

H&% (Log Table)
WREFMFHERZTBEAN—1KH
Syslog

BEH MR HEARGHERS S (CHORE RS HEMRSHIFC B Syslog %/
i"(Syslog client) ThEERT, ZIhaeA ] .

& (Faults)
WA — MR . HE R LED Sl

LRI T RS ER

1.

LT R FAAT IR . 72U T A T B9 ok A
- HLTHBAE

- FEpk

- HE®R

— Syslog

e

My “YEE"(Set Values) $%4 .

4 IEEE 802.11n T Web (431 V6.5 (1) SCALANCE W770/W730
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6.5.9.2 FEERRFITIESE (Severity Filters)
TELE DU F A g R F s kit Ty U e E AR .

Event Severity Filters

Configuration | Severity Filters

Client Type Severity
E-mail Info ~]
Log Table Info I~
Syslog Infa ~]
WLAN Authentication Log  Info v
L
ZRAFELL RS
o EP KA (Client Type)
WP B E IR i
- E-mail
i R R IE R GEE AR R
— Log Table
fEHERTMA RS ET
— Syslog

1t Syslog SCHFEH N RS A
- WLAN KHFEHE
7 WLAN Z64F H B R N R

e Severity
PR SON. TREMIIE B AN
— Critical
b3 B R ANMIC T Critical "o 1 R R FH A
— Warning
Kb P R AT Warning 0] [ R 4F
- Info

A3 7 R FEAMIC T Info S I R G F 44

54 IEEE 802.11n T Web 1% ¥ V6.5 1) SCALANCE W770/W730
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L7 ]
%NS IR S BT 75 20«
1. WER P mAR G, MERRE FH T Rd % Rk E T E.
2. Bl “Y B (Set Values) 41

6.5.10 SMTP % i

IS H T ER AT P 45 B AR

BRI VAR IR FAER B 2 ROE T IR IR (BN AIR A B o 2T
IS0 AR B AR IR L 43 e i TP 5 B0 B DA B IR TR SRS P 3 T B SR G i
FARA 75 o 2 i S AR P s g A e 4320 B R A S, AT Internet
A% 5 3l WBM SRR A8 T AR IR BE B 2 2 s 12

FERE T AT 25 50 22 = > SMTP JIR 5523 AURH 2 F4 1~ R A ik«

Simple Mail Transfer Protocol (SMTP) Client

[C] SMTP Client
Sender Email Address: device@scalance

Send Test Mail
SMTP Port: 25

SMTP Server Address:

Select SMTP Server Address Receiver Email Address
[l 192.1628.16.20 senice@scalance
1 entry.

|Create || Delete || SetValues || Refresh

4 IEEE 802.11n T Web (431 V6.5 1) SCALANCE W770/W730
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PiEA
1% LT AL DA AE:
¢ SMTP Client
o 2R SMTP & it
¢ Sender Email Address
N R R TR R T AR, IR AR
MW EE T AT C S SMTP ARS8

¢ Send Test Mail
KL PR AR A .

e SMTP Port
B N T SR W) SMTP R 4% 2 1 i 11 o
). 25
Ui B & T T A SMTP R4

o SMTP fR&23Hhbt
I\ SMTP 5% 1) IP Hutk. FQDN (584BREIk 4, Fully Qualified Domain Name) B
FHLA .

SR AE LIRS

0

¢ Select

JE BB AOAT B R A AE

¢ SMTP Server Address
7R SMTP 452510 1P #ihk. FQDN (522 FR7EH 4, Fully Qualified Domain Name) 5%
AL

0

¢ Receiver Email Address

N HECEIAE, R AR, B 2ok F T AR A A B AL

SR
1. J FH*SMTP Client" 335 .

2. 1E"SMTP &5 bk (SMTP Server Address) 4 NAE R #ii N SMTP iR %3 /Y IP Hidik. FQDN &4
EXV B

3. iy “GIE"(Create) #icHll. SAERTAER—IH%H.

54 IEEE 802.11n T Web 1% ¥ V6.5 1) SCALANCE W770/W730
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4. F “HH TR HibE" (Receiver Email Address) B AKETT, S\ HL TR HbE, A& A s,
B L B R Bz b

5. Hii “wE{H"(Set Values) %4l
L]
R4 SMTP IR 55 2 @ M AZHAS, AT RE T AT L FHBH2 0" Sender E-Mail Address"fii A\
HE. 1H5 SMTP RS #s B H LR

6.5.11 DHCPv4
6.5.11.1 DHCP & i
DHCP AKX E

IR AHAS N DHCP % i, IEDKE S 2 DHCP A, B R A RIS, %4 M DHCP
AR5 2edUl IPv4 Hikik . RSS2 5 FE M 40D IPVA Hihk (R bk Ja Bl . 6 T DA IR S5 2t 4T 4H
A, AR A HERE, BREEREIE A IPv4 Hiil,

Dynamic Host Configuration Protocol (DHCP) Clier

DHCP Client| DHCP Server | DHCP Options | Static Leases-

#| DHCP Client Configuration Reguest (Opt 66, 67)
DHCP Mode: | via MAC Address r

Interface DHCP
vlan1
vlan2

Set Values || Refresh

4 IEEE 802.11n T Web (431 V6.5 (1) SCALANCE W770/W730
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T AR DL AR

DHCP & FImdA A SCHER GETH 66, 67)
U AR DHCP %5 7 Sifg i FHE 3 66 AN 67 33047 R 4R IFRE J J8 AN LA S, kit
I

DHCP Mode

MR HFIFHiERE DHCP 30, mIAEMR T

— via MAC Address
FT MAC il R 8 4

— via DHCP Client ID
T H B X DHCP 2% 73 1D R0 % %

— via System Name
BT RGELFRIATIRR . R RGBSR 255 MFERF, MRE—DNFHAHT
WA

— %5 PROFINET 44 %% (via PROFINET Name of Station)
{8 PROFINET 15 #% & FR iR o

ZRAFELLU RS

Interface

i EMARNED,

DHCP
RHIIRHE T A B2 DHCP 25 )7 3o

. M"DHCP #i:{"(DHCP Mode) FHid|ZR ik BT, itk DHCP 55X, “ifid DHCP &

J3 ID"(via DHCP Client ID),  JUPEF HY B AAE
~ fEJE A fI"DHCP % 3 ID(DHCP client ID) L AKEHT, A T IR B 460 7 .
DHCP i 5% #% Bl B 2 PEAG iZ 17 5

. IEPDHCP & Pl A TE R (GETI 66, 67) "(DHCP Client Configuration Request (Opt. 66,

67)), WHAHE DHCP % /w3 L T 66 Fl 67 AT T 4IFHl G B SN HA SO, Tk +E
PEE T

1R A H"DHCP % 1

Hdi “UE " (Set Values) #4H.

Vi

WRTRAT M, XMERGER . WRLETIZITHRIHSMET 2 N8R E S+
MECEAR, WRFKGERE.

IR B IEIUDHCP & 7 A& TE K (&I 66, 67) 7 .

4 IEEE 802.11n T Web 1% ¥ V6.5 1] SCALANCE W770/W730
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6.5.11.2 DHCP fiR%%%3

RSB AR —A> DHCP 55 4%,  MIMTAT A SONARE R B 70 e IPv4 Hihik. BERT DAM GG E
(RIHE Be B 7 e IPv4 Hitik, AT DULKE—MRGER IPv4 bk (B Res—MRFE B

TESL UL EFE 5 IPv4 HubE B, W loz bl BE AT — IPv4 il
1E “#ASHR"(Static Leases) 42 IPv4 Hubik % S0 B .

A

IP Hubt IR RS &

DHCP R 55 25 LR IPv4 bk f K3 100, #3522, IPv4 Hihk S %0y 100 (Bhas + 5
) .

ST, mE AR 20 MEH

Dynamic Host Configuration Protocol (DHCP) Server

DHCP Client| DHCP Server | Port Range | DHCP Options | Relay Agent Information | Static Leases _

[C1DHCP Server

["] Probe address with ICMP Echo before offer

Select Pool ID Interface Enable Subnet Lower IP Address  Upper IP Address  Lease Time [sec]
[ R vian1 = O 0.0.0.0/0 0000 0.0.0.0 3600

1 entry.

[Create |[ Delete || Set values || Refresh

DHCP %2R
o TEBNSBUT
— B PTE RS RN DHCP il 45 2% FR3REL IPv4 Stttk
o TER BT
— KPTIE R AN DHCP 45 2% FH 3R EL IPv4 Hhdik.
— NAT B Ja . AI7E “Z5 3 J2 > NAT"(Layer 3 > NAT) #1J3 il NAT,

4 IEEE 802.11n T Web % # V6.5 1 SCALANCE W770/W730
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YiEA
2L B B A

* DHCP fr%%%% (DHCP Server)
J& FH 325 H % % i) DHCP IR %5 %%

Wi B

kG IPv4 bl R AR, TEM 25 H BEk — N & 4S8 DHCP AR %45 .
Vi B

BAR

ST, REEESELAEF VALN (fCFE VLAN ID) _EA#i FI"DHCP Al &5#% 7 ThEE.

o RELARERTIET ICMP EIRAH A Hidk (Probe address with ICMP echo before offer)
%H )5, DHCP RS A A e 75 T4/ P Huhik. Ak, DHCP RS s E IPv4 Hy
Bk % ICMP % R (ping). WKW RIS, W) DHCP 45 2% vl 43 ic IPv4 Hidik

Wi B
LR N 2% Hp A AE [R5 AR S BRI ZE T 15 2%, AT RE & A IPv4 Hisdi b o Al G X Fh i
WRAE, B RNXFER D IPv4 Hidik B CLANE IPv4 Hhuhik .

ZRBFELL T
o EFE (Select)
396 HR I B B AT H ) R IR

e M 1D (Pool ID)
SR IPv4 HihEBr R, ST “OE"(Create) 335, &6 d—AN A ME—% 28T
Gt ID) .

i B
Hedgd— M ID (ID=1).

e #:O (Interface)
a2 F RS/ EC IPv4 Hubik 42 01
SR EREE T IPv4 HubECE T IPv4A HUHEBE I N . W SRASRIXEE, B OAS BT
IPv4 Hiutil,

46 IEEE 802.11n £ Web 182 V6.5 1) SCALANCE W770/W730
Bt & FH, 04/2022, C79000-G8952-C323-12 233



/] “ZT Web H9EFE” AT

6.5 “System” 54

JEF (Enable)
e B oA IPv4 Hihb B .

Ui

SR A A IPv4 HLhEBE, SRR TR AN E DHCP BT (1 v B R RS
1794 -

&t
>
=
52

FM (Subnet)
INE A HCER B I s b YE . A CIDR KRk

&AL IP Hulik (Lower IP address)
N T8 €307 IPv4 HibEBGERIAH) IPv4 Hidik. it IPv4 b 440 T4 “F”(Subnet)
ZHLZS 1 X 2% b bk 95 B Y o

EAL IP Hilk (Upper IP address)
N T8 E 507 IPv4 HikikBE4E o0 IPv4 Hidik . otk IPv4 Hilib A 440 T4 “F"(Subnet)
AR | IS AT = [

FHAEFE] (32) (Lease Time (sec))
Fe B ECHY IPv4 SRR SR E . SRR TR S, DHCP %/ S vl 28K 20 B
IPv4 bk (A RO TA] o 24 BEAN I TR Bk HJ5 . DHCP 2% 7 i 5 ZEAE SR T IPv4 itk

6.5.11.3 DHCP &3

234

EM T 36 5E DHCP R4 258 34351 DHCP 3%, RFC 2132 15 7 & DHCP & T,

Dynamic Host Configuration Protocol (DHCP) Options

PoollD: (4 »
Cption Code:
Select Poal ID Cption Code  Use Interface IP “alue
1 1 255.255.255.255
1 3 Ld 192 16616178
1 6 0.0.0.0
1 12
1 fils]
1 67 Bootfile name not sat

G entries.

[Create|[ Delete|[ Set Values | [Refresh]

4 IEEE 802.11n T Web % # V6.5 1 SCALANCE W770/W730
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T AR DL AR

1t 1D (Pool ID)

WERRFTFEI 1Pv4 HihEEL .

A (Option Code)

N5 DHCP IETU 4w . S % g 20 4~ DHCP &1,

RFC 2132 HhiE X T % Fh DHCP ik 1. A7 IPv4 shkBS, 2 EH30603E: DHCP &M 1. 3.
6. 12, 66 M1 67, [ 7k 1 LAgh, Heimmidy 4 ks .

FEAHH DHCP 3ET 3 B, 261 % B ER IPv4 Hilik 5 3012 B 9 DHCP 244,

VLA
ASCHEH DHCP 3T
ANSZFE DHCP #3750 - 60 Fll 255,

RIS

e (Select)
35 R B R AT R 1 A

it ID (Pool ID)
SN IPvA HidkBedn S .

ARG (Option Code)
7R DHCP &I 4 5 o

f#F# 0 IP (Use interface IP)
F6 52 A T FH A5 I ST IPv4 HiLhE.

{& (Value)
B NEAE A DHCP % ) 5 ) DHCP 2%, A B T DHCP & 7.
— DHCP&W 67 (5] S30F4H5)
PLEAF A N 5 2 S A FR
— DHCP &I 3 (EfH#%) 16 (DNS):
N — DHCP Z¥/E Ay IPv4 Hiuhik, 5121 192.168.100.2. %} DHCP #£1ji 6, w] 5
EZA IPv4 ik, Huhb 2 8] PLUE S 506 .
— DHCP % 12 (EHLLAK) -
DL A 3 A A N EHL B R
— DHCP %75 66 (TFTP R%5%%) -
BN TFTP AR %5 2%1E M I1Pv4 Hitik, 40 192.168.100.2 5k FQDN % Fx.
- JTH H & DHCP 1
N SHERI DHCP 23, #ltn, IPv4 Hikik 192.168.100.2 X} %“COA86402".
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6.5.11.4 BSHEA
e T B A e e MAC Hiuhik (935 45 40 B B 11 IPv4 Bk

Static Leases
DHCP Client | DHCP Server | Port Range | DHCP Options | Relay Agent Information | Static Leases _
Paal ID: 1 [=]
Client Identification Method: Client ID |E|
Value:
Select  PoolID  Identification Method  Value IP Address
2 Client ID B5TSETET 0.0.0.0
1 entry.

|Create || Delete || SetValues || Refresh |

iR
2L A LU A

e 1D (Pool ID)
MR AR AL TR (Pv4 thhbEL .

o FEMKE! (Hardware Type)
P T hRRE P i T
— Ethernet MAC
% P BRI MAC Mk 2R AT hR
— &' ID (Client ID)
R E T E ) DHCP %7 3 1D #EAT AR 1R %% /7 3 1D B KR BE ATy 254 4

2 Sy

FhFo
o {H (Value)
N MAC Huhtsk & P 1D, SRS “ A" (Create) 4 BNE#Z 4 H .
L]
B2 E 20 M H.
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ZRIEAFELL R
o 3 (Select)

I B BR 4T B SR AE .
e Y 1D (Pool ID)

R IPva kB GRS .

VLA

SZFFM ID =1,

o FEM2KE (Hardware Type)
SN AR MAC bk I 2 2 7 v 1D HEAT AR

* {H (Value)
SRS T IPv4 HuhiE Y MAC Hiudik .

o |P Bk (IP Address)
¥8 € IPv4 Mtk IPv4 HuhbA 25 1Pv4 ik B AR DTIC
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6.5.12 SNMP
6.5.12.1 HH
SNMP &7

FEZ U SNMP AT R A I B o AR A B2 H (1 Zh e AR L ) R HE

Simple Network Management Protocol (SNMP) General

General | SNMPv3 Users | SNMPv3 User to Group mapping | SNMPv3 Acnessl SNMPv3 Views | Notifications I

SNMP: [ SNMPv1/v2civa v |
[ SNMPv1/v2c Read Only

SHNMPv1ivZ2c Read Community String: public

SNMPv1ivZc Read/Write Community String: private
SNMPv3 User Migration

SNMP Engine 1D: 80.00.10.29.05.00.1b.1b.af a2 00
SMMF Agent Listen Port: 161

[Set valuzs | [Refresh |

4 IEEE 802.11n T Web % # V6.5 1 SCALANCE W770/W730
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12 DT T B BA T AEE

SNMP
TR 5 2 Frid 3 SNMP Wil . RTREIEE MR
- " (BEERD

.25 SNMP,

— SNMPv1/v2c/v3
% EF SNMPv1/v2civ3.

i B
FERE A 1 F1 2¢ (1 SNMP AL B AT ] 22 2 ML

— SNMPv3
I3 SNMPV3,

SNMPv1/v2c Read-Only

WS R, T SNMPy T iv2c A AT i EL SNMP 25 &

Ui B

il ==l

T %48, TE21E AR public'sk private”. 1 EVIIA 232 o B i A 777

EWRBIA T B R MK N 6 DA

24 Ei R, HAg@id SNMPv1/iv2c Read Community String X SNMPCommunityMIB

I Gt AT ARV . i@iE SNMPv1/v2c Read/Write Community String, 1] BAXY
SNMPCommunityMIB #4756 415 17

SNMPv1/v2c Read Community String
o NAERN SNMP BIMSL R B I AR 45 o

SNMPv1/v2c Read/Write Community String
B\ SNMP BRI 55 5 1] A 74 £

SNMPv3 User Migration

- BEH
WS FHiZIhRE, SER—/N TR SNMP 51 %8 1D. A7) LUK C4HZS ) SNMPy3 F
FEIE B AR
WG FHZ IR I & A SRS 5 — Mk &, B IRE SR SNMPY3 B P,
- C#H
WIRZEH1ZThRE, AN ER SNMP 513 1D, EA R ID, 753 F %A%
FIACHE MAC Hidik . A5 SNMP LSRR E H B K.
WA B I HS B R 7 — %, B MERFTE 41 SNMPY3 B .
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BT’

6.5.12.2 Traps

o vk~ W N

SNMP Engine ID
&~ SNMP 5% D,

SNMP Agent Listen Port
a2 SNMP fREEZERE SNMP 251 B B it o ARiEs 1 161 BRI
A LLk B A bR 1 162 8% 1024 ... 49151 8% 49500 ... 65535 3 [ N 135 15,

. IN"SNMP" 437 71 3 HH 8 3 I 7 46 700 «

o CERD
— SNMPv1/v2civ3

— SNMPv3

HA 4 B AH ] SNMPv 1 iv2c X SNMP e A7 305 [l 45 F“SNMPv 1 /v2c Read Only" %A .
TE"SNMPv1/v2c Read Community String”%i AE H 4 N T 5 745 5

TE"SNMPv1/v2c Read/Write Community String”#ii AHE H 3 A\ BT 75 =745 5 o

Wi g, AT LLS F“SNMPv3 User Migration”s

Hidi"Set Values 1% 41l »

REEL SNMP JERE

WA AR E S, B AT RN AR S B A% SNMP BEBE GIREIND - 024
"Events"> LR E SRR, A2 RER B

240

P
HE B fE"General £ 5"System > Configuration” 5 FHiET"SNMPv1 Traps”if, A&k
IEREME
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Simple Network Management Protocol (SNMP) Notifications

General | SNMPv3 Users | SNMPv3 User to Group mapping | SNMPv3 Acoessl SNMPv3 Views | Notifications _

[ SNMPv1 Traps
SNMPv1iv2c Trap Community String: public

SNMPy3 Notify Security Level: no Authino Priv T

Motification Receiver Type: | SNMPv1 Trap v

Nofification Receiver Address:

Select Mofification Receiver Address Motification Receiver Type SNMP Engine ID Motification
[] 192.168.178.107 SNMPv1 Trap - O
1 entry.

[Create|[Delete|[ == /= = |[Reiresh]|

A
o FEBREWOT bk
BNV A% 3% SNMP BB H bRl 0 1P ik FQDN (5e 4R 5E4K 4%, Fully Qualified
Domain Name) . #% % A48 & T AN A HE O IR 55 25 o
ZRAFELL TS
o %&F% (Select)
MR B IBR AT .
o AR bk (Trap Receiver Address)
FRAE 75 B0 o H ARG 1 1P Hihik ek FQDN (584:BR 23844, Fully Qualified Domain
Name) .
* PR (Trap)
JE FHEEE 1B RIERARE. T AR AL £ 0 TAE S A 22420 SNMP .
PR
il e
1. 1F “FEPHEICOT HhE"(Trap Receiver Address) H, i N 5846 325 A B IC) H Bl (1) 1P Stk Bl
FQDN.

2. iy “fIE"(Create) 441 LRI B WREBF & H -
3. T ERAT “BEBE(Trap) 51 H S AEAE .

4. il “UE{H"(Set Values) 4.
Tk e B 2% H

1. A FHEMERIAT ) “IE#E"(Select).

2. Hil “MBR"(Delete) ¥4 MIBR TAHI%H .
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6.5.12.3 v34A

ZERENR
SNMP filtAs 3 SEVFLE PR B R, DL B Oy S e RTINS . 22 S S MRS AR A% R 2L
RIPHCL . X E 2 BN B NIRRT

iR
A BEAN ) 22 A SR R AN R AR o An SRBOE N — 22 55 9058 LT RIBURR, % Tl
P2 2 AR AL R SR UL, ASREXS B HEAT U 7

Simple Network Management Protocol (SNMP) v3 Access

Generall SNMPv3 Users | SHMPvy3 User to Group mapping | SHMPv3 Accessl SNMPv3 Views MNotifications _

Group Mame:
Security Level: [ no Auth/no Priv w |
Select  Group Mame Security Level Read View Name  Write View Name  Motify View Name
[ Senice no Auth/no Priv SIMATICNETRD  SIMATICNETWR  SIMATICNETRD
1 entry.

|Create || Delete| [Refrash]|

i
2L AL LU A

* Group Name

prEE AN DR

* Security Level
WFREY e UV M BUR ) 2455 % (It InE) -
— no Auth/no Priv
A A RSAE, ARJE N .
— Auth/no Priv
J& FHESIE AR B s
— Auth/Priv
J& IR JE AN
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ZRESELL RS

Select

PR EMIBR AT

Group Name

7% SNMPV3 2[R 4 7R

Security Level

SRZ T AR IE T 1 22 55 4%

Read View Name

BIN—/ SNMPv3 ML, VAt EA € 2 A5 14 R R /e SNMP 3217 A1 B 4
Write View Name

BIAN— SNMPV3 HILIE, DL B E 2 2SR R AE SNMP 515 [r] I H
VLA

WP E U, AR

Notification View Name
BIN— SNMPv3 ML, DMt EA O LSRN R R et T SNMP 3@ &IE 6 H

gollf=:s

N o U M W N

N HALZE SNMP 7 [ 4L 4475

M"Security Level” i 51| Hik £ i 5 %2 25540

Hii"Create" %4 LA T 25 H -

f£"Read View Name"7Bt, i A\ T#E47 15215 0] () SNMPv3 #iL K
fE"Write View Name"F-Bt, S AH T-#E47 575 [l (1) SNMPv3 LA,
7E"Notification View Name" 7B, it A\ T 3R IBGE A SNMPv3 LA .
Fi“Set Values"$4¢4H «

Bkd

€ T A 2R A, AR JE BRI T B A R B S A FR e %
Y, KL ZA IO AL, AR A AR

TR

1.

2.

JA P EEMHER AT H " Select”
Xif BT M B ) A B R D 3R

Hii"Delete" %4 . K MHERAH A H .
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6.5.12.4 v3

RPREfZERE

FE WBM BT, FTRAGIEEHTK) SNMPV3 7 DL A SOl R B T o 3 H P i 22 A 7
KA P 2ME: 52, FramihES AR 1D, RETT IO 2R - 4
AEM B2 E .

Simple Network Management Protocol (SNMP) v3 Users

Generall SNMPv3 Users | SNMPv3 User to Group mapping | SNMPv3 Acoessl SNMPv3 Views | Notifications _

User Name:

Authentication . Authentication Authentication Password Privacy Password
e Protocol TR [FTIEL Password Confirmation TR PRI Confirmation
D Miller IMDs V”DES vl ........................
1 entry.
[Create] [ Delete|[ i Values |[Refresh]
32 A
Z AL 2 LU AE:

¢ User Name

T EH BRIP4 ARG, A0 UL S04 K.
ZRBFELL T
¢ Select
PR EMIBR AT
¢ User Name
EoNCEIEE
¢ Authentication Protocol
i 2 B UE B DN FLAT A 0
AL N R E
— None
- MD5
— SHA

4 IEEE 802.11n T Web % # V6.5 1 SCALANCE W770/W730
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Privacy Protocol

T B I VL LA AR S Y o M R 81 R ANAE QO B AR UE P U 75 mT A H .
AEHIBL N B E

— None

— DES

- AES

Authentication Password

e MRNET A S HIRIFETD. ZHEMLRAES 1 A EH, BE 32 MF.
Wi

FERKE

(SR AL e A PR T, TRA R, RSN RER 6 N, ELRTAL A
T NP NENCES S C

Authentication Password Confirmation

=R TPNDIN R TN

Privacy Password

BONINEED . AZ DD 1 ADTRE, RE 32 M4

YL

FHEKKE

TENSI B e I E B, AT, RSB/ 6 N7, BN ALE %
T RVNG RN

Privacy Password Confirmation
PR AN 3 B ABEAT A

B

oA wN

. 1E"User Name"fit ANAE S N7 P IR 44 9K

Hi"Create&fll . MERP AN —H%H .

% FE"Authentication Protocol” Sl Sk . TEARRIH AMEF,  F0 N 50TIE 25 A AR A 2505
M"Privacy Protocol” ik #e5Hk . FEA R ANMES, NN 2 A .

Hd"Set Values"1% 41
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il

1. & FEEER 14T P ) Select”
XA EMIER I 7 R D B

2. Huili"Delete" %4 . MIBE TAHIC%H .

6.5.13 R G} E]

A DLR AN R 755K 5 B B K R GE E] o BRI BER T — R T i
Wl —Mork)E, KBS EZ BT EEE .

6.5.13.1 FHRE

FhiRBE ARG R

ESL LT E W E R GeAR B () H AR [a] . A E, WERAH TR ER A" (Time
Manually).

Manual System Time Setting

Manual Setting | DST Overview  DST Configuration | SNTP Client | NTP Client  SIMATIC Time Client -

Time Manually
System Time: 08/26/2019 10:59:16
Use PC Time
Last Synchronization Time: 08/26/2019 09:28:29
Last Synchronization Mechanism: Manual
Daylight Saving Time: inactive (offset + Oh)

[set values]|[Refresh]
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T AR DL AR

FHERE (Time Manually)
JE T (BB E . GRS I, AT D4R System Time i AAE .

RS} A (System Time)
F"MMIDDIYYYY HH:MM:SS"#& =4 A\ H R a]
HiEZ )G, B4 M 01/01/2000 00:00:00 F44.

f$F PC i}[A] (Use PC Time)
BT Z AL IME ] PC AR TR .

LR FEBHtE] (Last Synchronization Time)
Won b — R B [ED R AR TE] . R TEVER TR B E D, iZHES B R"Dateltime not
set”s

LW F3BH1#] (Last Synchronization Mechanism)
SR VRIS B ED A AT T
- AKRiHE (Not set)
B E I [A] o
- F3h (Manual)
F2h & B )
— SNTP
i H SNTP H 3k 47 i 4 /)25
~ NTP
fH NTP E shit A7 e R 25
— SIMATIC
) SIMATIC I Bhiot B ZhiE A7 I [F) 25

X 4B} (DST) (Daylight Saving Time (DST))

R B A B U1 T O

— active (offset +1 h)
RGN SO E AN RIS T — /N ST WBM 3% 338 X 4 1 T30 21 24 B
ARG}
METH R CEIEE AN BIRTE “ KRG E"(System Time) HEH .

— inactive (offset +0 h)

AR RGN A
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PR]
1. B “FE% B RHE"(Time Manually) 35 .
2. 1E “RGHfE)"(System Time) $IAHEF, $%“MM/DDIYYYY HH:MM:SS"#% =i A\ H HH AN 8] o

3. By “U B H"(Set Values) %4
B Z H AR, FRAE “_LIREZSHLEI"(Last Synchronization Mechanism) AE A\ “F
zh"(Manual) .

6.5.13.2 DST #tid
FERE BT, 57T DARTEET ) 2 I 26 H .
BRI T H .

DST Configuration

Manual Setting DST Overview DST Configuration  SNTP Client | NTP Client | SIMATIC Time Client

DST No: 2[+]
Type: Date [=]
Mame: DST 2017

‘Year: 2017
Start Date End Date
Day. 30 [+| Day: 15 ]
Hour: 02:00 =] Hour: 03:00 [=]
Month: March [+] Month: November [=]

|SetVaIues || Refresh|

o H&EF% (Select)

B ERAT
* DST %5 (DST No.)

EaRFH S

R I%H, SAl@E—A a5 5 KT
» %% (Name)

BoRgk H AR

4 IEEE 802.11n T Web (431 V6.5 [ SCALANCE W770/W730
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4E (Year)
WoRgk B A

i H A (Start Date)
BoREARREMGH . HAE,

£ H#§ (End Date)
BRE AN R A HA (A,

HA H# (Recurring Date)

6.5 “System” 54

XEF R (Rule) RAUMIZE H, R R AT IR RO Ta B, b Bdd k. H R S

Xﬂ-%: « El E:E"(Date) %‘éﬂﬁ’g% a , ;{%E%u_uo

RZ (State)
BIR5% H PR
- JaH (Enabled)
% H B IEfBIEE.
— %% (Invalid)
BE R H, HEARRGAZ R H I M.
KA (Type)
R UATEAT B A I D) 4 s
- HH (Date)
BN TE 2 HE N A ) s TA]
- FN (Rule)
SE SUE A I U4 (RN o

AWEXHE

1.

i “fE"(Create) $%4l .
BHEN SER PRI A% H .

. TE"DST No" %l h s b Tl i 2% H

P4 E)"DST 4145"(DST Configuration) T

MR (Type) Tyl e £ T /5 282
MR EEEAIRM, KRR E

1E “ZF"(Name) HEFHIN—N 2 FK .

5. WRCEFERE “HI)"(Date), NWHIAE LU MHE,

-

- B G HAZ R H 8D
— /NI Ok n H A SE R H D
- H GdFian HIAmE R H 8D
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6.5.13.3

250

6. WIRCEPEEA “HUN"(Rule), IS LLUTHE,
— /P ORTRR S B AN S R H 5D
- 3 Gy Eas HAZE R H D
- JA Oo RS HAZE TR H D
- H CoFas H A ES R H D
7. il “EfH"(Set Values) 444l .
MRk 2% H
1. 8 FERIBR AT “3EHE"(Select).
2. Bl “MIBR"(Delete) ¥kl . MR T A% H .

DST A%

AIEM TS E AU H o VS W BbrEm 185, w] DA i X IR 1% B R
G e

A E R AW UIHRN, BRI 2 H

L]
I LTI 25 B Y S LR T TE. “ SR8 (Type) AE A il i %
GRS B R"DST 445" (DST No.).  “ZRA"(Type) Fl “ 4 FK"(Name) HE.

e DST %5 (DST No.)
prie S SENIAE Vit N

« KA (Type)
PR AW Y)HRT 2
- HI¥ (Date)
s mr AT B I H BAE N E A D) A
¥ BLIE B T A I )45 B 0 3 X
— N (Rule)
AT DASE X A 103 A0 o
I T B E T A B RS AR R 45 5 H AR 4O R e TAE H X
* R (Name)
I H %Ko
LRREKAN 16 NFHF .

L% “ 3" (Date) Bf R E
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DST Configuration

Manual Setting DST Overview DST Configuration | SNTP Client NTP Client  SIMATIC Time Client

DST No: 2 [=]
Type: Date =]
Mame: DST 2017

Year: 2017
Start Date End Date
Day: 30 [=] Day: 15 []
Hour: 02:00 [=] Hour: 02:00 =]
Month: March  [+] Month: November [«]

|Set‘ufalues || Refresh|

FIBCE B AT AR NS R 2 H .

o 4E (Year)
Wy NE AT A .

o EIEHIA (Start Date)
BN DL EAE A E AW R A
- H (Day)
feE HH.
— B (Hour)
FRE /N o
— H (Month)
feE Hor.
o ¥ HH#H (End Date)
HIN UL EAE N E A (2 R
- H (Day)
feE H.
iF (Hour)
E{ERARAN NS
H (Month)
feE Hbr.

T8 BN (Rule) B KB E
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DST Configuration

Manual Setting | DST Ovenriewl DST Configuration | SNTP Client | NTP Client | SIMATIC Time Client I

DST No: 1[+]

Type: Recurring| v |
Mame: DST 2016

Start Date End Date
Hour: 00:00[ | Hour: 00:00| v |
Month: September| | Month: September| v |
Week: Third [+] Week: Fourth [v]
Day: Monday  [v] Day: Tuesday [v|

Refresh

A LLE i = A DR

o E#HH (Start Date)
N LA EAE N E A )k A
— B} (Hour)
FRE /NI
—  H (Month)
faE A
- Ji (Week)
€ A o
ATLGERE—AN A H R 1 RIS 5 BB — .
- H (Day)
fee T/EH.

o ZWHH (End Date)
N DL MEAE N E A 2%
— B (Hour)
E{ERARAN NS
- H (Month)
faE .
- J& (Week)
fRE
AT LA AR EE 1 215 5 e s — .
- H (Day)
e TEH.

4 IEEE 802.11n T Web (431 V6.5 (1) SCALANCE W770/W730
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6.5.13.4 SNTP & ¥

o) 4 £ ek 1] [ 28
SNTP (Simple Network Time Protocol) I T-7E M s [F 2D E] . SNTP AR S5 28 175 45 Hh ik T
Eqi] i
PiH

D3RG I [EIBRER, A ORI 2% A — B IR IR 55 45

Simple Network Time Protocol (SNTP) Client

Manual Setting | DST Overview | DST Configuration | SNTP Client | NTP Client | SIMATIC Time Client _

SNTP Client

Current System Time: 011172018 12:27:41

Last Synchronization Time: 01/11/2018 11:13:56
Last Synchronization Mechanism: Manual
Time Zone: +00:00

Daylight Saving Time: active (offset + 1h)
SMNTP Mode: | paoll
Poll Interval[s]: 64

SNTP Server Address:
Select SNTP Server Address SNTF Server Port  Primary

192.168.1.255 123 <

1 entry.

[Create|[ Delete|[ Set Values | [Refresh]

iR
I AR PR

* SNTP Z& /'3 (SNTP Client)
J& AR A3 SNTP Bl HEAT i e )25

o HFT ALK H (Current System Time)
SR BRI 2480 H AR S B AR AERS (8] . GniRFEE TRFIX, DU A N S ) S .

o _EWRFEIBEE (Last Synchronization Time)
SR b YR 8RR 25 kA i T
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254

o _EWXFEZPHLE (Last Synchronization Mechanism)

R BRI R R R AT 7 e SRR 7k
— KRi&%E (Not set)
ENza AP
- F3h (Manual)
T3 v E 1A
— SNTP
8 SNTP B 2k T I )28
~ NTP
fEH NTP B 34T I B[R] 22
— SIMATIC
8] SIMATIC It 5 B EAT I R] 2

BT X (Time Zone)
FEMCHERT,  PL+- HH:MM s A B8 BRI X o B IX 5 UTC Fn it ST ) AH 56
FHRLYA RS “ 7 R G0 (] "(Current System Time) HEH [#IIF[A] .

B 4B} (DST) (Daylight Saving Time (DST))

R B A B U1 7 O

— active (offset +1 h)
RGN CE SO E AR RIS T —/Nk . SEATTE WBM 38 X 45 1 TH A 21 24 /i
RG],
MATE ] CRFER AR EIRTE “ RGN A" (System Time) HEH

— inactive (offset +0 h)

AEEHAHET RG]

SNTP #x (SNTP Mode)

MR AR AR FPP . AT DAEH R 71 [R5

— Listen
TEZBEUT, WA THIRES, BoBEBmahr SNTP i, 7B iR, HAHE
“SNTP AR5 254" (SNTP Server Address). “SNTP R 4%-#%m [1"(SNTP Server Port) H1 [t
W B,
EILREATS, AUSCHR IPv4 Hitik.

— Poll
R EEZA I, W BRI AME “Fe i aIBE [s]"(Poll Interval[s]), PAEHE— Dk T
HE. EEHRT, FHEHAMESNTP AR5 251" (SNTP Server Address) FI“SNTP

Al 55 %83 I1”(SNTP Server Port) W E . &8 HiZ R, W&SEE, JEm
SNTP Ak 5575 A3 I 18] 2596
T, SZEE IPv4 R IPv6 ik .

B8 FR[s] (Poll Interval[s])
T B N PR VRIS TR 1 2 [) (RIS TR) (R B o 7R BEHE i N BRI Rg P B E . AT RERMEN T
16 # 16284 FL 2 ],
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PR

6.5 “System”

SNTP iR %28 Hhhk (SNTP Server Address)
I\ SNTP iR 5545 1) 1P Hihib 5% FQDN (5e4xfR e 4, Fully Qualified Domain Name)

SNTP HR552%3% I (SNTP Server Port)
B\ SNTP JIRk 55 &5 )i 11 o

AT BE A R HE -

- 123 (bpifkdm =)

- 1025 #| 36564

% (Primary)

NI SNTP kS5 as i B ML Eikbric. WRCEIEZ A SNTP IR 4%, HELE
WERST A

. ST SNTP % 13" (SNTP Client) S AE LU Fi 1 2 1A £ 8 .
. fE “BFIX"(Time Zone) 4 AHE FAiT N 241U 18] 51k B ) (UTC) OB 2. T SNTP JIR 458 4h

2% UTC BHIE], R AAS ZON +-HH MM (BlEn,  F-F CEST & +02:00) . ZEfRIBE 5
S R IR R MR X R IR N 2 (] . AT DATE “ R > RGNS ] > DST AEiR”

(System > System Time > DST Overview) fl “ &%t > KR4I [A] > DST 213" (System > System
Time > DST Configuration) A E ). 78 “BFX"(Time Zone) ¥ ANHEHI AR, &

. M"SNTP #ix("(SNTP Mode) T Hi 43R ik Rk Tz —:

— Poll
TN, TSN A
- X2 (B8 2 30)
- EiEkE G54 2
- I T AR 25 4% (B8 5 4
- (557 )
-l 8 WA .

- Listen
TR, HEASL T A
- 5IREGS & RO I ) 2[RRIy 22 (38 2 48D
-l A 8 LA .

. AE “HRERE[s]"(Poll Interval[s]) FIAMEF, SN IR N EA IS (AR, Sid KB e, &

TEa) AR 5] 5 55 8 A2 3638 0 A ) 25 461

. TE"SNTP &5 #5Hlik"(SNTP Server Address) f AHEH, % A\ SNTP AR 2578117 IP #ihik 5% FQDN,

2R 55 2 ORI R 2D i

. B “fE"(Create) #2440

KAER Ty SNTP IR 55 dddi A — D HTT -

. TE"SNTP AR 2575 I1”(SNTP Server Port) 519, % AN FTHRAEH SNTP AR S5 #% 00m 1. AN 4%

N\ SNTP iR 55 #511) IPv4 Hidik5% FQDN 42 5, A LMESZ s .

. Bl “UCE{H"(Set Values) #2HHR 5T BB A B %
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6.5.13.5 NTP % J %

fE/H NTP B3 B R B
AR AL AT NTP AT BRIFI2E, W] AR RSO R 1 B

Network Time Protocol (NTP) Client

Manual Setting | DST Overviewl DST Configuration | SNTP Client| NTP Client | SIMATIC Time Client

«| NTP Client
Current System Time: 011172018 12:33:05
Last Synchronization Time: 04112018 11:13:56
Last Synchronization Mechanism: Manual
Time Zone: +00:00
Daylight Saving Time: active (offset + 1h)

NTP Server Address: 192.168.1.250

MNTP Server Port: 123
Poll Interval[s]: 64

Set Values

A
I TH AL E DL AE:
* NTP %735 (NTP Client)
e PR AREAE VT 5 FHAE B NTP B sl AT i Bl ) 25
o LHjARSAT A (Current System Time)
o H A B 24 B H R 2 B AR UERS (] . ARG TR IX, DA N R T4

o _EWRFIBREE (Last Synchronization Time)
SR b YR B RN D R AR TR TR

4 IEEE 802.11n T Web (431 V6.5 (1) SCALANCE W770/W730
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« _ERRFEENLAH (Last Synchronization Mechanism)
BoR BB RS AT 7 e BUR i mT H :
- A% HE (Notset)
B E (Ao
- F3h Manual)
F3h vk E )
— SNTP
4 SNTP H Bk AT B i [F] 20
~ NTP
i NTP H BT i Bl [F] 25
— SIMATIC
) SIMATIC I Bhiot B ZhiE A7 I [F) 25
* BfX (Time Zone)
FEMCHERT,  PL"+- HH:MM s S B8 BRI X B IX 5 UTC Fn it S [ 56
FHN B« M FT R ZEIHA]"(Current System Time) HE o ()R]

o K4 (DST) (Daylight Saving Time (DST))
PR B AR S O
— active (offset +1 h)
RO B O AR BB T /M. AT WBM e DS T 31240
RG],
METE A CREE AR BIRTE “ RGN E]"(System Time) HEH .
— inactive (offset +0 h)

AR AET RGN A

o NTP fR&-E:#ubk (NTP Server Address)
BN NTP JiR &5 %8 1F) IP Hodik sk FQDN (e 4BREis4) .

o NTP k%5233 0 (NTP Server Port)
BN NTP IR 2548 %6 1
AT HE A LR .
- 123 (hrifEs 1)
- 1025 %] 36564
o #ifFEIRR[s] (Poll Interval[s])
PRI B NP IR (R A v 2 i) (Erif (eIl AORSTRIIalRE CCARPABRAT) o RTRERIEAN T
64 #1024 #b2 [a],
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PR
1. B NTP % 73" (NTP Client) SZEAE, 5 F{EH NTP E kA7 i R % & .
2. TELLAE AP N 75 B
- X
— NTP IR %5 #% 11 IP Mkl 5 FQDN
— NTP %% 2831 O
— EifIAE
3. gl “wEAH"(Set Values) ¥4 .

6.5.13.6 SIMATIC Time Client

&It SIMATIC B 8] 2 7 3 v BB ]

L
D3 Gt (B BRER, A ORI 2% A — B I (] R 55 45

Siemens Automatic (SIMATIC) Time Client

Manual Setting DST Overview DST Configuration | SNTP Client NTP Client  SIMATIC Time Client

[7] SIMATIC Time Client
Current System Time: 08/26/2019 10:56:37
Last Synchronization Time: 08/26/2019 09:28:29
Last Synchronization Mechanism: Manual

[Set values|[Refresh]|

iR
2L AL LU A

* SIMATIC Time Client
1 R M R EEAE BT R T B 1E N SIMATIC i [R) 2 o o

»  %4§j R4iHTE (Current System Time)
BN M ET RGN Ao
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« _ERFEIBEE (Last Synchronization Time)
R b R B E] 25 kA s T

o _EWRFEEHLA (Last Synchronization Mechanism)
o B Bl B AT 7 e $REERLR ik

iz

AV E (Not set)

AL BT .

F55 (Manual)

F-5 % E A

SNTP

i SNTP B ahiE 4TI 8 [F] 25

NTP

ff I NTP B 3047 i B [F) 20

SIMATIC

{5 SIMATIC 8t 5 Bk AT i 7] 25

1. BE#"SIMATIC Time Client"E £ HER] JZ A SIMATIC Time Client.
2. Huly “U B (Set Values) 441

6.5.14 SRz

B B3N

FEZ I, BCEAAM P ANESNE B WBM B CLI L BT s e I TH)
MARE L HIES, WFREHRER.

L

AM CLI BBhiEe
WRE W BN 8] G R &1 ER:, 1ERE Telnet & i b “PREFIER” BORE.
W “ARRRERE 8] R R AT B LS AT TRD, U BRI A AL S AR AT P el ks (R R

i,

NHEZNEHIE T 300 £, 8 “LREFHER” That i E 1 120 #b. EXFELT, &

120 A RIE— IR B, DLRFFEREA T T
o ORMCORERER” Thag (EFRITE = 0)

i

o RIS IE]ERE BB R, DMEAEAMEIE SR 200 T g0k
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Automatic Logout
Web Based Management[s]: 900
CLI (TELMNET, 38H) [s]: 300
SetValues || Refresh|
SR

1. {£"Web Base Management [s]"4i AHEH i A {A 60 % 3600 #b. 4R HIANME 0, WIEEH B30
i

2. {E"CLI (TELNET, SSH) [s]"4 NE 4 N1E 60 ] 600 #b. i F4mA{E 0, MIZEH H 304 .

3. Bl “wEIH"(Set Values) 444l .

6.5.15 Syslog %& P ¥
TEM T H 20 Syslog & . P Syslog Y 2 IAN N2 s i 20k % 21 Syslog %5
o

Ki% Syslog J§ EHIER

o 3 Syslog % J i«

o 1E “ARG > FH M > HA"(System > Events > Configuration) 1, 4R A e S A4
“Syslog”s

4 IEEE 802.11n T Web (4531 V6.5 (1) SCALANCE W770/W730
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o 1 Syslog W S M 25 A7 AE Syslog AR %5 2%
o TR LEIN T Syslog fR55#5 1 IP Huhk A1 FQDN.
System Logging (Syslog) Client

Syslog Client
Syslog Server Address:
Select Syslog Server Address Server Port TLS
192.168.16.100 514
1 entry.

[Create || Delete || Sef Values |[Refresh]|

i
I AL BL R AE:
» Syslog %& i (Syslog Client)
TE W # R I EEE ] Syslog 2 7 i o
o Syslog fR%& 3%l (Syslog Server Address)

i\ Syslog k%51 IP Hitik. FQDN (GE4BREH 44, Fully Qualified Domain Name) E{
S

EZRAE LT %5
o EF% (Select)
MR AT -
o Syslog iR %23l (Syslog Server Address)

27 Syslog k5545 IP ik, FQDN (584:fR7EHH4%, Fully Qualified Domain Name) 5k
FHA4

o JRSE&%E D (Server Port)
i NELAE R Syslog AR5 283 1

e TLS

— JBH (Enabled)

T TCP LA TLS hn#& =0k % syslog H 2.
— #/ (Disabled)

BT UDP UEINZ T UK I% Syslog ¥ B .

3=

0
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PR’

JE FAThRE

1. & Syslog & F'ufi"(Syslog Client) 5 IEHE.
2. Hili “WEE"(Set Values) #%4H .
B %H

1. 1£"Syslog kg5 #stihik”(Syslog Server Address) fai AHEHT, i1\ Syslog ¥ &L T &% 21 Syslog
ik %5 #s ik .

2. B “fE"(Create) 140 . KAER PN —ANHAT.
3. £ “Mr%s A " (Server Port) FAMES, FA RS #din 5 .
4. By “RE{H"(Set Values) $%4H .

i B

AR S5 #sum BRI B A2 514,

E%%H

1. MER%H.

2. flEE%H

k2% H

1. e F B A AT R A A

2. i “MER"(Delete) ¥4l MR FTA T 10 2% B IFRIHT 275 .

6.5.16 A

6.5.16.1 FJR

AR FEIREI I E

262

AR TEEEE ARG RIEME S, Sf D e BERS CRBIE 1/HIR
2) F1—4> PoE MY, i TCA LRI, EXH AN B FR) 0 2 24 % 70 5] 2H 26 R

MPTHRRRER: (FURZREE 1. FURZREK 2 B PoE) AIE MBI HUR IR, THE R
Gk s 5

B
B AR UL A8 SO VR A AR IS PRAE
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R PR, B ROAR R LED RS, MR IRES R ERTE “5 B > #5117 (Information
> Errors) H1.

BeAh, TR R HERTRMAS MR R FHEHERNARERTE “SE>HERSF
£ H &"(Information > Log Tables> Event Log) .

i B
I WBM T #F SCALANCE W786-2 SFP AT .

Fault Mask Power

Power Supply Link Change

Line 1
PoE

2
1. R EIEMAILEE ZARAT R IEAE, A H BRI Th R
2. By “¥ B {H"(Set Values) %4

JE3T PROFINET ¥ T4 HIE

XHFRUN s, R4 ZEEL PROFINET HEALH) ALY -
* SCALANCE W788-x (RJ-45 H1'5)

+ SCALANCE W748-1 RJ-45

* SCALANCE W774-1 (RJ-45 FI M12 B15)

» SCALANCE W734-1 RJ-45
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Fault Monitoring Power Supply

Power Supply | Link Change _

Line 1
Line 2
PoE

PROFINET Redundancy:| Line 1 + Line 2 »
all available

Set Values Line 1 + Line 2

Line 1 + PoE
Line 2 + PoE

PR
1. By ER AL R LR 2 AR AT A R AE, 5 FH B T SRS R -

2. M"PROFINET JUAR"(PROFINET Redundancy) THigl3Hr, 4545 PROFINET WAL M TR A
s =

3. Hudy “¥ B (Set Values) 41l

6.5.16.2 Link Change

EERSRA R RIS AS
FE BT b 43S I 26 E FR SR 2 5 il A B iR (5 B
WSR A R, MR ERRE S
o i BN AT R QBRI
o B i LA A BB ARG DI B BRI

T IR, WA R LED B . AT AR EHR B RTE “B B > iR (Information
> Errors) 77,

AL, TELRHERFEAIEIRE R . FEHERMARERE “FR > HERS $
£ H &"(Information > Log Tables> Event Log) H'.

4 IEEE 802.11n T Web (4531 V6.5 (1) SCALANCE W770/W730
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B

PR’

Fault Monitering Link Change

Power Supply | Link Change

Port Setting

P1 - =l

SetWalues || Refresh|

SRAFELLU RS

Port
o] FH 3 o

# & (Setting)

M FRFIR A IR B E . AT e d%:

— Up
ity 1738 R B IR A B A iR AL B
CM"Link down”#]“Link up”)

— Down
23ty 11 AR R AEOR IR A I R B R AL 2
CM"Link up”#|“Link down")

— D
AR SR AL

- WAHBL R A, 2 4 B AL PR A 47 R i 11 X 2 P 126 090 o

B “YW B E"(Set Values) %41

54 IEEE 802.11n T Web 1% ¥ V6.5 1) SCALANCE W770/W730
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6.5.17 PROFINET

PROFINET I E
I T T $5 7 PROFINET AR RS F 88 44 K

PROFINET

PROFIMET Device Diagnostics: On
PROFIMET Device Diagnostics for next boot: | on
PROFINET AR Status: Offline
PROFINET Name of Station:

[SetValues][Refresh]

BN B

1% DU AL DL AE:

e PROFINET #&#i2Wr (PROFINET Device Diagnostics)
S| C“HFIE"0n) IE&ZEH  “5<H"(0ff)) PROFINET,

o FREFIN B PROFINET Z4T7#E=R, (PROFINET runtime mode for next boot)
WE TR SFEREZEH C “IFRE"(0n) 28 H  “5iH#"(0ff)) PROFINET.
VLA
PROFINET #1 EtherNet/IP
J¥J& PROFINET B}, EtherNet/IP#5¢H]. PROFINET il EtherNet/IP {7 % DCP JCE40H .

i B
PROFINET AR IR7&
W5 L 57 PROFINET 34, Bl PROFINET ARRZA N “#EZR” , WIJCE25H PROFINET.

4 IEEE 802.11n T Web (431 V6.5 (1) SCALANCE W770/W730
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* PROFINET AR R7Z (PROFINET AR Status)
IEHER R T PROFINET L PPIRAS; g ul, &2 PROFINET #% i 28 Z [A] (12
AT “TEZR"(Online) ARASE /& “ B ZRk"(Offline) IR A5,
FEMEAL, TELERDRIRA7/E ] PROFINET 10 548 iE4E, HIERAEEIE 4 T #31%
2 H & T LA PROFINET 10 #2511 88 RS IRASHHE . fEXFFRCH “ IEFEHM TR A3
FPRA N, JEIEXT PROFINET 5 il 28 () S B S 3 AT 445

» U5 PROFINET & #% (PROFINET Name of Station)
ICHEAR Y STEP 7 1) HW Config H 14075 {27~ PROFINET 545 44 7K.

A

WA BN UK PG 1% %

Xt T/ A PN AR 2%, AN FE 10 P1 AT T PROFINET 414, J5L[AIJ& LLPD i A fgid
S 1 3T R IEFIBC . LLPD MiTERE 1 P2 kbas i b BTG ELE /N O 2 AT i
IXIE T DL 4

e SCALANCE W786-2 SFP

« SCALANCE W774-1 RJ45

e SCALANCE W774-1 M12 EEC

¢ SCALANCE W778-1 M12

e SCALANCE W778-1 M12 EEC

« SCALANCE W734-1 RJ-45

e SCALANCE W738-1 M12

SCALANCE W700 F1 STEP 7
WSR2 DU R ER, MIATLE STEP 7 dh 425 UK 2 1 -
« KJH HSP0107 ¥] STEP 7 V13 Update 3 5§
o K GSDML Fii A 2.31 f) STEP7 flA 5.5.4
R M2 D RE . (HIGVEALH] STEP 7 SRZHZS WLAN #2111
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% P it PROFINET
RHEE Pl HAE PROFINET 4%, WA Ziida LA 5 38 @ 1% 7 i it MAC HihE (MAC
R -
« HE (Own)

TER & LIS Mg dr,  RBEHEAT IP @1, 1 HCiESEH PROFINET.
o 2 JZF%iE (Layer 2 Tunnel)
P i Jo T Ui 4 38 T FHAE PROFINET 4% o
i B
IS % PI MAC B BN “ A 3" (Automatic) 8L “F3h"(Manual), NHZE&{EA
et F/E PROFINET ¥4 .

6.5.18 EtherNet/IP

EtherNet/IP
TE T _F 407 EtherNet/IP [ R,

EtherNet Industrial Protocol (EtherNet/IP)

EtherMetF Device Diagnostics: Off
EtherMetF Device Diagnostics for next boot: | Of »

[SetValues][Refresh]

54 |EEE 802.11n &T Web I V6.5 ) SCALANCE W770/W730
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L

WA KRS 3%

T AHAF UK B O34, RAglE—MED (P13P2) AT IKMAZ.
B T LA F 4

SCALANCE W786-2 SFP
SCALANCE W774-1 RJ45
SCALANCE W774-1 M12 EEC
SCALANCE W778-1 M12
SCALANCE W778-1 M12 EEC
SCALANCE W734-1 RJ-45
SCALANCE W738-1 M12

L
;

% UL B LU AE:

EtherNet/IP #4327 (EtherNet/IP Device Diagnostics)
SoRBH (on") EEZEA] (“Off") EtherNet/IP.

T—W a3 EtherNet/IP &2 ¥ (EtherNet/IP Device Diagnostics for next boot)
WE FRRSEREZEH ('Oon") b2%2H (“Off") EtherNet/IP.

i B

EtherNet/IP 1 PROFINET

JFJ5 EtherNet/IP i5F, PROFINET #4541, EtherNet/IP #1 PROFINET [{J]4 % DCP TCim .

Vi B
PROFINET AR IR%&
S T S PROFINET %42, B PROFINET AR IRZ A"Online”, NITGIE S EtherNet/IP,
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6.5.19 PLUG
6.5.19.1 HE

BAEHIRE 21453k C-PLUG/KEY-PLUG !

B HTEOL T A4 0 LGk PLUG.

WA LL 1 R IAIRE RS £ PLUG & SAE(E. DRI E] PLUG #E4ic i, WIS E S . WiRAaE®
SN T AR KEY-PLUG, WS TEE R Ja U102 7iE A DRSS . fEIXFHENL R,
SCALANCE W & 25 R FHIf o282 1 &

PR SCATAAS T PLUG, NNZBEATEED I PLUG BITE I S TCIE4k S . NP8 %
W, HHRREEM N BE.

C-PLUG/KEY-PLUG S HAHXE B

UL 24t T 5¢ C-PLUG B KEY-PLUG A IS HITELIE S . 160 LUK PLUG BN
CHTERARE Y sm A nEo N A .

YL
WAEERT “ W EE"(Set Values) il G, A 2HATICERAE.
BEERAVE T -

N AGHAT IR P 2 JE I PEAPATILIIRE, W “RlH (Refresh) #24l. Bl R AR BE 3%
U T A, S BOH LR

i

AL PLUG AB SRR EARHES

BT AR R e, ASEERE TR E R EXFENT, ZHEEMHE, "&ESEHH
JRE S, R AEFIEAN T PLUG, WESE, BT PLUG 5 BA 2 Bl & A
B, IR AN"NOT ACCEPTED”., BRI, #8a] LR [A] 2 Rl (1 58 [ 44 1 AS 2 S AT 4R
HAHHE

WRAFFRE PLUG EREGRAAS, M H"System > PLUG" FahMlBr el E 5 PLUG.

4 IEEE 802.11n T Web (431 V6.5 1) SCALANCE W770/W730
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PLUG Configuration (KEY-PLUG)

comanaton s [

State: ACCEFTED
Device Group: SCALANCE W700
Device Type: SCALANCE W7T74-1 RJ45
Configuration Revision: 1
File System: UBIFS
File System Size: 261144576
File System Usage: 14095

Info Sfring: 6GKS 774-1FX00-DAAD
SCALANCE W7T4-1 RJ45
HW: 1
SW: TD6.00.00.00_09.01.01
Firmware on PLUG not present

Firmware on PLUG
Modify PLUG: | Select action v

[SetValues][Refresh]

R
SRR LT

o JRFS (State)
7R PLUG HPIRES . ATRERIRS 45

6.5 “System” 54

— ACCEPTED
W& A B A A & HE M1 PLUG.

— NOT ACCEPTED
AR PLUG BRI S TR A .

— NOT PRESENT
WA h R 4E N C-PLUG B{ KEY-PLUG.

— FACTORY
PLUG TN, (EAEEHE. WRARMEEREEF X PLUG #47 TR A, Nt EoR
IR

— MISSING

RGN PLUG. H4AE T VP IUE B % ST RE .

o ®4%&4 (Device Group)
BIRFEHIE 1% C-PLUG B KEY-PLUG ] SIMATIC NET 77 £k

o W&IKA (Device Type)
SRS HISE 1% C-PLUG 8% KEY-PLUG 177 il 48 [ 14 44 28 70

74 |IEEE 802.11n T Web f4 2 V6.5 1) SCALANCE W770/W730
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o HBRA (Configuration Revision)

HBLEMMIRA . GBS RS AREDA S, 15 BN E TG, Bk,
TER AL BRI N (SR ) I, IEIRA G BASER, (H2 an SR s [ 44,
MHZAE B AT g2 KA B3

s XM&RZ (File System)
IR PLUG B REGERAL

B3RS UBI

Fl SCALANCE W [ElfEA 2.0 #2, T C-PLUG 8% KEY-PLUG FIFRAE St 24509 UBL.
TAEIR A TR R] T A Se i o R4 IECP ) C-PLUG,  I=#4 1 C-PLUG #& AL Ay
UBI X R4, FF¥%ds 85 3 C-PLUG .

Xf T SCALANCE W, [ BEHT 22 V2.0 J5 XX RG s KA . 36 2 5 P20 3 AH 1 ]
PRI ERT A, W2 5] R k. [ BETC23e il I 5 N C-PLUG BX KEY-PLUG, ££%
ToiF: “E ) BRIA T B (Restore factory defaults).

ER

FEHAE A V1.0 B C-PLUG &

T PR R A B AF V1.0. S FHZEFAE CPLUG. %) i Bl f
i 2 AR OB v o DR 1 e X RE B AT [ 1 V6.0 B IH ARCA R e 46 o

FERG LNy, AR a, KT B 2 H ) AR A

o XHRGEKR/ [FF] (File System Size [bytes])
WoR PLUG XX RS RAFAERE JT

o NHREGMHEFHEN (File System Usage)
7R PLUG U &40 CAE H A7t 25 1]

« {EEFHFH (Info String)
B RZAMERZ PLUG FIB&RIMINGE S, Bl iT65 . 8BS hRiR LR R4
PRIRRA o TR IR S R BT HASTIRCAARIXT .o HRASN“NOT ACCEPTED"HY,
H A O i) L DR ) R 24 R
AR % PLUG 20459 PRESET PLUG,  JUZ(E 745 tf A NI INMG B o fEBLAL I 5 —

7. ARAUEA{EA] PRESET PLUG M BVEAIfE ., HS I “4E40” #i50.

4 IEEE 802.11n T Web % # V6.5 1 SCALANCE W770/W730
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e PLUG _kRyE 4 (Firmware on PLUG)
BRilE % E .
JA R, BEEFAETE PLUG . XEME RET PLUG E shidk AT B4 T+ 2 %2
s THFIE “Ei% PLUG"(Modify PLUG)
MZ T RAIR PR R R E. A A LR IEDTE 2 C-PLUG 8% KEY-PLUG 14
x~

PIARE

- B4R S N PLUG (Write current configuration to PLUG)
WA PLUG HRZAS A"NOT ACCEPTED”BY"FACTORY" I iZ& 1 A ] H] .
WA PRI A7 R A4 S 1 31 PLUG.

- % PLUG Tk & M) BRINEE (Erase PLUG to factory default)
TR C-PLUG i) BT Hictfs Il R AIS s XAk Dy e

PR

1. L) “EBGYT SRR, AR IEHEREAT I E . FEAL, SR PUE B PLUG WA
Ji ke

2. M\ “f225 PLUG"(Modify PLUG) .41 3 ik 4 i 7 126 101
3. Huly “¥EH"(Set Values) 41

6.5.19.2 HFaJHE

EE

BAEHEE 774k H Bi#E A\ C-PLUG/KEY-PLUG!

REEB& RGO T A 7] LU PLUG.

WAL 1 BRI EIBEAS A PLUG &2 577, G RAII 2] PLUG #idk i, WIS EE. WRER
AN TERKEY-PLUG, W&SEE RGBT K RIRES. EIXFMER T,
SCALANCE W &2 vl I 26+ 1 &

LRSS T PLUG, NINZBEA B ICIEAE b I PLUG BITS AL R . Rl %%
%, EHEREE RN WE.

oA
AR PLUG AXEREIIRAEN#HE

TEZB AT AR RE R, ASHRTRER L. EXFE T, B4R, WS
B RS, WR R AN T PLUG, WEEE, BT PLUG 5B A 2 Al [E 4 1)
HAELE, KRN "Not Accepted”s IX#F, A5 AT LUk [0 2 Hif gl [ 2 T AN 25 AT AT

KR
WERAE T PLUG ERBEEALE, WIRT{EA] “ R48 > PLUG"(System > PLUG) T3k ok &
5 PLUG.
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6.5 “System” 54

KEY-PLUG #HIERIMHRER
C-PLUG HEEA MBS IIAERS . BRSSP, KEY-PLUG i1 —ANT] 2 H SIMATIC NET #4511
4 58 T RE VR A IE

LT AL T A 9% KEY-PLUG L RTIER VRIS B 7ESEfI+, KEY-PLUG & H T+ /8 H
WS 3 EThEer %

PLUG License (KEY-PLUG)

Configuration | License

State: ACCEPTED
Order |D: 6GKS 907-0PADO

Senal Number: VPEE128019

Info Siring: KEY-PLUG W700: Security

A

o JRZ (Status)
78 KEY-PLUG HPIRZS . T RER 7 N HE:

ACCEPTED

B KEY-PLUG B8 & 1& HA U ATIE.
NOT ACCEPTED

i N ) KEY-PLUG FJEF AT HE T 2%

NOT PRESENT

W& AR $E N KEY-PLUG.

MISSING

P T AR NOIRAS A"FACTORY” ) KEY-PLUG B C-PLUG. 7E 75 B ml A B 4H
BEE.

WRONG

i N\ KEY-PLUG A& R T i #% .

UNKNOWN

KEY-PLUG ) N 2 A %01

DEFECTIVE

KEY-PLUG F /A 260 2 & iR

o 445 (Article number)
5o~ KEY-PLUG HIEB1ES% 5 . KEY-PLUG W] F T & Fhh Re B om Al & H AR R 45

274
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* %)% (Serial Number)
fi 7 KEY-PLUG HIFE%15 .

+ ERFRFE (Info String)
BT R BTE % KEY-PLUG ¥ T A BN S, #iltn: 7585, BShrii bl
S AT A . Bos AR 5 R S T AR AR L. RS N"NOT
ACCEPTED"H, I 7= A I ) 3 Ji AT (1) B 2245 6 o

i B
PRAFLASHS, B [FRRAE S S 2 A T KEY-PLUG FIfE B. Z2J5, REMANTES
MEIT 525 [F T UE R KEY-PLUG B, ZEHSARIEH . X5 & BHA T iFeatures LK.

6.5.20 Ping

IP P& FhHhlk (AT kit
i Ping ThRE, ARG AR — IP HuhbAER SR R B R Ui ).

Ping

Destination Address: Repeat 3
DNS Resolution: Auto [=]
Out Interface for IPvG: - E

Out Interface is required anly when pinging IPvG multicast and link-local addresses

Ping Output:
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B

U A DL AR

Destination Address
N0 IPv4, IPv6 HilikEk FQDN (Fully Qualified Domain Name).

Repeat
i\ Ping iR %R .
DNS Resolution
IEFRE TN 2%\ FQDN [ IP Huhik 287,
- B3
FEAZREA T, S EBIESE P kR,
— IPv4
HAE 1Pv4 Stk P g AT C 4 A FQDN.
— IPv6
HAE 1PV ik b g AT 24 A ) FQDN.

Out Interface for IPv6

ANAE H bbbk o 2H 1 55 B B A i b bk B 4 B2 SR Al HS e 5 o
- GRTRED

— JEBEAHRIM IPV6 2,

Ping

iz T 5 8 Ping ThRg.

Ping Output

ZHES: SR Ping THEE %

Clear

BT Z A T B ping Hr i

6.5.21 HBS0

&

FEMTUH b, AT OB S SR RECR BR300 N NTRT PR A7 fif 2 23 18]

B F#3 LL"ConfigPackBackup” U442 AT £RAT . 1E"System > Load&Save > HTTP/TFTP/
SFTP"ULIH, WK AS & An LL ZIP 4% S ARAE RN % 7 o PC B8 % 7 o PC EAT R 3.

276
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L

PR

Configuration Package Backup

Name
Select Name Size[kBytes]
Available memory 1005
[] BackupJuly2021 19
1 entry.

[Create| [Delete] [Refresh!

2L A LU AE:

¢ Name
LY NPy
TR LA
¢ Select
R EL BRI AT o
* Name
WoR & A FK

* Size [KB]

6.5 “System” &4

Restore

Restore

H17"Available memory” SR %40 il A & A AR A5 0] . BUEERAD )G, P AOAEH 2 2

() A 87 Hi gk /b
HEeAT BRI RN
¢ Restore

s i "Restore AL AE Bt 8 LN K547 -

1. HAFT#H B

2. Bdi"Create"i%4H.
AT HSENAE R

ORAF AT RERG 22— L8 [A) . BERD e fr A AU BT o Son B8t K/ ART FIAF

il 2 [A] 2
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6.6 “HE” %-%

6.6.1 Ethernet
6.6.1.1 iR
¥ AR

SR T s B T i ) R AR IR S . JeihZ T AT A A AT AL

Ports Overview

v Cortraton 1

Port Port Name Status OperState Link Mode MTU MNegotiation MAC Address
P1 enabled up up 100M FD 1500 enabled 00-1b-1-a5-5d-23
PiEA
ZRAFELL R
o ¥gH (Port)

BRI e AR R R, NS TUE ST T

o WK (Port name)
R 2R
o R (State)
SR R T A 2 S R AS . Fidiiid 5 A sedid &8 1o LT .
* OperState
BRMATIBITIRG . BITIREERT AR “RE"(Status) 1 “FEHE"(Link). AT ik

TR

- “H"(up)
CU s T RPIRESZHAS N “JE " (enabled),  Ho3i 1 5 W 2% 2 (A1 47-2E 6 R E B .

- “Jo&"(down)
EoB g RS HAS N “25 " (disabled) 58 “#% % K" (Link down), B3 i A AE
EERE,

4 IEEE 802.11n T Web % # V6.5 1 SCALANCE W770/W730
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* BEEE (Link)
BIORMZGERORTS . AU T ERRS:

i 1 5 2% 2 A AE A RCEE G, IEAE R B RS e B AR 5 .

— down

BEEETWT, Bl TR T TR B

+ A (Mode)
S 71 ity 1 ) i TR B RN i v

¢ MTU (Maximum Transmission Unit)

EIRERN

* Negotiation
BoR HEHASR B HIE 2 ZEHIRE .

o MAC Huht: (MAC Address)
R 1 H MAC Hibk .

6.6.1.2 AR

Ha& v O
it 0 T A A VA 8 UK R i 1

i B
Teik%t SCALANCE W770/W730 A LA WA w11 Bk AT S 8040 FiC 52 K7
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6.6 "7 FEH

Ports Confi

guration

Ovewiewl Configuration _

Port

Status:

CP1[v]

enabled [v|

Port Name:

MAC Address:
Mode Type:
Mode:
MNegotiation:
MTU:
OperState:
Link:

00-1b-1b-a5-5d-928
]

100M FD

enabled

1500

up

up

Set Values

iR
R IEAFELL T
W (Port)
T HLF R A e B B A ) o o
IR (Status)
8w v 2 5 IS 2R ES .
enabled
Je Fu . i im s N kimad 2 a F it kAT .
disabled
25 i 1 .
¥ O 4# (Port Name)
TE b N i ) 4 FK

MAC #iit (MAC Address)

SR TH) MAC Mk .

KA (Mode Type)

L]

Jei% N SCALANCE W770/W730 B4 A SE. WA um D REY TR “ B3l is”

(Autonegotiation).

B (Mode)
S 7N P i e P R A =X

4 IEEE 802.11n T Web (431 V6.5 ) SCALANCE W770/W730
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PR

6.6 "#EI17 FEH

* 1% (Negotiation)
SRR AR TERE T B S A T G RS 2 A T2 IRES .
o MTU (B RfE%iIH#IE)
N BAR AN, I e RN EE B e
¢ OperState
ERMATIZATIRES . BITIRERRT SN “RE"(Status) 1 “BEE"(Link). AT H %
TR

- “H®"(up)
OOl T RPIRS AN “ B H"(enabled),  Hoii 15 M4 2 (B 4EAE A 204 HE

- “TIR"(down)
S L FPIRESHES N “22H"(disabled) 8¢ “HEE P W (Link down), B um A fE
EERE,

o B (Link)

TR KRR . A TR .

- ¥ (up)
Uit 11 5 WX 4% 22 TR AEAE A RO, (BRI iR e e (5 5.

- ¥ (down)

FERR ORI IR R WA R

L
ki AR

AMSABEhIRE, Bkl IS LB, B PR Fofthding 1 A1 562 (Class of
Service) [MIFEMT . X MR BIAL S IR B 0], Wit i BEge =5 .
iR e ] DORIE R (Bl AR R, 2k D 8.

2 W8 R 5120 IR Mo 1 ZH S
1. TR N FHE B 2 A
2. By “U B H"(Set Values) %41
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6,6 ”%ﬂ” 7&’:’;‘%

6.6.2 WLAN

6.6.2.1 Basic

HEEARE
FEZ U LT v (LR AR L L, 0 L 5 b X i AR K

iR
T WLAN £2 1, DAURAE Jedi € B R MU . ARSI T ERMIXEE, )
Ut ARt .

WLAN Basic Radio Settings

Basic| Advanced  Antennas | Allowed Channsls  802.11n AP | AP WDS | AP 80211albig Rates| AP 802.11n Rates  Force Roaming | Spectrum Analyzer_

Country Code: Germany -

Device Mode: AP w
Radio Enabled Radio Mode Frequency Band WLAN Mode 24 GHz WLAN Mode 5 GHz ~ DFS (802.11h) Outdoor Mode max TxPower max. EIRP
WLAN 1 ] AP 24GHz | 802 11n ~| B0211n ] 20 dBm ~ | 23 dBm

Tz Power Check: Following channels are not allowed in current configuration:

‘“Warning: The device may not be permitted for use in countries denoted by a **' character.

Please check the following website for more detailed information:
hitp:/fwww.siemens.comiwireless-approvals

4 IEEE 802.11n T Web % # V6.5 1 SCALANCE W770/W730
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ik

6.6 "7 FEH

o EZRAMXAHS (Country Code)

Wi 4591 e b AR 3 R O RS
S TR I OB, 0 2 R 0 5 B S5 AR 9 Pt 1

L]
X E

NIRRT ENIE, AL BOE E K MR E . S B A I 7E [ R X AN ]
IR X 2 S BUEHA S

&, (Device Mode)

R AR . IR EIGEH TS,
TEAE DU R TAERE R

- AP: A fif

- B B AR

PiA

EHRUE, RRR S IR “HE"(OK) A S, TR AR B
T R EHSER.

) 0 WARNING: After applying settings by

W clicking the 'OK' button, the device will
restart with the default configuration for the
selected mode!

[ oK ][ cancel |

R U DR B, IR E RS SR AR ST A %S

ZRIEEFRE LT
* £k (Radio)

SR A B WLAN $210,

J5H (Enabled)
WLAN L FPIRAS . B WLAN #2210, iFk iz 8 ke,

Ui
J& F§ WLAN 80

RO T WLAN 2 A FERPIRES . fEERHIX AR R EAHS TR A WLAN
B,
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284

o T£4H#X (Radio Mode)

7R WLAN 2 CR R

#HEX (Frequency Band)

TREMB . (E% P a2 ] AT XU .
- 2.4 GHz

- 5GHz

- 2.4 GHz+5 GHz (YFR% /i)

VLEH
% W786-21A RJ-45 ] WLAN B OHS AR REHB

IR Z B LRI WLAN 452 DSBS 2 I 2 I s 4. 2
Bl BRI, XML R T

WLAN #x 2.4GHz (WLAN Mode 2.4 GHz)/WLAN #= 5GHz (WLAN Mode 5 GHz)
NZS RBUE BT 7 R RS AR e . 120 T E R M X B

— Auto ({UPRZ% s =)
F S0 8 A ik (2.4 GHz + 5 GHz) .

- 802.11a

L% B AL MibRifE IEEE 802.11a (5 GHz).
- 802.11g

L% B A& HbaifE IEEE 802.119 (2.4 GHz). IbA&fbsitE 5 IEEE 802.11b ] F % .
- 802.11n

O B AL bniE IEEE 802.11n (2.4 GHz 15 GHz) . & %ikrvES IEEE 802.11a f
|EEE 802.11g 4] %

- ¥ 802.11n (802.11n only)
O BAEHibRiE IEEE 802.11n (2.4 GHz 15 GHz) . IAEHikriEL IEEE 802.11a i
IEEE 802.11g ] F A%

L]
R B RRRE"802.1 1", “1X 802.11n"(802.11n only) B& “ HZ"(Auto) (UXFR%

), MR E S FKEMRE, S0 “#10 > WLAN > &2 (Interfaces >
WLAN > Advanced) #1J “43 7 K5 R{E"(Fragmentation Length Threshold).
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6.6 “#1”

« DFS (802.11h)

Ja FHEEEH “shaS ik (DFS) Thig

- JaH
{4 FH DFS Thfg, ‘ﬂ:ﬁf@tﬁﬁﬁ%%ﬁﬁ 5 Ghz ifif.
XL E N E SR X KR il IE, 7B SRR DFS MlE. AR ZER, ES I
] 5 4 [X 45 5E 1) DFS kY o
PN d st Hrp— mﬁﬁﬁ1T7i§‘”:ﬁ?ZHJ, 2B CAC GRIER MR E) HHTH
e MM E, MARGHEEFHEAES . MASNEERIPREAS KIETMAE
Fro X TAREIXIMEIE (5.6 -5.65 GHz), #HZRFEFENE N 10 204,
RS R A E RN BT FRAES, BASSEdEE R ES. T,
FEN SR T OB IR R AR AR
BATHAE, NSRS RELAES
WERFEN SR B A E éiﬁﬁﬂ;ﬁ{n“ﬁ, D"J BAIE P EEERE T M. REeHE
Y1 F 45 F DFS 838, a7iEEs gBam 30 234k,

- H
AA¢ FH DFS Thg

VLA
RCoax 5 GHz #1 DFS

76 35 [ R HoAh 845 FCC (EEBRFRIE S szz) (4 [ 57 [ HB X g FH DFS (B k)
F, ANBEEH] IWLAN RCoax HLZE 5 GHz. AJIEILLLF Internet #ihik £ F M AT A IEIRES

http:/lwww.siemens.com/wireless-approvals

o PAMER (Outdoor Mode)

Lt

IR R AR, R BEAE AT A2 7 ANE AT RIS TE -
- £H

SR R AR, U R BEAE A RTAE 7 A E AT B IBIE
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6.6 "HEI1" K

286

—_

AW N

BRARETHZER (max. Tx Power)

i e VA T SEIL I B R R S Th AR

WG R hZF R BRI R, W% P a kb B EUE S T R it ] . A i Ak 1) 4
WA 59 (dBm).

Rk SR V2 E I R R I DA, T BEAT A BRI B A I R R BRI R S T2 . PR
S5 Ty 2 AT A 5 e /N g XK /N o

L

A SEBR A SR RS DR PRI E AR T R AN AT o AT RS DR S 2 PRAfE 2, 1
S WSO TR R .

Y

AR P WLAN 2 DR S PN DRI AT EAR R AR VB L Y, IR REAE R
ST 15 dBm I SEC—ME OB AN OB T

max. EIRP (Effective Isotropic Radiated Power)

BARRERURTREN D%, HAEE M REM G CKmFEM) o R&MGa ™MW, REERE
A dE, WKL, HAdER DL E ) T D%

RET TR (Tx power check)

T P ) B L e i S gk I K 1 X SRV B R S DR BR ) o Kz A "max. EIRPYEA) T ARLAE
LA 5 SPGB A 7 e P 8 BB ] K DX T T AR VP IR R B D R PR tn SR L “ANfET A
FVFHYIEIE"(Use Allowed Channels only), JUIAAS 78 i 6 T TE

S O R A
- mi
7 RS SRR B SOV R T I

TS WLAN 32100, a2 B 5ea e E X X . 78 “ B FK X ALY (Country Code) T4
F R R P & IS AT I TR [ [ R X

M “HE"(Frequency Band) 7 51 3% A i 4 it 75 A1 Y
MU“WLAN B (WLAN Mode) "~ $7 41138 Hh g 21 25 (1 4 B g 35 it s A% b 14
By “W B {H"(Set Values) #4241 .

4 IEEE 802.11n T Web (%31 V6.5 (1) SCALANCE W770/W730
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1/ “FT Web HEFE” HirH#
6,6 //j«[gﬂ” ;?“ﬁ

6.6.2.2 =2

EXRERE
FERETURI, W] E AR AR R A B A P 2 . AN 20 i BRABCE o i24% T 1) SCALANCE
W700 B, it EE R o L 2.
WLAN Advanced Radio Settings
Basic Advanced Antennas Allowed Channels 802.11n AP AP WDS Force Roaming AP 202.11a/big Rates AP 802.11n Rates Spectrum Analyzer
Radio [Bmesa]mn Interval OTIM FB'LTS;S]TS Threshold F@g;l]enﬁlion Length Threshold E:{nes Multi Radar Detection E;gﬁ;gmﬁgum DFS
WLAN1 100 1 2346 2346 16 O O
Yid

ZRBFELUTS:

* £k (Radio)
TEUEA 2 7= 0T I WLAN #2111,

o {EF%[EIRE [ms] (Beacon Interval [ms]) (RN EAER)
P E N RIS FRI IR (40 - 1000 ms). SFr2 i S B R R, T
[F1) 50 S AR R N R R AEAE

o DTIM (fFREEA SR
DTIM BRI IR (1-15) F8 &2 N £ % i R IR IR B . (7 1% k. 4% 2l
TR LSRR .
— AR, BN s A ROERAME ARG SLRME ) 1% SR 0 CF
TR IR S O HERE R D o
— MR TFBANS", WFRRBEN S 5 Mt — R e 5 Rk i%.
B UL S0 V25 A7 BEAC IS T b T RIS, ELH v 2 M0 I SR S K

+ RTS/ICTS Bif [£7] (RTS/CTS Threshold [Bytes])
RTSICTS GESRAIEIVFRIE) &Pl Gt RN 715 127 R T SERREE A& /i iR
AE R (BT s D o W TN BT e PSR 18 s 19X 45 47 8817 A FH Lkt
TriEmE, AR TR E RN L B AL A8 H"RTSICTS BI{A"(RTSICTS Threshold) 24
i e HE B K

54 IEEE 802.11n T Web 1% ¥ V6.5 1) SCALANCE W770/W730
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1/ “FT Web HEFE” HiTH#

6.6 "7 FEH

288

o S RFKERME [ (Fragmentation Length Threshold [Bytes])

P88 TG BRI AL 18 B i REAR AR/ o REAR 24k 70 3 9 /MR AL S AT A4, IF
RO B RJEG KN . IXTEAE R EA BB W), ORISR 5 XL 4.
H3E, 7 R/ NEE G B RE e 2 AR

V|

I E T AEbRME"802.119" (2.4 GHz) 5("802.11 a"(5 GHz) I}, A RE4wiki%ft. E3
“FE11 > WLAN > J:A"(Interfaces > WLAN > Basic) H“WLAN £ ="(WLAN Mode).

FEMEE R (HW Retries)

feE s ER B 78 WLAN 385 223857 B B R IR R BN O BUE (o i, A 8 43 il
WLAN 5 F A B AT

WERFT A E AR NI, WZERE G R

2 H/ AR (Multi Radar Detection) (YR SR

- B
R E"Basic’ T i 8 7 "DFS"Thigfa, iZhReA vl H .
ZIREE AW N RS BA@ET—DNPURMIEZR LN A, R H X N S
[FJEIE _E AR IEE R
Y AN SN FIEGE SN, ER¥ZE RS KRG A TR N REEDIE
BN SAE 40 ms WIGHIE T HIEES, MSmBATE SN S . 1ZI81E L1
T W& OB T 2 5 — /MEE . ST NS, ZamiEk i B 30 4
ot
WERAE “$200 > WLAN > AP"(Interfaces > WLAN >AP) T FoNIBIEAS T “AZ”
(Auto), NITCyEmTSERME FZIhRE . TEXFPHHOL T, (MDA ER N G T
TER—ANEIE L RIER, A ATREHTHIAE S IIE. R A AN SRR T
WIE EMES, NS NE R HIAE S .

- %H
RAEA IR S— MEA SRR A ESE, ©RUHER—ANEE . A%
A5 KIS

o EHEAAH DFS EiE (Prefer Configured DFS Channel) ({XfR#EA HAER)

- BH
WA E"Basic" L H i 7 "DFS"Thitfa, ZIhReA vl H .
WIS WLAN 2 1 (1) 20 2518858 PR i IS AT I T 4 FELIBT, - HAE 30 2 s MK SR dg, T4
AN BB AN IEIE.
FEFN T ARAE A I AT 85 2 /0, R AE 9% 60 #PRUI (Al 7E i 1E F R+
B, IR, BASASKIE SR, RABE ERIGES, WA FES
WEFEEZRASRE. RAEE 60 e e A2 EEH G S, AL S
TEAZIMIE Lk AT RIEHRAE
W B FE “4E10 > WLAN > AP”(Interfaces > WLAN > AP) T o Ni@iEdHAs “Hsh”
(Auto), W #&AEA AR [ {1 2 A5 TE .

- %H

RAEHZIIRE .

4 IEEE 802.11n T Web (431 V6.5 (1) SCALANCE W770/W730
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/] “HET Web #IEFE” H{THE
6.6 “#%[1” FH

g
1. FERL R AKE T N B E M .
2. P T RR DI RE L TR AR .
3. il “w EA"(Set Values) %4 .

6.6.2.3 Rk

BY
T EREA T & T SCALANCE W % 4% [ IWLAN K2k,

W1780/W1740

@
c
e
[0}
=
=
©
u—
o
[0}
Q
>
[

Frequency
range (GHz)
SCALANCE
W780/W740
SCALANCE
W760/W720,
W770/W730
SCALANCE
W770/W730
SCALANCE
SCALANCE
WAM766-1/
WUM766-1

directional

(&)}

RCoax

(&)}

....lllll >

G_IK10_XX_30317

*Antennas can only be used on one antenna connector per radio interface (R1A1 or R2A1) and the rest
of the antenna connectors have to be fitted with a terminating resistor.
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1/l “HT Web #IEFE” {722
6.6 “#%[17 FH

W1780/W1740

(]
fe
C
Q
-
f
©
u—
o
()
Q.
>
=

Frequency
range (GHz)
Antennas
SCALANCE
W780/W740
SCALANCE
W760/W720,
W770/W730
SCALANCE
W770/W730
SCALANCE
SCALANCE
WAM766-1/
WUM766-1

directional

5
° ° ° e e
° ° ° o e
° ° ° ° °
° ° ° ° °

x

(]

o

O

['4
° ° ° ° °

5

G_IK10_XX_30317

*Antennas can only be used on one antenna connector per radio interface (R1A1 or R2A1) and the rest
of the antenna connectors have to be fitted with a terminating resistor.

REAFRIAE THE IWLAN RE LT P81 H R 2B 115 S

£F4& IEEE 802.11n 2T Web [ #1 V6.5 [ SCALANCE W770/W730
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/] “FE T Web HIEFE” HITH#

SCALANCE W 4% K%k

6.6 l/%gl}%ﬁ

. 2.4 GHz .
% I 5 GHz 5 szzﬁ . %g[’rﬂ
2.4 + 5 Gliz = =
RE&
SMRRE AR
TESL UL ZHAS BB MR R 1 & .
HAE W R LS R
]
50 Q N FH
B WLAN 82 G AN RERIERAR . R &S U142 50 Q sz i .
AR WLAN 2O JF G5, REERTAT UG AT IERRIRES . WIERRIEFATLMIRL, LU
A5 AR N 32 R Rx R T 75 DT e R A= AL T
Antennas

E

Basic| Advanced | Antennas |Allowed Channels |802.11n Client| Signal Recorder | Force Roaming _

Connector  Antenna Type 24 GHz[dB] 5GHz[dB] [m]

R1A1 Omni-Direct-Mount: ANT795-4MC [~]3 5 0
R1A2 Omni-Direct-Mount: ANT795-4MC [~]3 5 0

(] Dynamic Transmit Antenna Selection (DTAS)

| Set Values| | Refresh|

Antenna Gain  Antenna Gain  Cable Length

46 IEEE 802.11n £ Web 12 V6.5 1) SCALANCE W770/W730
fit & F i, 04/2022, C79000-G8952-C323-12
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291



1/ “FT Web HIEFE” HTTH4

6.6 "7 FEH

ik

292

SR EIELL TS

RS (Connector)
BIRAA IR LR RE R I 44 R o

RE:K% (Antenna Type)

HERER BB AR IINE R MR WIRINE RN RAATH, WEikEE%E “HH
& X"(User defined).

R B 50 Q vz B B R R LRI BE, THIESE “ARMAH (82 50 WK T “(Not

used (Connect 50 Ohm Termination)).

R (Antenna Gain)
WHERTE “ KL (Antenna Type) HiEHE T “H P HE ' (User defined) 6 H, NWF3)
EINRLIMEE (LL"dBIm N
- REHMS 2.4 GHz [dBi] (Antenna Gain 2.4 GHz [dBi])
FEIEH N R ZRTE 2.4 GHz JEX A fl R 2225 .
— REBHEZS 5 GHz [dBi] (Antenna Gain 5 GHz [dBi])
TE AN N R ZRTE 5 GHz $IUB P9 R 263185 25

45K & [m] (Cable length [m])
B NBE S FAMER R 28 2 IR ) e e R R IE R I K (LUK RRAL)

HAhZENR [dB] (Additional Attenuation [dB])
FE AT G HA R, 5 G v A 20 T s B O

4 |EEE 802.11n 3T Web %5 V6.5 1 SCALANCE W770/W730
fic & T/, 04/2022, C79000-G8952-C323-12



1/ “FT Web #EFE” HiTH#

+ R&#X (Antenna Mode)
FE R IR, T REERER 1 (RTATAIR2ATD) , AN EH,

6.6 "#EI17 FEH

- Tx
PR A%
— Rx
PR E2
— Rx\Tx
BECRN 3%
FERER T RERI SR A
R1 A1 R1 A2
R2 A1 R2 A2
Rx\Tx Rx\Tx
Rx\Tx Rx
Rx\Tx Tx
Rx\Tx -"

1) K£kJA1"50 Ohms Termination Impedance”

o HFEFRKHRE (DTAS) (UFRZ R
JEHE, 4 B kR RN SR A GRS S A R AT A AL
P 2R RER A 5 9 s A

& > WLAN > 2k H 4% 1115 2" (Information > WLAN >
Radio interfaces information) T,

DTAS ZIK:

- EEBARALEE MCS<=7,

- PR RECHBREBARXITX

- WRE=FRETH, WLIUNE = RERE “RERA” “REH (50 Q hfkH
FH) “(Not used (50 Ohm terminating resistor)).

HABIDR

BHB AN A RE, HZLLT DB

N =

w

. WTE A RELIERLR (R1 A1), £ “ R (Antenna Type) i3 R R L8357,

£ “H45KE"(Cable Length) S AMER, F NG FHd I ER S KE (DCKNRAD o X}
T RE&EER 1 (R1T AT FIR2AT)

O THANREGERESS (BIIIRTA2) |, fE “RE&KM (Antenna Type) iR FRLII,

“CREMA AT

4. 1& “HZiKJE"(Cable Length) S AMEH, NG EREBSMKE (DUKRNBRAD
5. & “RZM"(Antenna Mode) 251K FRik$E R 2 8 H 77 .

4 IEEE 802.11n T Web 1% ¥ V6.5 1) SCALANCE W770/W730
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1/ “F7 Web HIEFE” HTTH%

6,6 //f%ﬂ” 7}7“?‘%

6.6.2.4

BERE

BLHA

294

- NHAMREGERARER DR 3 5
7. il “WEE"(Set Values) %4 .

RHFHIIEE

AT, RSB — MR A TE . 7 BE T DLRAACBE
H Sk £l iE

FE LT € W] RE T8 A5 s IE .

Allowed Channels Settings

Basic Advanced Antennas | Allowed Channels | 802.11n | AP AP WDS AP 802.11a/b/g Rates | AP 802.11n Rates  Spectrum Analyzer

Frequency Band:

Frequency Band:

Use Allowed Channels
only

WLAN 1 O

2.4 GHz

[/ Select / Deselect all

Radio Radio Mode 1 2 3 4 i 8 9 0 11 12 13

WLANT AP @EE@EEEEEEEEE

5GHz

[¥] Select / Deselect all

Radio Radio Mode 184 183 152 106 & 12 16 36 40 44 48 52 56 6D 64 100 104 108

WLAN1 AP MMMdIdMMMMMMMMEMMMME M M &

Radio

®1BELURS:

o I£& (Radio)
SoRAl I WLAN $2 10,

o UfEH L YFRIIEE (Use Allowed Channels only)

A0SR R PR T, U BR A 1 Xk AP B 7 s de S PRI o V8 I

fERRP, FE XU A
- f£ “H3"(Auto) IBIE B E AL T R PR, AP W] ] T 37 Jo £k b & X F) i E
— BT AP 8N AL H)IEIE .
RAARIEANEHEAT R

SR I Z Ik T,

» WATPIAHZE N

T8 e

MR T 58 (ERMXARS. RE&. RADI#5E) [#n] HiiE.

4 |EEE 802.11n 3T Web %5 V6.5 1 SCALANCE W770/W730
fic & T/, 04/2022, C79000-G8952-C323-12



1/ “F7 Web HIEFE” HTTH4
6.6 "#17

ESANEB R LTy, A& FIDL N EIEAE:
o AnibIBUE 4 (Select/Deselect all)

— Enabled
W AR, Wik A EiE.
— Disabled
QT I HP R A, AR B N B — AN ROl TE K R S FIRAS . B R i .
AR BA LR
o £k (Radio)

ERT M WLAN #2H1
o TR (Radio Mode)
STV S
* J#iES (Channel number)
TONFT T RATIEL R 2 A ROEIE, 1%k s S BT B AR B SR HE .
ARG R T AN B M X S VFREE . R AE S A EE . JeREIE S K R H e
Ja H o
LA
e iliE, AR HEE AU R YFREE" (Use Allowed Channels only).

P&’
1. NP WLAN £ Dk “ AUl fe VFI)IEIE" (Use Allowed Channels only) #2653
HUy e« 4=k /HUIH 4% (Select/Deselect all) 5 HEAE .
A T R R S OGS L PR AE 6 AR .
i “ BB H"(Set Values) #4411

A wWN

4 IEEE 802.11n T Web 1% ¥ V6.5 1] SCALANCE W770/W730
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1/ “FT Web HEFE” H#iTH#

6,6 ”f%ﬂ” 77?“%

6.6.2.5 802.11n

802.11n (/B4

48 1EEE 802.11n brifE, PR E R G B —kS, B — A KREERE () A-
MPDU Fl A-MSDU %) Ao X Al 7 ok 5 s B Bk &

TESE U AT #E4T A-MPDU A1 A-MSDU 04 L1 8 o 35073 150 B o T 10 B AL S A i R BT
T (1) 3B B8

802.11n Advanced Radio Settings

Basic Advanced Antennas Allowed Channels 802.11n AP AP WDS AP 2802.11a/b/g Rates AP 802.11n Rates Spectrum Analyzer

Radio A-MFDU  A-MPDU Limit [Frames] A-MPDU Limit [Bytes] A-MSDU A-MSDU Packet Size [Bytes] Guard Interval [ns]

WLAN 1 v

ik

32 50000 ] 100 800 (long) ﬂ

ZRBAIEL TS

296

T4k (Radio)
o] F Y WLAN $£100,

A-MPDU
KA1 MAC il 24 .78 (A-MADU)

JA FH B2 F B M B btttk 6 LA MPDU BLK A-MPDU TR % . IX S B A&
SIS =

WA IS IR HE, N RSUEA K I%E A-MPDU 4 0.

A-MPDU Limit [Frames]

TR EE—A A-MPDU $idi A Fh 41 A 78—t i B 3 30 B O B0

HUE VI 2 - 64 i

A-MPDU [R{H [F7] (A-MPDU Limit [Bytes])

5 A-MPDU 4 A 1 B R K/ o

BUEYERI: 1024 - 65535 775

PRIME: 50000 775

4 IEEE 802.11n T Web (431 V6.5 1) SCALANCE W770/W730
fic & T-/Jt, 04/2022, C79000-G8952-C323-12



/] “ZT Web H9EFE” AT

6.6 "7 FEH

* A-MSDU

PR

RA 1 MAC IR 45 % 5.0 (A-MSDU)

JA FHBZE R a0 N #E: B MR B Ashhb ) J LAY MSDU #4R 452 —A A-MSDU 1, [
IRk X2 7. A-MSDU BA B 4G I B KK R, PRI & S 448 LA B4
a8

WA R IR AE, KR IUEAN K% A-MSDU £ £ .

A-MSDU B K/ [Z15] (A-MSDU Packet Size [Bytes])
i€ A-MSDU Hdli 1) i KK/

HUEJEHE: 50 - 200 #75

BME: 100 74

Bi3F IR [ns] (Guard Interval [ns]) (IXFREEA RAERD

IEPEAMEIE ) OFDM FF5 2 [] Wb 20 R 45 (1 R 36 8 5 i [

ATREMR B W R o 2L FEIGR T BT ik AL SR it o

- 400 (%) /1800 (KD : ¥E 400 ns nik. mIf#F 400 ns 5 800 ns [ & 1% E {5 i 1]
KREHA, HARGRTES R,

- 800 (K) : KikE{FH[H ) 800 ns.

FEEAELEA802.11n BE

1.
2.

Ja F"A-MPDU" & It .

7E"A-MPDU [R{E [mi]"(A-MPDU Limit [Frames]) F1“A-MPDU FRAE [775]1"(A-MPDU Limit
[Bytes]) it AAE A 45 N AT 75 FE

3. JHH"A-MSDU" &1,
4.
5
6

{E"A-MSDU %4 £ K /N (A-MSDU Packet Size) 4t ANE H iy A\ BT 75 8 -

. MBI AR [ns]”(Guard Interval [ns]) T 4 1) 3% sk £ B 75 A
. el “WEE"(Set Values) #24H .

AR A 802.11n B E

1.
2.

Jo F"A-MPDU" £ T .

1E“A-MPDU [RAE [i]”(A-MPDU Limit [Frames]) F1“A-MPDU FEAE [ 75]"(A-MPDU Limit
[Bytes]) i AAE 45 N AT 75 FE

3. JEF"A-MSDU"i% T,

TE"A-MSDU #(#i £, K /N (A-MSDU Packet Size) it ANAE Ay A FT 75 18 -
i “%E A" (Set Values) %4

54 |EEE 802.11n £ Web KI5 V6.5 i SCALANCE W770/W730
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1/ “FT Web HEFE” HiTH#

6,6 Ilf%ﬂ” ;,g‘ﬁ

6.6.2.6

HE

AP

FEZ I AR E AN R AR .

L

PER IR AAE RN G R

Access Point Settings

BasiclAdvanoed |Amennas|nlowed cnanne|s|802.11n |AP|.hP wns|roroe Roaming |AP 802.11a/big Rates AP 802.11n Rates | Spectrum Analyzerl

Radio
WLAN 1

Radio
WLAM 1

Radio

WLAM 1
WLAM 1
WLAM 1
WLAM 1
WLAM 1
WLAM 1
WLAM 1
WLAM 1

Channel
Auta

Available Channels

Alternative DFS Channel

[=] Auto [=] 20

100,104,108,112,116,132,136,140

Port

VAP 1.1
VAP 1.2
VAP 1.3
VAP 1.4
VAP 1.5
VAP 1.6
VAP 1.7
VAP 1.8

Enabled

OooooooE

551D

Siemens Wireless Network
Siemens Wireless Network 1.2
Siemens Wireless Network 1.3
Siemens Wireless Network 1.4
Siemens Wireless Network 1.5
Siemens Wireless Network 1.6
Siemens Wireless Network 1.7
Siemens Wireless Network 1.8

HT Channel Width [MHz]

[+]

Broadcast SSID WDS only WDS D

FEEEREEE
T

Warning: The approval process may not be finished in current country for channels denoted by a ™ character.

Please check the following website for more detailed information:
hitp:ifwww.siemens.comiwireless-approvals

SetValues || Refresh

298
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/] “ZT Web H9EFE” AT
6.6 "7

ik
®1BELURS:

o £k (Radio)
7E S5 A 7R a] B ) WLAN $21 .

« J&i# (Channel)
e EHiE .
WA BN BT RS NEE, EMEH “ B30 (Auto). W] PRI EE 7 G S B3 X N
PN RIEE . Sk, fE “ RrRIEE" (Allowed Channels) EI-RH, dEH “4YL
15 H ft.ifFEl’]i_iié"(Use Allowed Channels only) ’Eiﬁﬂ:
R B [ e IE, 15 N R AR kR R s

Vi
WLAN £ [0 [¥)381E a1 kR
TSRS A A WLAN 3200, i A B AT 2 6% (1) 380 1 18] )

» #%F3 DFS i&i8 (Alternative DFS Channel)
WIRAE “HA"(Basic) DL H 5 FH T"DFS"ThRe, WIFELLALYE & & FHiEiE .. WA A
MEATE RS NEE, EEAH “E30"(Auto).
ﬁn%&a‘zLL%ﬂ%ﬂ%‘ TE AR I E EE )FllJit%)\ﬁhEiﬂﬁafﬁf;?lﬂﬁﬁ
WIS A A e B IE, 15N R R kR B R
o HTBIEFEE [MHz] (HT Channel Width [MHz])
I AT HE SE S5 4 IEEE 802.11n AL kR A8 IE 717 5
AR E TR
- 20
EIEHT 58N 20 MHz
- 40up
IETE T N 40 MHz. A 445 (10388 DA K i 56 K T2 A8 R A AT i i
— 40down
THIET 5N 40 MHz. A 4145 (ridE DA AR T 47 98 1A 4T i 1E

VLA
EEH 40 MHz RISRER 2.4 GHz

TR N SR A I TE P B AR AR R I IE TP I B FA NS, MR e
I A 5 M 40 MHz ;iiaﬁzjj 20 MHz. RN S EEE N7 diE, NHiZEA
ACKAd FH 40 MHz [ 3E 8 7 98

4 IEEE 802.11n T Web 1% ¥ V6.5 1] SCALANCE W770/W730
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6,6 ”f%ﬂ” 77?“%

300

R 2HUELUNS:
* TGk (Radio)

TELLA R ] T WLAN 211

« TJH#EIE (Available Channels)

AR B /R SUVFRIETE . TR N A BT 280 Bt B K B X P Je e, BLA"Allowed
Channels"f % & .

R 3IWELUNS:
» TGk (Radio)

S~ WLAN £,

Port
S VAP $£11,

J& F (Enabled)
FAEH BT A VAP 20, i1k R b R R AE

SSID
i\ WLAN [ SSID. SSID FI7fFH KN 1 3 32 N1,
SSID {# F ASCII % 0x20 % Ox7e.

J~#%& SSID (Broadcast SSID)

— %% (disabled)
SSID ATEFZN S S bRl 4k 2L k0% . IX Rk SSID Xt HAh SCALANCE W700 % %
AT A SREEE N U1 SSID FE R T A IR i A AR RN .
TEIXLE R ity b A% FH"Any SSID"IE T

- JaH
SSID TEE N 5 A Fp b AT Ri%, FEx) HoAth SCALANCE W700 %4 7] L.tk 2
i, JEH T “4EE SSID"(Any SSID) JEIH ) %5 1 sy tH AT EERE BIZ AN

Y
H1T- SSID AL ABEAT I, Rl iZ T BE R BEX R A5 R AR o {3 HIS8IE

J7vE (fFln WPA2 (RADIUS), 8% WPA2-PSK) T LIRE 24k, FAh, Wi e F|Hhtk
LRI 4% ] BE TCI T I B 1 SSID.

1X WDS (WDS only)

ISR IR, BN SR S @ WDS HEATIRIE S . £ WDS BRI A A
WA F A — A8 3E

WDS ID

i\ WDS ID. WDS ID [ KK JE A 32 NE.

Ny WDS 8%, 157E WDS 1k £ _E%i At WDS ID.

WDS ID f#i Fi ASCII % 0x20 % Ox7e.

4 IEEE 802.11n T Web (431 V6.5 (1) SCALANCE W770/W730
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/] “FE T Web HIEFE” HITH#
6.6 "7

2 ]
1. M “IEIE"(Channel) N 4813 ok £ T 75 1l .
2. {E"SSID" % NHE R JgAH R ) WLAN 432 1R 35 155N X 28 42 B
3. JNAHIE WLAN 2 O Fsg ik “ 5 F"(Enabled) & iEHE.
4. iy “¥#E{E"(Set Values) 1441 .
6.6.2.7 AP WDS
BN S 2 B REE

FEIERIBATHS, FEN RUR AR B L 5% P il . (22, AN SfFAES M RN AT E
e EARIBAE RO, Bilhn, FERREY RIGAHE m T E e B s T . R UEH T
WDS (Wireless Distributed System, £ il R40) -

L]
BB IR AN G R

Wireless Distribution System Settings

Basic |Ad\ranced |Antenna.s |Allowed Channels | 202.11n |;!|I-J |AP WDS | Force Roaming |AP 802.11a/b/g Rates | AP 802.11n Rates | Spectrum Analyzerl

Port

Radio Port enabled Connection over Partner ID Type Partner MAC Partner WDS 1D
WLAN 1 WDSs 1.1 [] VAP 1.1 WDSs 1D 00-00-00-00-00-00
WLAN 1 WD51.2 ] VAP 1.1 WDS ID 00-00-00-00-00-00
WLAN 1 WDS1.3 [] VAP 1.1 WDSs 1D 00-00-00-00-00-00
WLAN 1 WDS 1.4 ] VAP 1.1 WDS ID 00-00-00-00-00-00
WLAN 1 WDS 15 [] VAP 1.1 WDSs 1D 00-00-00-00-00-00
WLAN 1 WDS 1.6 ] VAP 1.1 WDS ID 00-00-00-00-00-00
WLAN 1 WDS 1.7 [] VAP 1.1 WDS 1D 00-00-00-00-00-00
WLAN 1 WDS 1.8 ] VAP 1.1 WDS ID 00-00-00-00-00-00
WLAN 2 WDS 2.1 [] VAP 21 WDS 1D 00-00-00-00-D0-00
WLAN 2 WDs 2.2 ] VAP 2.1 WDS ID 00-00-00-00-00-00
WLAN 2 WDS 23 ] VAP 21 WDS 1D 00-00-00-00-D0-00
WLAN 2 WDS 24 [] VAP 2.1 WDs 1D 00-00-00-00-00-00
WLAN 2 WDS 25 ] VAP 21 WDS 1D 00-00-00-00-D0-00
WLAN 2 WDS 28 [] VAP 2.1 WDS 1D 00-00-00-00-00-00
WLAN 2 WDS 27 ] VAP 21 WDS 1D 00-00-00-00-D0-00
WLAN 2 WDs 28 [] VAP 2.1 WDSs 1D 00-00-00-00-00-00

SetValues
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6.6 "#EI17 FEH

B

302

SR EIELL TS

o 48 (Radio)
TELEA H 2R v T WLAN #2101

e Port
H
SN .

o JSH%O (Port enabled)
Ja B WDS #:11,

« #EFTAEED (Connection over)
T E @ WDS R T4 i) VAP 21 . ] VAP ) MAC Hhlib Al 224 8 (#ltn
WPA2) .

o {kf¥ ID 2% (Partner ID Type)
fa & WDS {5 KA.
— MAC b3k (MAC Address)

{5/ MAC #idik.  “fkfE WDS ID”(Partner WDS ID) #i ANMEKF K 5o T “AkfE MAC”
(Partner MAC), %\ WDS 1ktEf#¥) MAC Hudik.

- WDSID
fEFWDSID.  “fkff MAC"(Partner MAC) I ANHERF K E. . X “4kff: WDS ID"(Partner
WDS ID), #i A\ WDS fkf£:1¥] WDS ID. W12 LLJ5 28 ] C-PLUG 8% KEY-PLUG & #td2 A
AL DU R B
o fkfE MAC (Partner MAC)
1\ WDS KA MAC Hbtik o

» {kf£ WDS ID (Partner WDS ID)
N\ WDS 1k 17 WDS ID.
% WDS ID, {#FH ASCIl i 0x20 £ 0x7e.

YL

ULHC WDS R FH&ERE

7E WDS #i3U R, Wafr e 4w B 5 A F< ) SCALANCE W700 &4 UCHEL . Rk EASIE
e 5 2R SCALANCE W700 & A7, TS DR BGUEAS R T Tk AT 5 e e . 3k 47
A ) S “ 224U B (Security Settings) ¥EIK_Ef# “ A 50" (Auto) W E, JE KA
ZWE ER R N S R R E D
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6.6 "FEI1”7 FEH

L]
£ WDS #efErh, 3 KIGFTA N mIAAAE LT BRI

BT A B AT 2N A 0A U FH A [F) 808 AR5 R A ER AL dan i

Ak WEP Bt WPA(2)-PSK 1 NN J5 .

L AL EAS O VAP B2 40 B “ %4> WLAN > FAK"(Security > WLAN > Basic)
XFF WDS 82, ANHEE{E ] RADIUS AR 55 23 AR AIE -

1E |IEEE 802.11h /&5, EH " WDS" A AL . /£ WDS BT, Fra B A sl 4l
HE—ANEE . R EANEN SRS EEH P RES, W3 #aziEE, NS
HiEH W

2
1. M “IEFRTHEE 10" (Connection over) i1 HHiE BT 19 VAP 1 .
2. M\ “4kfE 1D 2828 (Partner ID Type) R 4413k k£ 4 H"WDS ID”.
3. 7E"WDS ID"#i NAE PN WDS fK L WDS ID. “4k£E: MAC”(Partner MAC) i ANESS K T .
4. i “RBH"(Set Values) 148 .
6.6.2.8 AP 802.11a/blg
IEEE 802.11a/blg FI¥E e s i

L
BRI TR AAE N S AR T A

WBM T i H A 7E 2L WLAN #5220 (WLAN Mode) # E 4"802.11a". “802.11¢"8"802.11n"
WA TS

It WBM T TH £ .7~ WLAN #55X 802.11a/blg I m] I Bt i . dndg A2, m DASE o3
WAL . S0, R B BRI BN E . IRFEEN AU FH BTk i B 1%
RS SR A .
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6,6 //}%E” ;,g‘ﬁ

AP 802.11 a/b/g Data Rates Settings

Basic |Advanced |Amennﬂs |Allowed Channels | 202.11n |AP |AP wDs |AF' 802.11a/b/g Rates | AP 802.11n Rates | Spectrum Analy:er.

Radio:

Radio

Use selected data rates

only
WLAN 1 m
WLAN 1 V]

Enabled Basic Copy to Table

All data rates seftings No Change [+]NoChange [v][ Copyio Tabe |
Radio Data Rate [Mbps] Enabled Basic
WLAN1 1.0 = [~
WLAN1 2.0 “ ¥
WLAN1 55 = [~
WLAN1 6.0 “ ]
WLAN1 9.0 = ]
WLAN1 110 “ ¥
WLAN1 120 = ]
WLAN1 180 “ ]
WLAN1 240 = ]
WLAN1 360 “ ]
WLAN1 480 = ]
WLAN1 540 “ ]
[Defaut Values]

Set Values

B

304

K155
o 48 (Radio)
52 (5 BT OCHEA WLAN #2110
o UEFFTERBIEAHTER (Use selected data rates only)
3 I e AR MR I T A T A 1K WLAN 322 1146 5 St A% 4 7
USRAE T IR T, U2 ERIAE . BRI LN AR g T

£ (Radio) THiFFE
W R RAE , R 3 CBIEEHER) P R/Rr WLAN £10,
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BB

6.6 "#EI17 FEH

AR 2, WL 0R FEEERIER 3 (CBEE SR RAFIRI T RIEhE. K 2 & IR

BT BB iEkns 5 8 (All data rate settings)
RoRxER 3 AT % H#A SR E

J& i (Enabled)/#: 4 (Basic)
M FRAIER T, B rE % H W E. RS “I210"(No Change), NI 3
2 H R

HH13)F P (Copy to table)
R s AR, WK RER 3 AT % H RE .

3 CHdlE A il LR A4 AL

T4 (Radio)
fa e (s BB oCBER) WLAN 1.

BAEE5HE R [Mbps] (Data Rate [Mbps])
SRR ER AR A (R JRALERD)

J5H (Enabled)
JA FHIEIE I, DA B 75 A0 500 A5 S B2 4 o4 WLAN #2100,
VL

TR AR

Basic
Ja IR0, - DAEERE AT 7 OB AL 4 75 W N "Basic” s “Basic" 2 dE /2 2% 7 i L Zi e %
ISR M R 5 TR Access Point. R IESR T AT I RIBEAL SRS 5, 70T JE H“Basic”
eI

B
/b s — A MOl e B 4y Basic'

FEHA WLAN 1 BB e B

1.

JN"WLAN 175 F A FH BT ade i) 080 A i %7 (Use selected data rates only) #2653

2. fE"Radio”(Lk) FHilRH, EFF"WLAN 174 H .
3. AT ERBEEAL S kT “ 3 " (Enabled) %1 Ai1"Basic” 1] o ) AH N 5 e HE
4. iy “WREH"(Set Values) 148 .

BB Bk #E:

1.

By “BRiIAE"(Default Values) #4Hl . X FEIEFREN S B NERIME
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6,6 //f%ﬂ” ;,g‘ﬁ

6.6.2.9 AP 802.11n &
IEEE 802.11n BIEEBEEHEE
VL]

1% WBM T A AERE N R ol H -

WBM T A 7EC N WLAN I E AR 802.11n"(802.11n only) 5% 802.11n i 4 A 41
o

BN o

WBM BT i 7s WLAN #5628 802.11n AT I Bl AL fanid . (MCS = I ANgwhd /i %) o /T
PR L AL i B AR e IXFEEN Rl (S A FH BT R e A B e P 5 2 P i A5

AP 802.11 n Data Rates Settings

Basic |Advanced |Antennﬂ5 |Allowed Channels | 802.11n |AP |AP wDs | Force Roaming | AP 802.11a/b/g Rates | AP 802.11n Rates | Spectrum Analy:erl

Use selected data rates

Radio only
WLAN 1 ]
WLAN 2 J

Radio: WLAN 1 [~

Enabled Copy to Table

All data rates settings MoChange [v][ Copylo Table |
Radio MCS Index Streams Data Rate [Mbps] Enabled
WLAN1 O 1 6.5 ]
WLAN1 1 1 13.0 [
WLAN1 2 1 19.5 ]
WLAN1 3 1 26.0 vy
WLAN1 4 1 39.0 E
WLAN1 5 1 52.0 vy
WLAN1 & 1 58.5 I~
WLAN1 7 1 65.0 vy
WLAN 1 12 2 78.0 ]
WLAN 1 13 2 104.0 vy
WLAN 1 14 2 117.0 ]
WLAN1 15 2 130.0 vy
WLAN 1 21 3 156.0 ]
WLAN1 22 3 1755 [y
WLAN 1 23 3 195.0 ]
[Default Values]

Set Values
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6.6 "7

5%
F1AZLURS:
o £k (Radio)
52 (5 BT OCHE WLAN #2111
o AUfEF TR RIEHRERTER (Use selected data rates only)
FE eI, I ET AT A A WLAN 32 148 58 B A4 .
URAE R T IR T, U2 ERAE . BRI L AR I I
K2k (Radio) THeFIFE
FEME T mE, %L 3 (MCS &35]) F &R WLAN 211,
FAE 2, T—UE AR 3 (MCSRED hREAFIMATE ZIEHE. £ 2 G5 LIRS
o A SUEAHTEERE (All data rates settings)
P EX TR 3 MPTA % B#H 2

* J5H (Enabled)
RS R R A ERT, EFEH T 4B R E . maiEs “ L4 (No Change), % 3
2% B AR AR

« SE#|38)F% (Copy to Table)
SR A, MR 3 FTE 4% B S LS E

# 3 (MCS &5]) HEA R K:
* 4k (Radio)
8 (5 BT OCEL) WLAN 211,

¢ MCS &5| (MCS Index)
ERSCH MCS 5l BRI MCS RSB T “RERA"(Antenna Type) Fll “ REZAR
"(Antenna Mode) % B . AJ7E “F210 > WLAN > K £k"(Interfaces > WLAN > Antennas)
B AR E . B, WU — AR, MR R MCS 0 3 7,

o ¥R (Streams)
SR ATIE G ATk MCS R GG R AT ER R R AT RESE -

754 |EEE 802.11n & T Web KI5 V6.5 i SCALANCE W770/W730
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B AT

6.6 "FEI17 FEH

PR

BmfLHE 2 [Mbps] (Data Rate [Mbps])

WORSCRFI AR R (AL IR o BoRIIEERE AR R T B R R
(Guard Interval) F1”HT i %5 E"(HT Channel Width) % & . ®J7#E “#211 > WLAN > AP”
(Interfaces > WLAN > AP) Hi4K "HT Ji i %5 J£"(HT Channel Width) % &. wJ7E “#:11 >
WLAN > 802.11n"(Interfaces > WLAN > 802.11n) FR$k 3| “PFidAIBE"(Guard Interval) 1%
#H.

J5H (Enabled)
Ja e I, DAERE B 75 A0 B0 A% s B2 4 il 45 WILAN #2107,

L]
BOFEIFH—A MCS &5l .

EHA WLAN 1 BB A8EE

1. J9"WLAN 178 Fi - “AAsE F P ade i Bt A% ik %" (Use selected data rates only) ZE35i.
2. {f"Radio"(Jtsk) THulk s, EF"WLAN 1% H .

3.

4. i “BE{H"(Set Values) %4

NPT MCS % 51 ik H Enabled” %1 () S 1EHE

RN PTG
1. Hly “ERIME"(Default Values) 4%l IXFFHEFER] 2 5 E NBOME .

&%

1. BEFHER 1 TRy AN BT I U A% s % (Use selected data rates only) 15,

2.

Hdy “¥# B 1H"(Set Values) #%4H

6.6.2.10 Client

ERBIM

FIEIE WBM BT b 45 58 e D e 7 i A B R 45 14 5 3K

Y
It WBM BT {2 7 S Rl
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Client Settings

6.6 ”f%ﬂ”;’g“ﬁ

‘Basic |Advanoed |Amaennas | Allowed Channels |M2.11n | Clientl Signal Recorder | Force Roaming _

Radio MAC Mode
WLAN 1 | Automatic

Radia Roaming Threshold
WLAN 1 | medium

Radia Scan Channels
WLAN 1 123456,7,8910,11,1213

MAC Address Any SSID
v | 00-00-00-00-00-00 R

Background Scan Mode
v ||idie v | 5000

Radia Enabled SSID
WLAN 1
WLAN 1
WLAN 1
WLAN 1
WLAN 1
WLAN 1
WLAN 1
WLAN 1

Background Scan Interval [ms]

DHCP Renew After Roaming  min. AP Signal Strength [dBm]
OJ D

Background Scan Threshold [dBm]
0

Security

\Warning: The approval process may not be finished in current country for channels denoted by a ™ character.

Please check the following website for more detailed information:
hitp:fiwww siemens comiwireless-approvals

VL]
#F WLAN 80

bRz DA T A SSID, s A T#RE “/T& SSID"(Any SSID), 5 NLKAAFH WLAN #2111,
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6.6 "7

AL
£ 1HELLTS:
o J£k (Radio)
S~ F A WLAN #2140,

¢ MAC #3 (MAC Mode)
FRE AR S i 4 e MAC bk 5 . ATRERY 7 20 6
- H3%h (Automatic)
7 v [ 2R FH H I DUK 42 B0 26 — il IR MAC Rk

- F3h Manual)
WEREE “F5h"(Manual), TIZE“MAC Hili-"(MAC Address) 71 Fri A MAC Hiuhik .
- HE (Own)

2 i ) WLAN 422 S FH UK X422 TR MAC il .
- 55 2 JZP%IE (Layer 2 Tunnel)
7% 3 ) WLAN 322 U DL R 322 116 MAC Hiuhik . [R) It 20 02 3125 7 i AR )
B2 MAC HihEIB AN g 4% . e vl )\AS MAC Hbiik.
* MAC Hufit (MAC Address)
WER 2 A"MAC #"(MAC Mode) 1E# “F-3"(Manual), %I Z P i i) MAC Hidilk.

+ {£& SSID (Any SSID)
- JAH
R AR, SCALANCE W s #5 SEERe 3% N T 22 45 B N 3 1 1224 B 4%
AN B/ Rl B T “7 % SSID”(Broadcast SSID) &30 2\ £ o

— %% (Disabled)
B AR B 7 R E S 4 B Sz —MITLEC Y SSID B R AR R

85 I DHCP 4£1T (DHCP Renew After Roaming)

- JaH
RO RN G, B TIE A DU e % P i ) IPv4 sl 2 BATR A R, S IPv4
HihE TR, DHCP AR 45 25 2l KRBT IPv4 Mtk

- 2H

ISR P i SO AR R L AN IPv4 Hiht.
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6.6 "7

« B& AP {5598 (min. AP signal strength)
&P ] 1 B A SR .

Vi B
)5 B iPCF/iPCF-HT/IPCF-MC
J& H iPCFIiPCF-HT/IPCF-MC I}, iR B Z 5 9mEr .,

B S L RN A NG S LA RN AL DUESZIEA D o

T 05 A BE B i KA S AN L B R R A T N A s . IR S,
PR i 8 B P I — VB o 207 S A5 5 AR T Y B A A B SR
WEARKR B ARG ST IR, B Wt 53N m R 2O R R

» BUFBRME (Roaming Threshold)
878 27 i 15 e BTN s BT AR ) B
- & (High)
AN AE S5 BH 5 5 H ) 46 3045 5 SE SR A e A
— 1 (Medium)
1358 1 45 = i D)4 205 5 B AR N R
~ ik (Low)
TE 35 A e B (8 D) 48 245 5 T SR [ N R
« JFEEHEMER (Background Scan Mode)
PR P i 5 — NEN SR, B e s e L B R e S 8 E
A
A A AR 36 I :
- % (Always)
WRIKTEEHAMBIE, BHmesdk e RN .
- 2 (Idle)
T R SE IR A Bl AR, I IR L e N R
— #%H] (Disabled)
RER P R, siASEfEEEAN S
— 47{[i#EIE (Current channel)
&P AR AR G AT E A Ebr CGERRMD SR RS . KA S S A RE
NI FRAIR . RSk B RN S E bR, WE o oAl 2 5 2 13|

BN R AN AR 24 T JEIE
B
EJ5 A iPRP

JA R IPRP J&, 5 P e X AR NS TR A 1 O UR AR AR R AR e R U3t
IR, TUARIKEELE 500 ms P AT REAR 2 FATHAT 1837«
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6.6 "7 FEH

BT

312

J5 & H#FRE [ms] (Background Scan Interval [ms])
=gk mE B N=e /NG o] nl T 1] 7

JG & HA#BIE [dBm] (Background Scan Threshold [dBm])
feE . WK T BME, &7 b mEOT R R

® 2 BELURS:

F£& (Radio)
278 WLAN #:10,

383 (Scan Channels)

SR P AR RN SR T EIEIE . BRI AT IR E R X I TEGIE,  BLA
“ R VFIRIEIE " (Allowed Channels) [ E .

®3BEHELLIRS:

HwoN o

F£% (Radio)
278 WLAN #:10,

J5H (Enabled)
JA FHEREE I AH G SSID.

SSID
HNE SR P A ZER N S SSID.
%fT- SSID, g ASCII 5% 0x20 % Ox7e.

Securit

iﬁi’%ﬁ;i?io 7E “424 > WLAN > 3£ K" (Security > WLAN > Basic) F16/d 340 & %4
o

BRNEE: LT

i B

2.8 A iPCF/iPCF-HT/IPCF-MC

NSRS A T iPCF. iPCF-HT B iPCF-MC #85, W Hfgik a4 E R 1.

M"MAC #50"(MAC Mode) T $2 41 38 it 8 Fr 75 19 MAC Hihik 2 B i X
EF 3, H'SSID"H#HAN—A SSID.
vt & 7 gl il N N

Ja A5 SSID.
A “4E7 SSID"(Any SSID) ThfE.

By “Y B {H"(Set Values) %4
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/] “HT Web HIEH” H{rHE
6.6 “#1”

6.6.2.11 CgaIbedi
LE I UL T A AT FE 5 (T I A TR

o FEEERTLE URBARETD
U AGE I DUOR R IR 2k, IS To Lk W 4 Bk 1 3 P il AN T E R BTN 2
ERAALR AT RE A D AR T AR R Skt 8% A R IE R A E R L
I AR FIAH OC WLAN 22 R SR ) 6 3 i 2 P it N IBPIRAS o 0 S P ARigie, AR %
BH AR HERURME D FR AT, AR HE T WLAN #:0,

o KVijin) HAnHuhER;

T HE XA DA T WA, W2 DAL s i 18] 16 B 7] S 225 10 H bbbk & 3% ping

- OB H e A
It H brdht R 0% ping MR, N SURF S IAH L) VAP $2 1, 834 & 7 il 30T
JE 5 WLAN 317,

- BEOdmZABisiisk s
I RS AT — B ARtk SR K% ping R, #2542 AR VAP #5211,
BN TR B WLAN 210, RS /DA —AS bbb rl v m), 22 0 2 R ER
EIRE
B, B S VAP 32 01 A HE1 WLAN 257 3 R % B SCBEmT . WLAN %% F i
BT EERE R B — A VAP 210, Gk B ke vh e, )& i@ad it VAP #2101 &
ETERNTIERE

PN RN i (K P BE ¥ B P AN

4 IEEE 802.11n T Web 1% ¥ V6.5 1) SCALANCE W770/W730
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/] “HT Web #IEFE” H{THE
6.6 “#%[1” FH

In access point mode

*

Radio  Force Roaming on link down
WLAN 1 ]
WLAN 2 O

Force Roaming on |P down

Select  Desfination Address  Inferval[ms]  Max.LostPackels VAP 11 VAP 12 VAP13 VAP14 VAP15 VAP16 VAP1T VAP18 VAP21 VAP22 VAP23 VAI
[ [00.04 1000 3 O O O O O O O O O O O

[Create] [Delefe ] [Sef Values| [Refresh]

In client mode

Force Roaming on IP down

Interval [ms]  Max. LostPackets WLAN1
[:] 192.111.20.20 2000 2 E]
[] 0000 1000 3 O
2 entries.
[Create][Delete] [Sef Valles| [Refresh]

RNAFEZEN RN, 20 NEL T8

* F£k (Radio)
SR WLAN 42,

o BEBHWTET RH]E W (Force roaming on link down)
WSS R, )25 3E 5 DAOK R4 1 ST R v e, 239G P WLAN %11

546 IEEE 802.11n 2T Web [ #1 V6.5 [ SCALANCE W770/W730
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6.6 "#%[17

FERE"IP L[5 I 5 1) V8 Y55 (Force Roaming on IP down) 55 DL R 51
o 3 (Select)
I B BR 4T B SR AE .

o HFrHuht (Destination Address)
ey NP A 2 LT 7 1) ) H AR IPv4 Hidik sk FQDN e 4R e 1842)

VLB

AREL P F MG H brdihk

WIERARHEE |P MR H bbbk, WZife “28 2 2 > Q2 IP"(Layer 2 > Agent IP) Hi%
INGESE

AR "802.1Q VLAN M#F”

WIRLE “55 2 )2 >VLAN"(Layer 2 > VLAN) AT “IEmlim##50"(Based Bridge Mode)
“802.1Q VLAN Bridge”, |<x[A% # VLAN K% ping.

« |8]§% [ms] (Interval [ms])

i 5E K% ping [ a] 1] o
o ERFBIECOHEAEH (Max. Lost Packets)

FeEELEE K ping WM KB H « IAFNZEUE R B ARHBIEAL AR BT (down) .
e VAPX.Y (FfEREN mifEsTF)

e E AL VAP £211,

e WLAN O/X (FEZ it )
8 & EIEMA WLAN #2211,

P&’

B R SR BT

1. iy “fI#"(Create) #%4.

2. AT T E:
- Hizthhk
— IS [a] (AR
- RREEARRREH

3. J5E WAL LA B SR A H Ak«
- VAP (N
— WLAN 1 (FE& P )

4, il “WEE"(Set Values) %4 .
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1/ “F7 Web HIEFE” HTTH%
6.6 "1

T o 5 388 e
1. I ERER AT P K R AEHE
2. iy “MER"(Delete) fedH . MM K 2% H I 537 B -

6.6.2.12 fEEIEF
WXERWAFES

F T IL AR TCSRA RO P i Z [ A RO 5 5. FIREdE, "R 5 S
BRI X 2% 7 St [ R B AR B, A5 T il SR AR AT

VLA
It WBM T AE & 7wt A =X o] F o
WA B SCALANCE W700 ¥ 451 WLAN 10, &N TId 5% .
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/] “F 7T Web HIE

" T

Signal Recorder

mm:|nmmum |Ammnu;|m uumnu-.-|m2.11n|mn|sagnu Recorder

= . 1=
Client
20 20 20
40 |'- 40 40 40
50 - B0 60 50
-80 -80 80 -80
-100 - 100 -100 -100
120 - 120 120 e e 120
NF Rx-Signal
29 69 89 169
[d8m] X ; 34,05 4405 | ) 84 0s [dBm]
100 100 . . s s
|- 100 — 100
) ) “ I
1 o 1 0
Retries Tx-Rate
[%] [Mbps]
Access Point
20 -2 20 20
40 I'- 40 40 40
50 S60 60 60
80 --80 80 -80
100 --100 -100 -100
120 L 120 120 120
AP 29 49 69 89 109 129 149 169 189 BT
[dBm] 568 965 1365 1765 216s 2565 2965 3365 37 6s [dBm]
100 100 1 1 1 1 1 1 1 1 1
|- 100 100
10 10 i I
1 lo 1 0
Retries Tx-Rate
[%] [Mbps]
Information: Blue = Qverdriven, Green = Good, Yellow = Medium, Orange = Weak, Red = Very weak
Radio Time interval [ms]  Samples Endless  Bidirectional Recording Start
WLANT 500 Stop 200 [=]

Information: After the signal recorder has been stopped, you can download the recording as a ZIP file in 'System = Load & Save' (file type: WLANSigRec).

6.6 ”f%ﬂ”}féﬁé

Status stopped

Current Sample

CL RX-Signal [dBm]
CL NF [dBm]

CL Retries [%]

CL RSSI [dBm]

CL TX-Rate [Mbps]
CL M-Signal [dBm]
Roaming Counter
Operative Channel

AP System Name
BSSID

AP RX-Signal [dBm]
AP NF [dBm]

AP Retries [%]

AP RSSI [dBm]

AP TX-Rate [Mbps]
Connected Stations

Bidirectional Status

R
7RI NP XA

o B
R P i
o AR

EORE Y ENE A S IR . X B RS “ﬂrﬁﬂiﬂ%"(Bidirectional Recording)

BE, MHEN S LR E AR ZAE 6.1 BLE. A s

TP SR A% 0. BN SRR & BORTE S 3

P A X 38 ol B 2 AN B

¥4 IEEE 802.11n 3T Web [ 2 V6.5 1) SCALANCE W770/W730
fic & -/, 0412022, C79000-G8952-C323-12
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6.6 "7 FEH

FHo MRS TR

EZIE S
EBNZIREN %, AN SR ERS L. A, AT << s> fe sl A b A =k
.

Fr g2
AR, ATARYE S 5 S SE i BRI N S I PS5 . KBRS s
WHRE P B IPCF-MC 4%, B RS BB PS5k E B,

iy
KF-35dBm (W) FVellE T islyeE, Bl WLAN (5 5 5s ot B2 6 s .
B -60 dBm A4 () i, WLAN {5 543855,

x Bl

X il R BEAUREAS HR il S R (B AR

R A€

- B
DB B AR B BRI 5 B8 T AR S S HME. KL IR s
W%EWE(E%)%WEF%E&T%AﬁﬁE%E%,M%ﬁfﬁégﬁﬁﬁﬂ

o TEIZZR W TR TR AP 24044 FK A1 BSSID.

m%&m AR P AE RN AN, WASE R ES . EHBRRAT
TEFHE N S5 %2, BSSID B4 ¥4 00:00:00:00:00:00 Ff: LLAL (A HEAT B IR
WRE P A IPCF-MC &4z, R 7R 08 BUEE 1 H PSS A Hn R,

- M
T BAR AR BT SR B RER TABHE SHME. KEERE 5SS,
WRTEDN & GE%E) AR ool Ve S e E i g, Wil B E R T R

TNo
AL S INCYS S e S s LY P P2 el

FoAEREE TAER:

318

FE A
FEZEMAE AR, AR I € 7 58 R 2 17 S N s ) A B A S =
Pt s %

KF-35dBm C(#Et) RVuRE T iLfsIarE, Bl WLAN {55 3d 55 3+ H & ] fEHei.
H -60 dBm 47 () 2, WLAN 552255, fEiETE N OGS A E3 T3 i .
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6.6 "FEI1” FEH

x 4l

X il R FEAUREA R I = FE CRRAARD)

= B

- B
T EE AR BT s B 7 R R n ALt 2. At 2 N — . RIEEHE RN
éﬂELKHﬂ RN, WIRAENE 2IF) HHMRIE o 56 o 1 BN s B T,
) £ 38 o B U 2R R AT B .

- BN
T EE AR BT s BB 5 R R e 22, M m o — 2. REEHE M
AR R — R ERIR .
SRR E GBI HAMIE P um s o N S B E e, Wil B LR 3T T
TNe MR SRS “Waid st (Bidirectional Recording) W B, K ANS BoRAE %L
5.

B 1 BRI B LU E

BINE TR R G

Current Sample

4 HITI R 1) g

CL RX-Signal [dBm] / AP RX-Signal [dBm]

B RN S A R E S, A4 dBm

CL NF [dBm] / AP NF [dBm]

PN S R, A0 dBm

CL Retries [%] | AP Retries [%]

B R S A E R E A RN

CL RSSI/ AP RSSI

& PN S RSSI (FRISUE S EE 4R 7R ) R AR 1E

CL TX-Rate [Mbps] / AP TX-Rate [Mbps]

TE M FT IR, &I i e A0 )~ 25 Bt A Y 22

CL M-Signal [dBm]

W% P B IPCF-MC 54z, W< BonEHEEmH P ES

Roaming Counter
B R IE S R R 2 ity B MO N ST AR . 7E 4 294 967 295 IRHEMUA, 1%
THEE Z AL,

Operative Channel

R TE B i 5 N R P P )

54 IEEE 802.11n T Web 1% ¥ V6.5 1) SCALANCE W770/W730
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320

AP System Name
N R G TR

BSSID
BEN B BSSID (EARSSHEFRIHD

Connected Stations
JH [ — VAP 2 FHER S N SR i U

Bidirectional Status

RN R 2 TR AL

KT RS A& LU 51

T4k (Radio)

BB AE B WLAN #2100 BT AN P oA — A WLAN 320, Rz R a4
R —4THT"WLAN 17,

[E]F@ [ms] (Interval [ms])

i 7 KA I BB (R RIS (R TRI RS, DA RD R BRA. B — AN EAE AN AR 40 0 15 L T
[ ) B J5 A 2= s o

A (Samples)

T e BOZ AT (I E

ToBR (Endless)

WS TS e hmid, WIS REE A RS “FEA"(Samples) HE R K E. 5510
Al —HIZ T, HEFIE DRSS ERAS RS

RATELL = 100 A0 0] [B] (] FHFaa i, A ReikPRizig i,

RSB 8000 kiR, M5 8000 Y NE K A LE csv AT PDF ST
ML (Bidirectional Recording)

WA TN s R B B A TR T o 10 Z#0 & UL ml A

DL RRAS (R N S 45 S % % B . SCALANCE W700 11n > V6.1 Fil SCALANCE W1700
11ac> V1.0,

FF4h (Start)

s A LT AR e R T R AR .

i

o WHRIFIEHICE, WS RTIER.

o HICSEIRFEEN [ARE T 10 208 Hv AR SE R (Bl T2 R BB D, TIPSR I A
G510k 285 10 0B H B RAF— e i EdE . EHashe, a8z LIkER7
BAERI T A 1A

4 IEEE 802.11n T Web (431 V6.5 1) SCALANCE W770/W730
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ERAERER

6.6 "#EI17 FEH

{1k (Stop)

Bk A AT AT LIRS BT T (S 5. AR Ese e e MR L U A BhE ik
WA P EIRES.

BIRKIBEA (Displayed Samples)

WA AE B AT B A

ERELUT LA, ETr 3 B S 510 s IR Ca HT &1 -

PR

> wN

FEFRN R _E 0 B I R A B AR ok %
A0SR QI IPCF,  WUJRAT BEAEHR N sl b il 80 B /0N ) Ja ST 1)
B ORAE DU B 0 8] T BEAT AL (R IB S, RUOA ST DO RE 20 3 A gt AT 1Al

Mg te N UM RS 0T 2 2 31k, ARG ERAER AL E H I e (s 55
RETEDL

IS B — B 18] A 72 ] 52 17 B AT AR 6V 2

- AN T U B T P TR ] o

fE “FEA"(Samples) s A&
1E “ BIRIIFEA" (Displayed Samples) H ik K 78 B Fp AT s AT 40

iy “JFHR"(Start) 241
RAE (ERADMD AR E SR8 LT IEAEBIT. B MBS & B K 8
b5 A4 2 o

FfFIRiek, E R “1F1E"(Stop) #%HL .
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6.6 "7

6. DIHBI AT 3BT — A il 45 R :
- RG> MEAMEAF > HTTP (System > Load&Save > HTTP)
L "WLANSigRec"RATH 1 “ £RA7"(Save) $%40, ¥tk
“signal_recorder SCALANCE_W700.zip £ 7 1E T #E PC [0k R GeH.

- RG> INEARELE > TFTP (System > Load&Save > TFTP)
WEERF, ATE"WLANSigRec" 47 o B B e 44
“signal_recorder SCALANCE_W?700.zip". 7EZ&AT"WLANSigRec"#, MEJ5—FIH T
FAR A RS “IRAF " (Save file) 26 H, RJEHd “IRAFE"(Save Values) 44 .
7. ZIP U A B AN A D SR A5 R ST A
— PDF Xff: HtH PRI 300 0.
- CSV . SEEEMILRIIEE.

L
EFENENSE
)5 8000 M & miRAFAE T B SCAE

MELF

PDF 34

PDF U &AM P BEES (AL dBm) (IR R RS DL SRl R (BN

Mbps) MEIERR. EEETH, ZES “FT Web (" MIAMIAEXS R . a5 F b

FEI BRI B O TN R B Tl Ty B 2 0 B () 3 B B 2 4B

SIRGT RPN X I8

- ab
FETREE A i 1

o AR
IR Ui M AT AR S . X EESR A “XAlid sk (Bidirectional Recording)
WE, MHEN S R ERARELE 6.1 P . NS HBURE KikA R % 3 Nz
175 TS A R P . N SR A 2 BoRTE AR i L.

WA g B A IPCF-MC &4, TR 1 B8 IE 1 H S 5050 A BB 42

FEETE N7, Won 1% 7 i () 2H A 208

4 IEEE 802.11n T Web (431 V6.5 1) SCALANCE W770/W730
322 fic & T/, 04/2022, C79000-G8952-C323-12



1/ “FT Web HIEFE” HTTH4
6.6 "7 4

SIEMENS

SCALANCE WT00
Signal Recorder
RSS [dBEm] mxsgimsm 104 NF [Bm]
=T p-20
I = =
-4 o =
= ¢ h-so
<0 o -0
- =
-0 o a0
e =
-100 o fu-100
-11n 118
-120 -120
[3 275 550 3 1100 [=ample]
0.000s 27 500 550002 B2.500s 1100005 [TIME]
Retry [%] Retres %] Tu-Rate [Mops]
100y 130.00
Bl b 11560
p 104.00
86,70
[ 75.00
L7220
55.00
pS7.60
52,00
ha3a
36,00
30.00
24,00
L 18.00
10 L 11.00
o]
- 0.
T T
] s 50 225 1100 [Bampie]
o.000s o7Ent: £z 000: 5200 110.000s g
System Hame: 104 Max TX Fower 20 dBm T Rate [Mbps]
Device IF: 152.168.1.104 Begin Recondng: SatJan 1010320 2000 0-130000
Device MAG: 00:1b: 1boe:250 End Reconting: SatJan 1 01:11-10 2000 Noise Floor [dBm]
Device Type: SCALANCE WTSS-2 RS Recorded Samples: 01900 -120t0-20
Werzion: VDE.01.01.00_06.01.01 031E2017 May TCRate: 13000 Mops Mgrt. Channel®
FReconiing interval: 00100 ms: My R Fste: 13000 Mips . )
-2- “oaly ¥ IPCF-MC |5 enabien
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Be & FH, 04/2022, C79000-G8952-C323-12 323



1/ “F7 Web HIEFE” HTTH%
6.6 "#%17 FH

SIEMENS

SCALANCE WTOD
Signal Recorder
RSS [dBm] =xagsen Access Point Record N
- p-20
I -30 g -2
~0 g 'l
=0 g =i
<0 o 50
70 =l
<0 =
=0 g b -50
-100 of p-900
110 o p-110
-12o -120
275 550 825 1100 [Sample]
10006 27 5008 55 0005 E2.5005 1100005 [TIME]
Retry [%] metries %] Tu-Fate [Mops)
100, 130.00
| | il 1.
115.60
104.00
B5.70
78.00
1220
£5.00
5780
5200
43.30
3500
3000
2410
1200
g 11.00
5.50
[0
a 75 550 s 1100 [Bampie]
Coods 700 E5.000: B2 SO0z 110000 mms]

T¥ Rate [Mbps]
0-130.00

Neise Floor [dBm]
-12010-20

R PDF 4R B
PLUR T AR RS T RIS R HENE R
FRAEAT 7R T 2 P um i 1P Mkt LR 32 N S 1 BSSID Fll R G 44 7K
XFRRRNE, ZRBAEWAT. BB T 1T, BTN SNEEEN T8 47,

Sample Timestamp Sig% dBm HNF RSS] Roam Ch Retry® HT-40 TX-Rate R¥-Rate Con-5t M-Sig M-ChM-NF

1 01:09:20:080 76 -56 -110 39 o 181 11 - 130,00 12150 1 — —_ -
62 -83 -112 3z g

52 JUS R T RAR P ARIIE U . B i S SUR A S, B L ik U

L
THER CSV XXM BB B . IXEe A A IEE ] § PDF XA

CSV X4

4 IEEE 802.11n T Web (431 V6.5 (1) SCALANCE W770/W730
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6.6 "FEI1” FEH

CSV 484 SCALANCE W700 54 2L M5 B LB E RIS S, a9 WA X35
B XEE S EHSHRE :

B REM . BRUGTEANMEEN LT AR

System Name

%% F i ) R G A4 PR

Device IP

%P g 1P ik

Device MAC

% P ) MAC Huhik
Recording Interval

PR R AR U B 1) PR e ] ] B
Max TX Power

B 1) B KOS D%

Begin Recording

THIfER

End Recording

ghadsR

Recorded Samples

RS

Max. TX Rate

AR B 0 B R I R

Max. RX Rate
FRSCEH A 1 e R B R R 2R

Rx Antenna x type

SRR R B

Sample

& (CL)HEEN AL (AP) 11 4wl 4=

Timestamp

P e K

BSSID
2N ) BSSID (AR S EEFRIRD

CL / AP RX-Signal [%]

2 (CLBEN S (AP) (A RO P8 (E S, Bl % &R

54 IEEE 802.11n T Web 1% ¥ V6.5 1] SCALANCE W770/W730
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6,6 //}%E” 7}7“?‘%

326

e CL/APRX-Signal [dBm]

Zrm (CLMEN S (AP) A B0 P 8dE {55, #4208 dBm

* CL/APNF [dBm]
TR, B dBm

+ CL/APRSSI
RSSI (FifE 5 st ) R AAME

¢ Roam

SRS BRI S R P P i B SR N SR . 7E 4 294 967 295 IRE MG, %

THEER R E AL
e CL/AP Retry
7% P (CLHEN S (AP) B B 3

¢ Con Stations
EFER N SR P i dE

¢ Operating Ch.
24 I B 7 S S N U T Y )3 TE
e HT-40
BTG 58 40 MHz
e Scan CH
2% P AT 2 U R N BT A
* TX-Rate
RAEEGHE AL P 2 B

¢ RX-Rate
BRI B 0 (1)~ 3 BH A i

L

ULSRAFAE IPCR-MC &R, ) 58 BREIE AR 5C 19 51 (AL 55— AMH

* M-Ch
P
* M-Sig
U E A SO P Bl S 5

54 |EEE 802.11n &T Web % V6.5 ) SCALANCE W770/W730
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N TN
6.6 "1 FEH
* M-NF
o N, de o
P EISEIE 175 5 P
* AP System Name
PN KRG TR
System Name: 104
Device IP: 192.168.1.104
Device MAC: 00:1b:1b:e6:29:d0
Device Type: SCALANCE WT788-2 RJ45
Version: V06.01.01.00_06.01.01 03/16/2017
Recording Interval: 00100 ms
Max TX Power: 20 dBm
Begin Recording: Sat Jan 1 01:09:20 2000
End Recording: Sat Jan 1 01:11:10 2000
Recorded Samples: 01100
Max TX Rate: 130.00 Mbps
Max RX Rate: 130.00 Mbps
R1 Anten Gain: 3 dBi Add. Attenuz Cable length: 0 m
R1 Anten Gain: 3 dBi Add. Attenuz Cable length: 0 m
R1 Anten Gain: 0 dBi  Add. Attenuz Cable length: 0 m
AP CL AP CL AP AP
R¥- RX- R¥X- NF NF CL AP CcL AP Con Operati HT- Scan TX-  RX- M- System
Sample Timestamp BSSID CL RX-Signal Sign Sign Sign [dBm [dBm RSS| RSSI Roam Retry Retry Stations ngCh. 40 Ch Rate Rate M-Ch Sig M-NF MName
1.01:09:20:090 00:1b:1be6: 76 63 -56 -63 110 -112 39 32 0 1 8 1 161 - 161 130. 121, — — — 106
2 01:09:20:190 00:1b:1b:e6: 80 63 -84 -63 110 -112 41 32 0 0 0 1 161 - 161 130. 121, — — — 106
3 01:09:20:290 00:1b:1be6: 76 63 -56 -63 110 -112 39 32 0 0 0 1 161 - 161 130. 121, — — — 106
4 01:09:20:390 00:1b:1b:e6: 78 63 -85 -63 110 -112 40 32 0 0 0 1 161 - 161 130. 121, — — — 106
5 01:09:20:490 00:1b:1be6: 78 63 -85 -63 110 -112 40 32 0 0 0 1 161 - 161 130. 121, — — — 106
£ CSV X RE
N y
6.6.2.13 Pk ST
BRER
ARG R TS .
2% H
RIS %t 2.4 GHz 3 dBm
Xt 5 GHz 7 dBm
Sl A
Iy BT L 330 KHz
=) 2 1
/MBI -100 dBm
=) 2 1
SN ERELIHL S 0 dBm
I3 M e 1] 40 MHz i} 120 ms
20 MHz i 95 ms
BHHT N (] 1s
¥4+ |EEE 802.11n J&F Web (1% V6.5 ) SCALANCE W770/W730
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6,6 //f%ﬂ” ;,g‘ﬁ

FRAREERES

328

IS IREE T AT, ST AR RN s AV T FR S 5 o T DL, TN A B
A5 5 IR .

Y
% WBM T X AE N AR Al
WAUR %A WLAN #2111, B TeEA .

VLA
ANEWAE “FBhHEAZ"(Manual Commit) B i =X A 7 A 43

B
JRBRE AR, BT WLAN JEEIE A WLAN #2 Db 3N m AN RIEATAT
&%

L
AR R ROSAT, TE2E FIPE HrA. IX 2B B AR g

YL
B Sy BT AR B REAS 2 BT AT 73«
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6.6 "#%[17

Realtime:  Maximum: — Average: — Frequency [MHz] 2 @&,
2432 2442 2452 2462 2472
0
20
40
60
80
-100 dBm
5 6 7 8 9 10 11 12 13
Channel
100 —— ——0dBm  Frequency [MHz] o C}
2432 2442 2452 2462 2472
100 s 100 s
80 s 80 s
60s 60s
40 s 40 s
20s 20s
Ds Ds
Channel
0 — —100 % Frequency [MHz] C}
2432 2442 2452 2462 2472

When Spectrum Analyzer is running, no wireless communication is possible.

Radio Status Frequency Band Center Frequency Start Stop
WLAN 1 started 2.4 GHz ¥ || 2452-2472 (Ch. 7-13) v || Start || Stop |
WLAN 2  stopped 5 GHz v | Not Selected Al Start || Stop |

ik
Z U A BUT B

754 |EEE 802.11n £ T Web HI%HE V6.5 i SCALANCE W770/W730
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6.6 "1 FEH

FEFTA B, TR x iR 7 BEAT I R A T AR ] Bl I . BT x R T
PRNEH Y Bl R AR ORIk I .

. ﬁHQH‘J
Realtime: Maximum;: — Frequency [MHz] X Q
5190 5195 5200 5205 5210
0 0

-20

-20
40 40
A0 50
-A0 -80
-100 -100 dBm
40
Channel

Y o E 5 CRAZY dBm) .
R oR T AE TS IR T B N fE A R i B 5 5 A5
AR ATMNEPIR N = i) N R = ES AN L L[R5 AN e L (=18

. i

4 |EEE 802.11n T Web K% 3 V6.5 ) SCALANCE W770/W730
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6,6 //}%/7}} 77/%“%

“100 ——

— 0 dBm Frequency [MHz] i Q,
5190 5195 5200 5205 5210
500 s 500 s
400 s 400 s
300 s 300 s
200 s 200 s
100 s 100 s

Channel

Y R B R ) (A HTE (0 s) 2 500 s BTEACHIMED) HIZRALTE .
ZER IR T AE TS IR T ] N R A N R T A5 5 1 s

B IR T “Bita 5 %" (Color Scheme) Hi%H -
o EEH

54 |EEE 802.11n 2T Web %3 V6.5 ft] SCALANCE W770/W730
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6,6 //%/7” 7}7‘;“%

b — —100 % Frequency [MHz] @,
5150 5155 5200 5205 5210
0 0
-20 -20
Al -40
60 60
-80 -80
-100 -100 dBm
40
Channel

Y #hEonE T mE (AN dBm) .

Z 7R T A AT 2 ZS AR ] P 5 A S ) B

B NRARE (0%, PARBMORIR) Flfm{E (100%, PLatr) 24k,
Z U DU 14
s JBK (Zoom in) &,

fEEZ bR, HReefEiZ i m b A B s — N A,

o 4/ (Zoom out) &)
EEZ bR, AT LLR [E ) A A =N RSB A

4 |EEE 802.11n T Web % 3 V6.5 ) SCALANCE W770/W730
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o Fith 7% (Color Scheme) #¥
fEBNZ bR, oD g IR it 7 EE T &
- B MEIRME (-100 dBm, PLEEERR) FlHE&E (0dBm, UAtRR) b,
- BB RIE (100 dBm, DAL fakRx) P& A (0dBm, DLEAaRR) Zi.
o HAv (Reset)ﬁ
Bz bR, "TCLEAL “ SR BT I i KA AP EME
ZRBEELLT &I
* £k (Radio)
BRI AE B WLAN 10,
o R (State)
SRMERPRES . "TREAEETE:
- BfF1k (Stopped)
&Sz,
- B4 (Started)
IEFESHAT I &
» JiB (Frequency Band)
8 e o

o HLLMIZE (Center Frequency)
PR DR

o JFUh (Start)
B A R R L T G I &

o fZ1k (Stop)
B SR A A R A R

PR’

MR (Frequency Band) 4471 3¢ Hhiide 45 i 75 B

M “H R (Center Frequency) 781 H e 58 B /5 1) Hh oA
oy “JFhR"(Start) $%4H

BRI, iHRd <45 1" (Stop) %4 .

A DAAE 00 B ) R B AR R E

oA wN =
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6. I3 DA T S I — DA R 2 45 2R«
- RG> MEAMEAF > HTTP (System > Load&Save > HTTP)
HL"WLANSpectrumAnalyzer" AT H ) “LR17"(Save) #4H, LK SO
“wlan_spectrum_analyzer SCALANCE_W700.zip"{f /4 T % PC B0 R4

- RG> INEARLE > TFTP (System > Load&Save > TFTP)
W, AIE"WLANSpectrumAnalyzer £ AT i B S0 4
“wlan_spectrum_analyzer SCALANCE_W700.zip", {E%&AT
“WLANSpectrumAnalyzer"#, MIgJ5—F1 FRFIRPIESR “LRA7F 01 (Save file) 2%
H, )55t “{#4(E"(Save Values) %4

7. ZIP TR E A MR AR CSV 3.

MESR

CSV X4
CSV & & HBE BRI EFEAE R, T NEAXIE. F—AXigasad
DI E:

. RYGAI
BN R R G AR

o W& IP
B4 P ik

o % MAC
B4 MAC ik

. JEFIEL
YR R 2 16 0 1] 1

AR RSN EER LT NE:

* KA (Sample)
b)Y A =s

o [fIEEL (Timestamp)
I TR K

o DURNSAETR 7 RNESBIR AR . REEOE QR MHRIAS fookk. WEHEER
BT (A5 dBm) .

6.6.3 Remote Capture

FELE WBM BRI (BRI WLAND) B “im K 4E"(Remote Capture) ZhfE. i%2)
REF T i8I JEFE 1 PC BEAT 22T, Bian, R IifLdmesiR.
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334 fic & T/, 04/2022, C79000-G8952-C323-12



1/ “FT Web HIEFE” HTTH4
6.6 "7

S IR g% R PR %Rk AR, A 7E Wireshark shgEBERE L1 . 76— BUN 1
P, Wireshark it B L SBARIBS . 25, nTAIC b £ W o AR AR A o 4 At

Tt

Remote Capture

Interface  Enable

P1 [
WLAN 1 [
WLAN Capture Mode: Qwn Traffic E

[] Activate after System Restart

Information: The wireless communication is not possible in WLAN Capture Mode "All Traffic’. WLAN Capture Mode "Own Traffic
may influence the wireless communication.

Set values || Refresh

PiLEA
ZRAT LTS
« 0 (Interface)
& BMKMED.

* J5H (Enable)

i FEEER “Im R 4" (Remote Capture) Thfg. ERIATEIL T 2EHZThRE.

L
L35
BUR FZ DI RELLBEAT 2 Wr . S0 B it 8 15 = S i 2 B PR RE
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1/ “FT Web HEFE” HirH#

6.6 "7 FEH

2L AL LU A

WLAN REMH (WLAN Capture Mode) (fXFREEA SR
e & WLAN 2 1 id A
- HHi#E(s (Own Traffic)
TEIXFRIFIL T, 103 B & BRSO A% it
BIAME L. AN BN B B A EE A L, Bl E R . A,
- FrfaiEE (All Traffic)
BN ST RIED, (Haid kA NS .
VLA
BARSEPin2 88 WLAN #{E

WERAER “ @ E"(All Traffic) W E, HEWRAEEETAZALS, HEARSK
FIER IR o o

RYE JE5EE (Activate after System Restart)

5
A, AEECRARE.
- i

R R, AR R IFRE

Wireshark 9 )4 0558
ER:

336

EE PC %23 Wireshark V2.0.0.
PC ML ARTIETL IP (55 3 )2) Vi,

P&
foltn, FSMHT Wireshark ot WLAN £ 1 (EHRIEIE, 151 LT B BRI

O

1. WOE WLAN 42 & i) “mfE k4" (Remote Capture) Thfg.
2. fEENECT, B “H 5iEE"(Own Traffic).

3.
4
5

B “W B H"(Set Values) J& FiZIhfg.

. JB 3l Wireshark.
. By “SRAE"(Capture) SEHLHH “3ET"(Options). BEENFTJF“Wireshark - RAE4% 1" (Wireshark

- Capture Interfaces) & I,

By “BN"(Input) BT _ B “E B "(Manage Interfaces...) 4. fELL N AHEHES,
B “mFEE 11" (Remote Interfaces) i1 .

BRI, 5 “mfERE 11" (Remote Interfaces) T FHIINS .
TEBE G HITERE S, S “ FEHL (Host) HI A&/ IPv4 Hilib, 4 “ui[17(Port) Hi A\ 2002,
A “EE"(Authentication) B “ZSI6E"(Null authentication), #RJ5 8 “#fiE"(0OK) 1%4H.
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6.6 "#17

10.7F “ImFE4E 1" (Remote Interfaces) &I b, ¥ B Rz BT “miERE"(Remote
Capture) ZIREM EHLAIFE M

MEFEO, AEHRE “FE"(0K) ##%4l.
12. B RIESR, E RS “FFER"(Start). AT LALM Wireshark FRH3R1S A AL FEFE 7O 215 B .
WRES M 2 AT, 0] UM D —A Wireshark 5241
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6.7 “Layer 2" 54

6.7 “Layer 2"JEH
6.7.1 VLAN

6.7.1.1 T

VLAN AR HE

FELTTIN, 7T DL E e 62 75 LUE TSP A H 47 VLAN BRI T (IEEE 802.1DIVLAN
AR, BE R E B B8 VLAN {58 (IEEE 802.1QIVLAN IAIER) o WIR i
%4 T802.1Q VLAN [IHF” H3UN, AT BASE L VLAN S48 € b R -

VL]

%L VLAN ID

WRAZS PCal PURK W H SR %, JFHHE S AR VLAN ID, 58 &5a AN FrT LAIE
I UK U5 1A 1% 15 7%

Virtual Local Area Network (VLAN) General

cenr oS AN

Base Bridge Mode: [802.1Q VLAN Bridge v |
VLAN ID:
Select VLANID Name Status P1 VAP11 VAP 21
(] 1 Static U U U
1 entry.

[Create| [Delete || Sei Values | [Refresh |

4 IEEE 802.11n T Web % # V6.5 1 SCALANCE W770/W730
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/] “IET Web H9EFE” AT
6.7 “Layer 2" 4

i35
Z U A LR AE:
o FHAEEMIFFE (Base Bridge Mode)
M RLF R b e E AR . AT RER R T
VL]
PIBEREPI B AR
HS I U IERE R 35 I N GBI o6 B 225 (1 R o

— 802.1Q VLAN Bridge
PR ABAEE RN VLAN RH” o EIBATR, 2% VLAN EEHEBAEN . IR
~, BTGB AN VLAN

— 802.1D Transparent Bridge
WAV E N VLAN ANRA” o FEEGT, AS I VLAN bRl 12 BUE R
J7 EERIXEEPRIC, 9 CoS Pl VLAN ALSE 4K . ZEMAREUT, TRk BT VLAN. X
EH VLAN AT H: VLAN 1.

« VLANID
7E“"VLAN ID"%i AHEF1 % X VLAN ID.
UEYER: 1...4094

ZREEFELL TS
o HEFE (Select)
3% HR LB A AT R ) R A

e VLANID
S R VLAN ID. VLAN ID (/- 1 3] 4094 Z[RIfE0T) RAEAEGIEHBHE 10 R 4% 20 fid
— R, ZJEAREE M. WM, ARSI I E N AE., TREZE 8
VLAN.

o A (Name)
N VLAN [ FR. AR E R, SHESRA M. 5K R 32 M.
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6.7 “Layer 2"+

PIHEERE R
VLAN RiR%] (802.1D FEHMHF) - VLAN iR%] (802.1Q VLAN M#F)
WA “EEAHEPIMFREIC T N VLAN AN DI VLAN 8300, D047 A2 DLT 5200«
FIT A 5 A N Bl B 2% IR i
VLAN iR%] (802.1Q VLAN PI#F) - VLAN RiR%] (802.1D ZEHMHF)
A R At YRS N VLAN U307 D15 " VLAN ARG, e 2 A2 DR 520 -
T VLAN ZH 253545 I B «
o HOIE— A VLAN: VLAN 1.
FIT A S A RIS B4 5% H A B 5 o

340

IRZ (Status)
SR DI R P A H PR ZRAL, A,  “F " (static) FRonHuht i FH P VB A
RTPNE

List of ports
i€ o A8 A 77 3. PR DL B 50

%3 AN ESR E VLAN YRGS o
XFFRTE S IR i AR RAT R 9"

M
% 152 VLAN B0 . I VLAN o & 3% i MTEE 55 A s 7 A A Y. VLAN BRic .
U CK5)

P 2 TERRTE T VLAN B G I VLAN A& 35 B MUE 36 R IRE AN VLAN Fride AN
VLAN Fic (o mitied it st o 11435

u UhE)

I R TEARIC VLAN BB, {H 2 VLAN SRZLZS 98 1 VLAN. Jt VLAN 1 3% 1)
MIAE % A I AN VLAN FRid o

F

Phi AN 46 52 VLAN FI . 7] BLE Layer 2 > VLAN > 2T VLAN [ 17 417
HAhxE .

T

PRI BOR, TCVEAE WBM FRk %,

Uity & gkt 11, ATECA AT VLAN FRIRR 51

AJ7E CL (a2 AT# ) A “switchport mode trunk” aZHSILIIRE.
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/] “FET Web H9EFE” AT
6.7 “Layer 2" 4

802.1Q VLAN P#fF: VLAN FEZHN
HMIZAT VLAN I, B PR sy DU R -
* VLAN ID A 0"iisx % IR Tohmic ik 2], H 2> {88 HAR SR A
o BRIVIHEULT, B RIRATA u  RIEA T VLAN ARIc i, DARfOR 4 15 AT Eiiix

i ,

o X SCALANCE W 4%, BT it ) VLAN ID #ERIAH 1.

o ISR ZAT FUERE R L, RIERE WO ARG GRSV D o HZ, it
Ui VA 57— G ML, WRE IR InbR I Rk

o PTGk, VLAN RGBS . Brrh gk @ EESL, 020 AR ARG VLAN

IR A LLER ST U, A REEVE R SRS, SSAHSK—NRflEH L VLAN h 2
AN RRALH) 73 B -

PR

R

WE T HARIFFH A "802.1Q VLAN Bridge”.

A& VLAN

1. #E"VLAN ID"fi ANHE A FEA— ID.

2.ty Q" (Create) ikl ATERPAM—MHAH . BN T, % MELHA"
3. 1E “4#"(Name) T#iA VLAN B4 FR.
4

. JR7E VLAN i LA 7 2o filtn, ansaged M, i F 2 VLAN B0t . fEEVLAN
KB MU I 37 A AL VLAN ARic

6 5 B IR
6. iy “WEH"(Set Values) #%4].

4

6.7.1.2 ET U OH VLAN

AT B it
FERE BT, 457 F T3 iomit i) s R VRS .
ER:
e fE"General"Ti[i ', ¥4"Base Bridge Mode"# 4"802.1Q VLAN Bridge”.
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6.7 “Layer 2"

B

342

®1BELURS:

VLA
RANERDHES T 4 VLAN B A ATH .

Port
YL E XS T3 2 BT I R A 28
Priority / Port VID / Acceptable Frames / Ingress Filtering

FEMTHAR S, RS T B E . R "No Change”, MIZE 2 FhfRF]
K12 HAORFFANAZ

Copy to Table
e AR, ISR 2 R g R R

R 2HWELUNS:

e Port

SR R] B R

Priority

M B2 513 I B B 25 oA e it i A 2e 42

VLAN #ricsh ) CoS (ARZ28H1D ek, wRBlEBITErRiciomi, A3 Eltit
Vo O et =D S A TS I Nt B S = 0 el e 2 (SR EA U

MIE 8 ML, EHl 03 7, Hrp 7 FoRfmiisedt (IEEE 802.1p ¥ L5
X .

Port VID

MR F G k£ VLAN ID. R AEIEHRAE"VLAN > General” T [ & Y ) VLAN ID.
WS B WA A VLAN Frid, TS dRasnitab 48 2 1 VLAN ID 76 Nrid, SR JE 1%
He iy R0 A 36 2
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/] “FET Web H9EFE” AT
6.7 “Layer 2" 4

* Acceptable Frames
i B WL 2 R L 2R T (T AT RE AR TR T -
— Tagged Frames Only
WS EFEIARC. B, HZIRHR AN H A bR e 0" i E Ny Tobs
WAL B E KT CARCHIM. S, 2 HRZEAS N F e R
- All
B S R WL
— Untagged and Priority Tagged Only
WS EIFEIAWARCW. BRI TChRCi VLAN = 0 BRIl iy
PAEEARICHIWD o RN, F2 RSN AR .
* Ingress Filtering
i 78 & 7 VPG FEC M) VID
AL R
— Enabled
AR B AT VLAN ID P i 5 k. R VLAN dricl, il H b AU AH ]
VLAN 10 o FERRNC 112 2 585k H R AT VLAN FRIE
— Disabled
¥ R A

- AERRAAS R D RATH, SR T AR BT AT A .
- AERLR A AHE i N\ B B A

NI TR IE L sbrik s - NG

. H.i"Set Values"#%4H

~ W ON o
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6.7 “Layer 2"+

6.7.2

Dynamic MAC Aging

R BRI BT RE

A

344

Bk H BN ST R I BeAE B TR A B BRI R R R e
R A B

DR SR VA AR E I 18] Y AR MR I 5 22 S B AR DL RS R it U0 26 2 MU R = >0 g3
XA AGInG” s EALTT AR IEEHRIEE AT, BlIn 28 e s (g i) &
FERUANIR] (3 1

AR R FRZ R IEHE, W veae A2 B RS2 > it .

Dynamic Media Access Control (MAC) Aging

[¥] Dynamic MAC Aging
Aging Time[s]: 300

[Einstellungen iibernehmen || Aktualisieren |

Z UL DL AE:

+ ZhA MAC #Z4k (Dynamic MAC Aging)
JEFH ERER F SR A MAC ikl 1 Bh 2 4k ThRE -

 ZALRE [s] (Aging Time [s])
BN CBRL: BB) o S IR RS, iR E A Ea Wiz RE T ik BT e
i, US> ERFRE bkl . BB SR A 10 B2 630 B

1. ¥k “Zh#& MAC Z1k"(Dynamic MAC Aging) & EHE.
2. & “ZALISE [s]"(Aging Time [s]) % AAEH F A TE] CRARP N EALD
3. Huly “¥EH"(Set Values) 41
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6.7.3 Spanning Tree
6.7.3.1 R
A B B B E

AR AT . TSR PSR BOANE LN & 8 1 2 HAE
R LD A IO, AT AT VRS I E
WG BARRI AP, AT DAEAR S S T A S A R I Zh g o

L]
B B AN A AR R

TSI BAEARTE, SR i S IR AN S R /e AR i B ONAR
Tk, BRI A S 7 DhRER AT .

Spanning Tree Protocol (STP) General

General | CIST General | CIST Port| MST General MST Port _

[]Spanning Tree Protocol Compatibility- RSTF’

Set Values
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6.7 “Layer 2”51

YiEA

I AL LT AE:

* Spanning Tree
Je Y B FH AR R

o WhilFEAEM: (Protocol Compatibility)
PR A B il A SRk H% RSTP, TN A= i 147 928 4LL T+ RSTP.
AR BL N RE
- STP

— RSTP
— MSTP

VLEH
R H IPCF B, NP SZRE STP A RSTP 2.

PR
1. #EH“Spanning Tree"E ik HE .
2. M “H R ME" (Protocol Compatibility) 4412tk B a1
3. Hifi"Set Values ¥4 4l .
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6.7 “Layer 2" 5

6.7.3.2 CIST &

MSTP-CIST &
U LA PR LB 43 2H
o U2 s B 4 A A
o R BRI AR, 2SI A RIS B R AR A 3RS o

o HMNEIRIXIEAR AR, ZHS T NSRRI MSTP Miigk#g . RAMHE “H”
(General) TiTH b J3 A T“Spanning Tree"Jf H. “#riGEA 4" (Protocol Compatibility) #% 15
BEA'MSTPI, SEoniIEdE 41l L. X tHi&EH T"Bridge Max Hop Count" &%, nH &%
SRR, A A P s R4S S AHL R .

Common Internal Spanning Tree (CIST) General

General | CIST General | CIST Port | MST General MST Port _

Bridge Priority: 32763 Root Priority: O
Endge Address: 00-00-00-00-00-00 Root Address: 00-00-00-00-00-00
Root Port: - Root Cost O
Topology Changes: O Last Topology Change: -
Bridge Hello Time[s]: 2 Root Hello Time[s]: 2
Bridge Forward Delay[s]: 15 Root Forward Delay[s]: 15
Bridge Max Age[s]: 20 Root Max Age[s]: 20

[« Layer-2 Tunnel Admin Edge Paort
Layer-2 Tunnel Auto Edge Port

Set Values

#R
Z LT A DL AE

o WP Z (Bridge Priority)/#R1R 54 (Root Priority)
FRHE IR e AR 2 TR 5 T2 22 ORI o AR 56 St e R IR 2 O AR I - (B
BN, RG22 B MRS, N MAC Hiuhi-EE /MR i
B AR I o IR S 2 A MAC HiuhEIX AN S8 — M) BN AR IR o T AR A
EETA AT, HTMIERRERE, RMMROZR R E AL E . MR
PIE AL 4096 HIEEEH, HIEEIM 0 3 61440,

o WHFHihE (Bridge Address)/ii#iiik (Root Address)
IR H b s B A% () MAC Hidik, AR Mk B s AR IR ) MAC il
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6.7 "Layer 2"

348

#R¥%5 0 (Root port)
SR AT H AT R AT 815 B BT A R 1 1T

R4 (Root Cost)
NAZ 5 6 B AR AT 1) B AR T4

N (Topology Changes)/ Lik#H#2E 5 (Last Topology Change)

ZRA K HERE LUURSILSR, BT AR R ALE TP T I R A SRR R X TR
WA, B E B S B AR I AR R 0

- B BFEHRH I ERALN sec

— kb BT R EERAE AN min

— NI BTSRRI hr

#i#hZE T (Topology Changes)/ Lk ##2 5 (Last Topology Change)
BRI 2 2 AR A A It (BPDU). WY IS [ B A 793 A e St 2 [ R I (B T B . it 2
K ERIME R 2 7D

Wi R IER [s] (Bridge Forward Delay[s])/#R% & %EiR [s] (Root Forward Delay[s])

PIRFAN 2 LRI P AL S EEE, MR AEIR S PR e I a2 R A . 1X
FERTH ERAE A IR BT (K15 B L A TH A SRR NS T . WS HIERIME N 15
e

W B KZ AL E] (Bridge Max Age)/tR B KZ 4L ] (Root Max Age)
IR AR TR) s SRR (Y BPDU WM AS R MLV A RUE B2 i “HABR”
LS HERIAH 20.

Bridge Max Hop Count

2% 2 BPDU nli@id £ /b A MSTP 5 . an gzl —4 MSTP BPDU Jf H H Bk it
o b H A RE, W HEFE. S HEIN 20.

XRS5 (Regional root priority)

HRERERE, ES W52 (Bridge priority) HRAL 56 4% (Root priority)

X iR ikt (Regional root address)

SE7R XIAR I I) MAC HiLhk

X AR 45 (Regional Root Cost)

327 ABE B 1) IXCIBURR DX A R B AT T

X4 # (Region Name)
ENBE B FTE I MSTP X 2K BRIATEDL T, FESAbS AN L% % 1 MAC Hihik. B
A& T AR MSTP [X 45 15 % _E AE L AR D

X g4 (Region Version)
BN A FTAER) MSTP IR IRA S . BT & T AHIR) MSTP XI5 % b 8 26 Z0AH TR .

4 IEEE 802.11n T Web (431 V6.5 (1) SCALANCE W770/W730
fic & T/, 04/2022, C79000-G8952-C323-12
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PR

6.7.3.3

6.7 “Layer 2" 4
o HAriHiEE (Reset Counters)
BT AZ A% AT AT S T b RS

o 2 EREEHIHSN D (Layer-2 Tunnel Admin Edge Port) ((UEEAN SR T AT A
WIS 2 JZh5iEu 0 Ll fe A 2ot bl s, 1E IR L EIENE. 750 EAS oO th O iR sE
B, Rl RO 2 I ERT A . L2T 25 7 i B HL 3%

o 2 ERE AR O (Layer-2 Tunnel Auto Edge Port) ((XEEBEA SR TFATH)
W RARSE S T 5 2 2R IE S 1 _E R S TR, T R .

1. FE 5 NHE i N 4L 25 BT 75 I B0
2. Ry “UEH"(Set Values) %4

CIST %@ 2

MSTP-CIST % OAS

VT, 26 R B LT S B AUE 1 249 B ES
BEHATALAS, S ki R TP AR G HL T

Common Internal Spanning Tree (CIST) Port

All ports

Port

2

VAP 1.1
VAP 2.1

Spanning Tree Status Copy to Table

| Mo Change ~ |[ CopytoTable |

Spanning Tree Status Priority Cost Calc. Path Cost State Fwd. Trans.  Edge Type
128 0 200000 Disabled 0 Auto
128 0 200000000  Disabled 0 Admin/Auto
128 0 401905 Disabled 0 Admin/Auto

[Set values || Refresh |
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6.7 “Layer 2"

ViEA
F1EELUTH:
* %11 (Column 1)
UL RH B B T3 2 BT o D #RA R
o AERMHIRA (Spanning Tree Status)
MR RFIFRF, EFEH T Em O E. Rk “I21L"(No Change), NI 2
HFAH B 2% B AR EFANAE
« HE#IBFE (Copy to Table)
R A s, NEE 2 A o R R .
K 20E5LURF:
o YK (Port)
R TT R R O RIE .

o AERPHIRA (Spanning Tree Status)
T8 52 2 15 K i 1 52 B 30 A J o o

YL
A SREE 5 1R A2 BRPIRAS" (Spanning Tree Status) I& T, ATRESEUL AR . A1
ISR

o %%k (Priority)
By N R SE 2. AN A BRAT AR HH [RS4SR A S 2
AL ATRERE 16 BEBR . WA (EARERE 16 BFx, W2 B AHE XA
IMEYEH: 0 - 240,
BRINE Y 128,
o JFETHH (Cost Calc)

NI TS . IR S NE 0", W H B E H fME S BoRTE “BR IR TFEE" (Path
Cost) HEH,
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/] “FET Web H9EFE” AT
6.7 “Layer 2" 4

o PRAZTF4H (Path Cost)
M BRI B AR TP - R B/ N R R E NS AR . R H 2 Ao D A A
FIAE, 2 B 15 /N 1]
W “HESTHE"(Cost Calc.) MERIME A0, SR HBNTHE HHIME.
B2 Eos “IFEHTHE"(Cost Cale.) HEMIE
F R AL A B R AR T . PR B R R R, B AR T A R RN
PRTH AR R ) TR AR T A A U R
— 1000 Mbps = 20,000
— 100 Mbps = 200,000
— 10 Mbps = 2,000,000
{HE, WAL B % ME .

o R (State)

BRSO SERIRES . XEE REEER, BELEHS. CORE"(Status) ZHIRTAHE
IR ATRERPIRES A :
— Disabled

% EAN U, RELAEAE STP. MSTP Al RSTP 1.

— Discarding
f£ “E37 T, I BPDU M. HeHENBRES TT M2 1 5 5 .
— Listening

TEMCRA TN, HRYSORI & 1% BPDU. Uity [ ELFE 7E A it BiE

— Learning

e RORSZ AT B 3 1 32 23904 (a7 i) .
— Forwarding
FE B PTALASI E]J5 5 S A 2% oh o s i 1 SRR RS e o o

* Fwd. Trans
8 M\"Discarding” R &2 A "Forwarding IR & IR EL
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6.7 “Layer 2" H

o %A (Edge Type)
fa e i S 2R AL Al DL R ik 4%

ML G 0. I DA “ % 7

— Admin
b O UG A i a4 B, EREIIRD. I, BRI OB e A R X R 2%
M E T

— Auto

U SRAR L Bkt BRI A B, NIRRT GESLERER, 2F
SN A

— Admin/Auto
T R v 1 S5SNI, U R  IE PRX e e T  RSLIERRN, 2
RN “ia%im i

* Edge
R RS .
— J3H (Enabled)

2y VA I B g 11
- %H
s 1A A RO B A A 15 4%
T %, AL AT DOl v O AT DI, T T T R A R . S R
U B A b T, U CUR S RS AL E S DI AR WE .
s P.t.P. 8% (P.t.P. type)
MR FLF) 2 i BT TR T . %k ST BT 1 1
- PtP.

RIS A2 XL, WA 2 S s
— Shared Media
RIS A X TR, AN A2 56 B
Wi
B BB R ORNAE AW 2 (B B iR . L= R ] DL SRR 2R IR .

H BB E RO e A0SR B E T, A IO O B
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6.7 “Layer 2" 4

e P.t.P.

- JAH
TR RN RS AAAE

- %
RN RN U A ATAE
¢ Hello Time
NI R IE LS BPDU BIFT iR & RO 1A] (A]f . BRIAIEI T, SwE 2 0.
BUEVEHE: 1-2 7
Vi
B TE MSTP AR 7 B X 09y B[] 3547 1 RF 2 1% B

2
1. FERATHI NS TTR T, B N B A 1
2. TERATHIUIE R N RLFIR P, SRS .
3. i “i% B A" (Set Values) #%4H .

6.7.3.4 MST & #

ZEAEBRNAS

K RSTP 2 4b, it MSTP ta] LAZE LAN =R/ FH B[] RSTP #4455 FE 2 4~ VLAN .

Multiple Spanning Tree (MST) General

G T a5 o TGS Pt

MSTP Instance ID:
Select MSTP Instance ID Root Address Root Priority Bridge Priority VLAN ID
0 entries.

[Create|[Delete| [Refresh|
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/] “IET Web H9EFE” AT
6.7 “Layer 2"+

ViEA

1% LT AL DA AE:

e MSTP 5 ID (MSTP Instance ID)
i N MSTP SE1 %% 5 .
RVFEIME: 1-64
B®Z A LUE X 16 > MSTP 524

ZRIGEFELL 5

o HEFE (Select)
R MIBRIAT o

e MSTP 524 ID (MSTP Instance ID)
5o~ MSTP 5241 %% 5 .

o JR#udE (Root Address)
TR PR MAC ik

» B4R5%EZ (Root Priority)
BRI e 2%

o WEFFEZ (Bridge Priority)
TESCAE A AN RIRRSE S . MR ME 2 4096 HIFEHUEH, EIEHIM 0 £ 61440,
+ VLANID
fi N VLAN ID. 7ESEALIERTLAERE “HT46 1D, “-".  “45 D" Kfgeiil. " /rREA
YL 1D
RVFE: 1-4094

PR’

BIgH%H

1. fE“MSTP 5245 ID"(MSTP Instance ID) HE 4 A\ MSTP SZ45i) %5

2. Hil “fil@"(Create) %41

3. 7E"VLAN ID"fi AHE A A HE 3L LAN RS R4

4. 18 “MH 562" (Bridge Priority) HE i A PIHF AL 56 2%

5. il “¥EH"(Set Values) 144l

Mk 2% H

1. fERASAT GO B I IEHE, IERREMIERIIZ%HE .

2. Hiii"Delete"H 4 M 77 FH MBS T i 46 H o AV 1 P A7 R IR 2% F 9 5082 DT 1R s o
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6.7 “Layer 2" 4

6.7.3.5 MST ¥ 0

HBZEERMN R OSE
FEMCTUE, B T2 A 2 B 2R O SEA9 1) i 11 24

Multiple Spanning Tree (MST) Port

MSTP Instance 1D:

MSTP Status Copy to Table
All ports | Mo Change w || Copy to Table |

Port MSTP Instance ID MSTP Status Priority Cost Calc. Path Cost
Bl 1 128 0 200000
VAP 1.1 1 128 0 200000000
VAP 2.1 1 128 0 401905

[Set Values || Refresh |

B
2L AL B A

e MSTP %1 ID (MSTP Instance ID)
1% R HLF R ks MSTP SE411 1D,

®1BELURS:

e %1 (Column 1)
VLA B XT38 2 BT i AR R
e MSTP IRZ (MSTP Status)

FEM B, RGE T b I i E . WERGEH “FA2M"(No Change), NIZ 2
A RLF 2% B PR FF AL

« HE#IBF (Copy to Table)
ot IR, W 2 BIFTA b N R
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1/ “FT Web HIEFE” H{rH#

6.7 “Layer 2" 51

356

R 2HUELUNS:

%5 0 (Port)
SR A AT e AR .

MSTP S245] ID (MSTP instance ID)
7R MSTP SE2411 1D

MSTP JRZ (MSTP Status)
AT LR RAE W] S FH BAE F g I

e (Priority)

gy N AR S 2o A 4 B A% AN A TR B A PEAk AR SE 21

ZAE LR 16 BEBR . WS (EA AR 16 BEER, W2 AR
HUEYER]: 0 - 240,

BRIME N 128,

FF441H % (Cost Calc.)
TENME RN BT A U5 . AN SRAE LB NAE"0", T “BXA2JT44"(Path Costs) HEH 2
R E TR A .

B2 TT44 (Path Cost)

NI BRI A TP o R BB /N ARV E N AR . WA I 2 AN D A M
FIAE, T2 i B 15 /N 1]

W “IE5IHE" (Cost Calc.) HERME N0, MIEIR A HE H{E .

B2 Eos “IFEHTHE"(Cost Cale.) HEMIE

F2 AR AL A B R AR T . PR B R R, B AR A I R
PRTEAE B T B U

— 1000 Mbps = 20,000

— 100 Mbps = 200,000

— 10 Mbps = 2,000,000

H2&, thaT DLEphi B HME .

IRZ (Status)
R Y EDRES . X EE KRR, (HOEAE. nTRerREH:
— Discarding
Ui 23384 MSTP (B 5., HEASZ 58RI
— Blocked
FERHIEREECT, #2405 BPDU .
— Forwarding
23 1 ERORUR 18 24 i
Fwd. Trans.

i e R £ Discarding - Forwarding ¢ Forwarding - Discarding.
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1/ “IET Web 19EFE” AT
6.7 “Layer 2" 4

2 ]
1. FERATIHIN R ICR Y, B N B A s R .
2. (ERATHIUKI N RAIRY, BB 1 D ME
3. By “W#EH"(Set Values) #%4l

6.7.4 DCP ¥k

M

STEP 7 1 SINEC PNI { | DCP ViS4 T 4R W, A BRI, X B o &R Jg FH DCP;
FIUEE, FEFTA S 5L & DCP i, R e 100, AT DR X4 o 1 2% 1E Rk 3ok i g, 451
w1, B kA SINEC PNI A WS 1) &Ry, BUEE RN 4 o e AN BN o, LAEEAT
AL .

e [ T i 1 AR AE M WBM BT F 2o

L
R
R LR T NAT, WHZERON 2 B8 R s =

Discovery and Basic Configuration Protocol (DCP) Forwarding

Port Setting
P1 Forward [=]

Set Values || Refresh|
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1/ “FTF Web JIEFE” HTH&
6.7 “Layer 2"

ViEA
ZRAFELL T
o ¥iH (Port)
S Al LK M 1
« ¥H (Setting)
8 5 v 11 A2 B PH L & 5k HH ik DCP i, RIS DA T i 5%
— Block
AN e R H vk DCP e ANk, A7y mT s she s 11 B2
— Forward
i v M & DCP i,
2
1. feEum A &1k & # & DCP i,
2. B “EE{E"(Set Values) %41,
6.7.5 LLDP
R P 45 30 Fh

IEEE 802.AB 4532 LT LLDP (Link Layer Discovery Protocol, #E# /2 KL .
LLDP & —Fi FH R R I 25 S R 1) 77 vk . s RS LLDP 5 HAH AR B & 2 #e M5 5

SCRF LLDP (M2t 41 B AT LLDP ACEE. LLDP B e kI 5L A S RINE S, TP
ERR ARG R . RIS BAFAHE MIB .
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/] “IET Web H9EFE” AT
6.7 “Layer 2" ¢4

RiFf

PROFINET f# H LLDP AT 4h4M2 . TEBRINEE H, XA o DA E H LLDP; #eh)igid, B
A i VR A AN LLDP e FIFIEThAE, AT LAAR S 035 i B Bl i 306 A sl e i

Link Layer Discovery Protocol (LLDP)

Port Setting
P1 Ry & Tx [=]

SetValues || Refresh|

L
ZRBAIEL TS

* Port
BRI,
« ®HE (Setting)
fR€ LLDP DjRE. WA LRI D
- Tx
I A g K I% LLDP it
— Rx
i 1 A e LLDP it
- Rx&Tx
W By 1 0] AFZYSORA & 3% LLDP i
- " (EERD
1Sy 1 BE ARt AS &% LLDP il

1. MW RHLH R AL T ) LLDP ThAE.
2. By “Ur B H"(Set Values) %4
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1] “HT Web HIEFE” HITHE
6.8 “Layer 3"

6.8 “Layer 3"JEH
6.8.1 NAT
6.8.1.1 Basic

Pt B

R P s el a1 % 7 A 2T A3 5 A R8T E WBM T T

FERE TR AT 4R E NAT FIFEARE .

P B
ALEE DL MR 2 NAT F NAPT 82 7= 491 -
https://support.industry.siemens.com/cs/ww/en/view/37593580

IP Network Address Translation (NAT) Settings

Basic | NAPT

Interface: pP1

(] Enable NAT
TCP Idle Timeout [s]: 86400
UDP Idle Timeout [s]: 300
Local Interface IP address: 192.168.0.1
Local Interface Subnet Mask: 255 255 2550
[_]IPv6 Transparent Mode

IPv4 Multicast Forwarding
[ ] From Global to Local Interface
[ ] From Local to Global Interface

[ PROFINET Transparent Mode
PROFINET Station Name: station™;pumpe*®

[Set Values || Refresh |

4 IEEE 802.11n T Web % # V6.5 1 SCALANCE W770/W730
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ik

T R DL AR

e #0 (Interface)
ML R 251 2 HR g B BT 7 0 AR 42 1

» J5H NAT (Enable NAT)
VAR 42 11 3 FHEREE F NAT .

o TCP ZEH#H [s] (TCP Idle Timeout [s])

6.8 “Layer 3" 4

BAPTHRIS A (AR N AL o GRAR KR AEARMT RS, T TCP IERR 2 AL %I A1 45

WS B 480 2 B
fHYEE A 1 5 2147483,
RN E: 86400 T

o UDP ZZ[H#BHT [s] (UDP Idle Timeout [s])

PRI TR (RPN RAL) o AIRR B AEARTEEAC 0, W) UDP JERSR &~ AL I% I (8] 45

W I 2 HR A 5
fEYEHEIN 1 3] 2147483,
BRINIKE: 300

o ZHhEEM IP Hulik (Local Interface IP address)
N CUK R A 1P btk o o 1P Stk A b i 4% 1 I et i o

o ZAHhEEO-TMFERY (Local Interface Subnet Mask)
i N AR 3 LK I - PR 0D o

 IPv6 EBIER (IPv6 Transparent Mode)
JE I, 1Pv6 WA LA R FT WLAN 22 8] 5 I AR AN AS
X FHE MAC BRI E N “H 5" (0wn) HE KM IPV6.

IR CF MAC (I E DN “F3h"(Manual), TR 25 AR EURIE 1PV6 U IPV6 ¥4

(] MAC Hiik .

« IPv4 AR (IPv4 Multicast Forwarding)
P87 A& T AT N T
- WA JmEAMIEE T (From Global to Local Interface)
WLAN $22 1 _F AR N (1) 2H R i ot DA 422 101 7 i 31) P 8 X 4%
— MAHF| 4 H4 10 (From Local to Global Interface)
AR DR X2 1 E AR N2 R M i WLAN 2 11 3% i B A0 R IR 265
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1/ “FT Web HEFE” H#irH#

6.8 “Layer 3"

BT

362

—_

oA wWwN

PROFINET iZ A (PROFINET Transparent Mode)

I AEFG N\ KEY-PLUG iFeatures J& 4 7 H .

i NAT I5F, ot WLAN 53%42 18 PROFINET & TS, PR9IX BEi & % AT
ANHT DL

WARIEFM R E, NPT & PROFINET B& BRI L. IF Has DUE I 7 e it f
F PROFINET 15 £ 44 R I A% A5 A1 o

X T PROFINET i B, Z07E MAC #a iR E “ 3 2 JZFEIE" (Layer 2 tunnel).

il
PROFINET %%

W% 7 PROFINET i BIAE S, &2 PROFINET 45 o5 M DHCP R4S 283K HX IP Hh
hbo XL & I [E 2 /0 1P bk

PROFINET # %54 %% (PROFINET device name)
PROFINET ¢ 4 PRI E S0 V5 AR e 2EAT 185 ) PROFINET % (JGie NAT #ifi))
RAKE: 240 MEFF. HEAR .
RYHEH T F5F: [a...z]s [0..9]F1[. ;-*]. RARVFHEHKEFE.
TR AR, ATRME AR RS (%) BEMESRERN TR . B SR E, H
AR LR LRI — K.
AREZMNRR AR, RS SEIT.
ZNGE
- *(A%)
A LA BT 3 B2 1) PROFINET # 4 HE/T IS
- pumpl
HBE 5 It PROFINET & & T IR .
- pump*
Lo L pump Hk & & &%, Bl pump1, pump2.
B, —AT] AR ER . 35 1A pump1”, 3 2 85 pump2”. A L
N, WA PAZEPAS WLAN & P B S NAS.
— pump*;controller*

FR L pump” Bk “controllerJf Sk (I AT A ¥ 4% 7K o

. (E “ZRHhE O 1P Huli"(Local Interface IP address) i AKERT, i N DA 422 1 fR A< 1P ik

fE “AHbE O-FHERS" (Local Interface Subnet Mask) S AKER, S N Hb LUK (-1 IR o
LR FJR AT NAT .

i N PROFINET %4 % 5 .

o “WEE"(Set Values) #24H .
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1/ “HT Web f9EHE” T
6.8 “Layer 3" 84

6.8.1.2 NAPT

YR
RAT % 7 v A1 % 7 AR RN s 4 AT A A i WBM BT

FE I WBM U, AT Ay BUAS R 2 (R85 78 SR Hp1I3% . R4S WLAN 2273 (NAT 9]
K REZAISHF 60 Mok H .

IP Network Address Port Translation (NAPT)

Basic | NAPT

Interface: P1[v ]
Traffic Type: TCP[v]
Global Port: 100
Local IP Address:
Local Port: 100
Select Enable Interface Traffic Type Dynamic Global IP  Global IP Address  Global Port Local IP Address  Local Port
D entries.

|Create || Delete| [Refresh|

iR

Z UL THAL S DL AE

* 0O (Interface)
HiZWE MR D . HERSEA 2 MO A RS

o JBf538A (Traffic Type)
T e ki oy et HA M. 25450433 ¥ B TCP Al UDP Wi 244

o 4&JR¥ 0 (Global Port)
LIPS b E %Eﬂ%lﬁtﬁﬁmﬁ FE N B A AT, R B Z 0 B T 25— 1S
FEl, D0 DA o 11468 o 1 A 2 s N e L, 10 30 - 40,
A
S O OA AR S S (Wl Telnet) , R R —4%E . fEIXMIEN T, BB

TCP 3t 1 23 (Telnet). ¥ 1 22 (SSH) A%t I 80/443 (http https 15 F} WBM )% 7 sty ]
PrlEPE) AT UDP %% 11 161 (SNMP) FHIAE4: s .
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&/ “HT Web FIEFE” HITHE
6.8 “Layer 3" H#

o Z<Hh IP Huht (Local IP Address)
f N AN L X 4% R T s (1) 1P bk o

o ZHi%E T (Local Port)
BN R T i A 1) F A R A M TET H brdig o G0 R E e B T —
i VS, ) DA Gf v 1145 Ao 1R TR U A JE L, 4511401 30 - 40,
QSR A Sy 15 4 Fey i VAR TR, U AR AN BEAT o 11 % 3 R0 175 000 4 R i
ZRAFELL R
o ¥ (Select)
I EIBR AT B S EAE .
o ¥WuE (Activate)
T TRATH IR EME . 1Z2% B Tk o i
o #0O (Interface)
TR SR EAMHRE,
* ZA&4EJF IP (Dynamic Global IP)
SRR T B A Mk i 4
o JE{F2RA (Traffic Type)
SN BN 4 JR i 43 BE UDP A 2 TCP i
o 4 )5 IP i3t (Global IP Address)
ERASHL P bR E R R A )R 1P ik
o £JF¥%i 0 (Global Port)
R4 R g 1 o
o Z<Hh IP Huht (Local IP Address)
SN A I DO 286 R T R 1P il

o ZHi%E T (Local Port)
BoRAS I TSR 5

—_

WSS (Traffic Type) FHirglgerh, HFRHIAE 4B HLAT 2L P
{E “ 42 J¥% H1"(Global Port) Hfii A\ 4 it 1 4 5 B 111 el

TE “Ait P Hubk"(Local IP Address) Hdis NAS i 25 v 45 2 (1 1P 3tk .
TE “AHnm 11"(Local Port) H i AN A Hbig 12 5 B 1195 [l -

sk “QE(Create) b, STERPFER—MHLH.

Bl “¥ B A" (Set Values) Hl. S o

o voA W N
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6.9 “Security” F#

6.9 “Security"SEH.

6.9.1 HF

6.9.1.1 AHhFH P

AP
FESETUm &, g H A AN AR (A L o
TEC M R A P i, HEEE st ¥t B 3h7E R "External User Accounts”sHit 47, dnEd@ il
B 7 A N SR ANE P R R A T, ATEA CL dr 4.
L]
N BB R T 28 3 P IAUR
Local Users

Coars e Grums [

User Account:
Password Policy: high
Password:
Password Confirmation:
Role: user |~/

Select User Account Role Description
admin admin System defined local user
[0 senice user
<
2 entries.

|Create| | Delete || Set Values| | Refresh |
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6.9 “Security” 4
3%

ZIUI LS LR 2
o R/ (User Account)

366

BN I RR . 1% PR 2 2 LU 2 1F
- ZFRLZME—,
— BFRKSELIE 1 B 250 NERFZ AL,
- ARREELTFFER: |77
Space Hl Delete PR AREELEFEN o
HiE
AP 2TEER
BIEM PR, TREHESH 2.
WRTBEESH P4, WMz - I —AHH

LA
FF4: admin
A P B A%

W H OSSR EGRAE “IRE ) BNk B IFE 5" (Restore Factory Defaults and Restart)
RS, WIS PR B B e U i admin. A — IR E A 44 HY) T admin” ()
Blex. Z2Ja, An a4 "admin”.

VLA
SRR EBRIANEF “user”
H & AR V6.0 2, I B BRI S user 78S il A A R AR AT .

WS & AR T 08 V6.0, H ) B BB BRI “user i ISR P . 54
WRAEA N ®E C“RE T BIA R E I HE 5" (Restore Factory Defaults and
Restart)) , Wt B4 B T ERAH - “user K i .

LA user” fy G B EET HI T -

L SRME (Password Policy)
ST 2 A 1 S

It

3

WK B 8 NTR, K 128 N AT
2/ 1 ANKRE TR
201 AR
/01 M
- K
FEKE: 206 MERF, K 128 MERF
1E “224s > %0 > BRI (Security > Passwords > Options) T [fii £ 25 25 i 5
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&/ “HT Web FIEFE” HITHE
6.9 “Security” F4

o ZEHL (Password)
NN, AR R T A K R AR .

o AN (Password Confirmation)
FRE NAZ NS LA T HR A

* At (Role)

Pt 2 Sy N E

TEAIE R G0 X B e A 2 mE$E, 72 WM Security > Users > Roles”.
R E LTS

o H%&F% (Select)
39 HR LB A AT R ) AR ATE
VLA
TS P DA R, 28 3% 09 P e v b e B 4

o F Kk (User Account)
w4

* fifh (Role)
TR H .

» #R (Description)
SR F KO B . B SCA R K 100 AN

PR

i
“Trial"BE= T HIE X
B2 40 T Trial B, 7R DT b AT 158 2ot 22 ST E AR AE

B P

LD Rl D E

PNl DR TR
FRRE N ZZ S LA T A A
R P .

B “AIE"(Create) 144
LN EDREONV TR

Hdy “#E{H"(Set Values) #4411

N o v ok~ w N =
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6.9 “Security” F#

il
1. I ERER AT P K R AEHE
2. Bl “MIER"(Delete) 144 . R kR 2% H JF 5B vt .

6.9.1.2 5

K
FERCTURI A, W] B AE B A AT R A

iR
BIRAE T EE SR AR o

User Roles

Local Users Roles | Groups

Role Name:

Select Role Function Right Description
[T user 1 System defined role, with readonly access to configuration data of this component.
[”  admin 15 System defined role, with readiwrite access to configuration data ofthis component.
[T default 1 Internal role, for authenticated users without group/role mapping in this component
[T everybody 0 Internal role, assigned to users when authentication failes. Access will be denied.
&l Maintenance 15 E| User defined role, with readfwrite access

5 entries.

[Create |[ Delete | [ et values | [Refresh

iR

ZULTHAL S DA N2

¢ Role Name
N AFR . 1ZAFRL A L LT 41
- ZAFRIME—
- AFRKENSTE 1 3] 64 DNFRFZ0] .
|
AELAAER

FEREMEIE, MR K,
WER A ORI FR T EE S, ML AU Bz A I B — D .
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6.9 “Security” 4

ZREE LIRS

BT

Select

T R B R AT H R S RE

A

BT E SRR A AR 20 BC 1 AR € TGV N R BAZ A

Role

BRI AR

Function Right

PR R D REARLRR -

-0
INRIAERI, RN B . ToRTT R .

-1
WA A ORI IO A S8, EAT XS A A w] LUE
HSUBATTE S

- 15

A AR CR P BE AT S A B R S A
L
ThEEA PR TCIE S

MARECHE 7 — M, WETCERESOZ A BRI D RERUIR .
U AR B A O I RERURR A2 I LR 51 (020 BR A -

1. WA SRR .

2. EHH DD RERUR

3. XAz,

Description

BAAEORUE . X THUE XM E, ER— DUl WSO RK 100 575,

Creating a role

1
2
3
4
5

DA REN I i
. Hiii“Create"1%4ll .
L EBEA AN TIRERR .
RN BT
. He"Set Values %41 »
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6.9 “Security”

Deleting a role
1. 2 P R B AT Hh A S AE
2. Hifi"Delete™t 4. KMk 5% B 3 58 ULH

6.9.1.3 H

JZEDRk::|
FEBETTTE W — AR R Mt

E R, A Administrators #7553 F)"admin”f . 4H7E RADIUS RS 8% F5E L. At
TEWREAHE Lo 2 RADIUS AR 33 A P RAL 4 H P 4rBc 2" Administrators 41, 1t
F P E A admin”f {4 .

iR
IR AE T EE SR R o

User Groups

Cocavers e e 1

Group Narme:
Select Group Role Description
[ Administrators admin E| Mapping group Administrators (RADIUS) to role admin (device)
1 entry.

[Create | [Delete |[ Set Values | [Refresh |

YiBA

UL LU N7

* Group Name
NI 4 FR . LA FRUAAI S RADIUS 2543 L i LA DT AL,
TLALTRAL I AL LAR 2 AF -
— HAFRALZME—
- BMRKFERAE 1 3] 64 DFERFZIA.
- ARWHEMHLLT 7R 8§27
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6.9 “Security” 5 #

ZREE LT
¢ Select

e H R B AT b i S AE
* Group

BIRA AR

* Role
WAt . 3@id RADIUS k%5 & Tk M ALEAT SR B0k i) F P e & AR 1S
I 1 B AR
TERTE R G0 WA B e U 2 TR, 152 WULTH "Security > Users > Roles”.

¢ Description

NS MERFERMA U BHSCA R 100 D51,

PR
BHERI AR,
1. BN FR.
2. #ii"Create” %4l
3. A,
4. RH5 O RN UL .
5. Hii“Set Values %41 .
HHIBR & a2z R R aER:
1. 2 SRR H 47 b B SR AE
2. Bili"Delete"t%4H . KMk 2% H I 58 v

6.9.2 G
6.9.2.1 G

AP EBRAS

VL
@ IE RADIUS AR 55435 3%, MIJC i 5 S T Ary 35 A
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1/ “#7 Web HIE:

" TS

6.9 “Security” #

FEUETUTE £, W] AR i . iR I BCE e & S Ak - gk, Wl sE sy
P RS WU S sk, WA BEE SUE B Q.

Account Passwords

Ei:py

372

Current User. admin
Current User Password:

User Account: admin

Password Policy: high
New Password:
Password Confirmation:

Set Values

HGF P (Current User)
N LRSI 0)

|7 P %58 (Current User Password)
NG B S P R

PP (User Account)
blirt e L e R L LTS D

KM% (Password Policy)

SRy T B B O N T AE 5 F ) 5 i S
/= (High)
K. F/D 8 MR,
/1 NKREFRE

B 1 NIRRT
1 AEE

fi (Low)

FERKE: 206 NFER, &K 128 NERF

K 128 M

4 IEEE 802.11n T Web % # V6.5 1 SCALANCE W770/W730
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PR

oA wWwN

6.9 “Security” F#

3RS (New Password)
JuHide FH P T .
N

- §?";:

- WABEEE Space 1 Delete F4F.
FIEHEIA (Password Confirmation)
FRRE N BT DS LU AT A

. A 7T PR (Current User Password i AHE 55 N 2417 £ 8 1 P 10 3081 .

MK (User Account) N AIER Y, bR R USRS T
7E"New Password" i NAE H1 9 Fidk FH P 4 BT 20 .

1E"Password Confirmation”4ii A E o 8 & i \ B .

B R E{E"(Set Values) 441

UL

WA ) ISR R E W T

o “HEHH"(admin): admin

W DT P admin" ) S B OG5, B AE “IRE W) BRAREIFERE” 258
X, RASTOREENEN.

i

ERARA T ESEG

B AR R A 20 B 2 A, I B et 2 7 R ORAF

4 IEEE 802.11n T Web 1% ¥ V6.5 1] SCALANCE W770/W730
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6.9 “Security”

6.9.2.2 IR
T I T TG 52 20 BO BT 25 R IR e FH 1) 5 ) S

Password Options

st oot [

Password Policy: high

New Password Policy:

Password Policy Details:
Minimum Password Length: 8

Minimum Number of Numeric Characters:
Minimum Number of Special Characters:
Minimum Mumber of Uppercase Letters:

[= P Py

Minimum Number of Lowercase Letters:

Set Values

£F4& IEEE 802.11n 2T Web [ #1 V6.5 [ SCALANCE W770/W730
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iR
o SRHLKMG (Password Policy)
7R I IS FH () R R
o BTG FERE (New Password Policy)
MAZ TR R kBT R R .
- 1 (High)
I 2 8 ANFRY, B 128 MEAT
201 M
201 MR TFRF
EVU R ONEE SN
- i (Low)
K. 206 MERF, K 128 NFERF
- HFHEE X (User-defined)
1E “ SR VEAN{E B (Password Policy Details) 2045 T s S5 60 E5K .
o BRTESREMEEYI(S B (Password Policy Details)
WIERIERE T “m"(High) 80 “fK"(Low) ZAG 5N, T2 BoRAH G &I EE R
WRERE T “H A L"(User-defined) #5505, PISEASAH GBS 2K .
— FHEFEKE (Minimum Password Length)
e BRI B R K
- DT FRAE (Minimum Number of Numeric Characters)
EiER R T SR A e e S
- B/DERR 5 (Minimum Number of Special Characters)
i 78 B A R B DR R TR
- /O REFE (Minimum Number of Uppercase Letters)
i & B i B b RS R
- /NS FREE (Minimum Number of Lowercase Letters)
a8 B i b /NE R
6.9.3 AAA
6.9.3.1 B
2T REFR

PREAAARE “IGE. 8L, Hil"(Authentication, Authorization, Accounting). ZIhREH
TAR VRO VE 28 15 i, e A TR AR 24 1w AR 2% - i 156 FH ()Y Bl

FERE T R AT R R

754 |EEE 802.11n £ T Web HI%HE V6.5 ) SCALANCE W770/W730
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General

General RADIUS Client

Login Authentication: Local ﬂ

B
2 UL AL B A

VLA
g B I RI R "RADIUS”. “Local and RADIUS"&5"RADIUS and fallback Local”, W Ziff
fEFZLES RADIUS JiR454s, VAL 7 3010

* Login Authentication
i &7 A
— Local
W IRHE B B AT AR HBIGIE .
— RADIUS
WZE T RADIUS JIR 45 45 AL BREGIE .

— Local and RADIUS
fEA B LA (P &) BLAEIE RADIUS R4 ##0n] LT IIE
BRI ER R . R P ATEE, WPK R I%E RADIUS K.

— RADIUS and fallback Local
WAGE R RADIUS R &5 2% A0 HHEGAIE
WA TEEAE M4 F11)7 1] RADIUS IRSS23I5, A AT A H B0 IF

6.9.3.2 RADIUS Z& F i

BT SR AR % 28 AT IR
RADIUS FIMES T Ah B0 E R 55 2% .

RHE—T0E — GRS HEHVI SR, ZIRLRINF, KEeER RS, WRELEk
V7R AR SE A U2 AR 55 45 A0 A A\ B 250 0 HL e A B T 5545

WA AR S5 A L, 2R TR B JE

4 IEEE 802.11n T Web (431 V6.5 1) SCALANCE W770/W730
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Remote Authentication Dial In User Service (RADIUS) Client

General RADIUS Client

RADIUS Authorization Mode: Standard v

Select Auth. Server Type

RADIUS Server Address ServerPort  Shared Secret Shared Secret Conf. Max. Retrans. Timeoul [s] Primary Server  Test Test Result

(rl Login 192.168.16.8 1812 3 5 no ~|[[Test__] Reachable, key not accepted
1
ViHA
Z LA DL AE
* RADIUS Authorization Mode
XTSI AE, RADIUS 36 E RS 202 4 ae 4]y B s Shid ik B 43 56 i B P 2 FCRLBR
— FrifE (Standard)
AR T, RIRS 2% N B M Service Type iR [Al{f“Administrative User”, J /" #1 LA
EH AR . AL e T, B RS OB R & 5% .
- fERFEREE (Vendor Specific)
TESEBEECT, AR A 2 B T R 45 8 42 75 8 FH P 3R B — AN 2 RTIR [B] 0 2L A4 s/ 21
DL #E"External User Accounts” 2 HHi% H /& IS AEEXT N 2% H o
ZREAFELL T
o %F% (Select)
I EMIBR AT

“RADIUS JR %28 #iHk"(RADIUS Server Address)
#i1\ RADIUS iR 55251 1P Huht 5k FQDN.

ARS-2EHE T (Server Port)
TELEALSI N RADIUS AR 45 S0 o BRIAEEILR, S i8N 1812, {HiEHE 1
F| 65535,

L= F4H (Shared Secret)
LEMEANS NG F) 1D, (E VSRR 1...128 DNFEFF.

Shared Secret Conf.

FRRE AT 1D LAEAT R A

BARELEXRE (Max. Retrans.)

i N A R B R 2R

WIEREERE KRG AL TR B L, ARG A & 7 — > C A RADIUS IR 55 a3 5y
ERMPRI . HTEOARE N 3 EI, XEME =T 4 IOER:. HiaHEE 1 2
5.

54 IEEE 802.11n T Web 1% ¥ V6.5 1) SCALANCE W770/W730
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o EB[P] (Timeout[s])
552 RADIUS & Uil 76 B TR 22 B 32 2 BT 25 4% RADIUS IR 4% 2205 97 (149 B 7]
o XBRS4% (Primary Server)
T N RAIR A LD, $5 e RS A2 S RS A TR “&"(yes) B¢ “75"(no)
I IEFE— .
o R (Test)
A DU R Se e 2 1Y RADIUS MR&S 48 2l o iZAAHAT —IR, FFAETEIA T .
o MALE R (Test Result)
7~ RADIUS IR %548 2 75 ml H :
— ANHEV5iA (Not reachable)
TeiEvi A P Hudik
Al LLYT ) 1P Hdik, {H RADIUS R4S 28 iRz AT .
- Ay, {HAEZ%4H (Reachable, key not accepted)
AT LAYT ) IP Hbdik, {2 RADIUS AR%s 8% A% 52 3L 384,
— Ay, H#E32 %] (Reachable, key accepted)
AT LLYT ) IP Hohk, H RADIUS R 45288252 18 2 L = %4 .

AXIPR

WASR T2

1. B “@Ud"(Create) fiekll. SERFER—MHIFH.
FER PRI LU BRAE

— RADIUS Jlz g5 #stihit: 0.0.0.0
- RS AR 1812
- REALRE: 3
- FIR%SAE: & (No)
2. FEAHSRATH, FERIAHE N LT 28 -
— RADIUS fil %5 #s ik
- 5 Ain K
— Shared Secret
- JLEEPRAIA (Shared Secret Conf)
- REALRE: 3
— Primary server: No
3. W AAEE, KA RADIUS AR S5 88 AT 1 il 14 o
4, Wy “¥% EAH"(Set Values) 1440 .

XA AR 55 45 R BP IR

4 IEEE 802.11n T Web (4531 V6.5 [ SCALANCE W770/W730
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6.9.4

6.9.4.1

REER

6.9 “Security” 5 #

EB T
1. FEAERAT Y, ERNHE TP DU 28

— RADIUS JIr % #& ik

- %A

— Shared Secret

— L= (Shared Secret Conf)

- BCREALRE (Max. Retrans.)

- FHR45 % (Primary Server)
2. WA EE, KA RADIUS AR S5 88 16 al 15 i 14 o
3. il “w EA"(Set Values) 4
X EEAN EAS O N N 2 () IR 55 2 B 2 P 3R
T Bk R 25 4%

1. B —F P SN ER AT T A HE, DA R R BRI 26 H .
Xt T MR ) 2% H B R R AR .

2. Huli “MIER"(Delete) 1%l 45 M2 A A7 A NI BAR I Kot 5 5 2% T -

WLAN

Basic (BAR)

NHRIMN % 22 4, TR SRR N o AR MU Pl i 08 % A E .

i B
WLAN #%=, IEEE 802.11 n
DL WLAN #:58 IEEE8002.11n iz47 I £ R T A#E F WPA2 (WPA2-PSK A1 WPA2 Radius) il

3R

iPCF. iPCF-HT B iPCF-MC &R %

R JEH IPCF. iPCF-HT 8 iPCF-MC#3, 224 bR 3 1 KRR AR AES I )
“IPCF &iE” ©

4 IEEE 802.11n T Web 1% ¥ V6.5 1] SCALANCE W770/W730
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Basic

VAP 1.1 [iPCF Authentication OJ lAES 7| (Key1 v
VAP 1.2 [iPCF Authentication v | J
VAP 1.3 [iPCF Authentication v O
VAP 14 [iPCF Authentication | L
VAP 15 [iPCF Authentication v | J
VAP 16 [iPCF Authentication v O
VAP 1.7 [iPCF Authentication v | O AES v Key 1 v
VAP 1.8 [iPCF Authentication v O AES v Key 1
[Set Values] [Refresh]

54 |EEE 802.11n £ Web FE# V6.5 #J SCALANCE W770/W730
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ik

6.9 “Security” 4

SR AL TS

e #0 (Interface)
SN Al B,

o KFRA (Authentication Type)
IR A kI T AR AL S b o

Open System

WAKAE. nEBFHE R (A4 i WEP 8 ne. ZEH%H, EaH < mE”
(Encryption). HJ{E"Keys" T fi L& X WEP 4.

4 2R L5 H iPCF B iPCR-MC A3, MMM SZHF 3 B B 0y 128 (/) AES TN 77 ik
Shared Key

1 “ILZE Y] (Shared Key) b, 27 s Al N A _EAF 1 [ E S8 Bl s 1%
WEP 55 H T IR AN . 72 “ 81" (Keys) DT b g L WEP # 4.

B

WERXT “FHH R A" (Open System) ff ] “ %" (Encryption) 8¢ “ HLZ2%54H"(Shared
Key), WIDAZRIRZAE “ B 8" (Keys) T Fix B2 1.

WPA (RADIUS)

Wi-Fi £R47 82\ (WPA) /& Wi-Fi BX 2T 2 (1) —Fh3E b WEP 22 4 RIR I 5 k. e 2
18 FH IR 55 48 EATSRAIE (802.1x) s BE/NELIR i ) BN A B A e it — D 22 41k .
WPA-PSK

WPA Tt =24 (WPA-PSK) /& WPA (55 EaR. eI vk, IRUEAS 2 RS 28 %
S, HERTEN. ER S ImBRSw EF A HEED .

WPA2 (RADIUS)

WPA2 (Wi-Fi fRFHFEN 2) & WPA [FJE— K&, I IEEE 802.1 11 ZAAnE T
Aé. {H WPA B uF o 75 RADIUS JIR %54

WPA2-PSK

WPA2-PSK %:F- 802.11i k. 1H/ZE, WPA IIEJT RADIUS iS5 #4s. S AR,
WPA(2) %45 (WPA(2) AT 4 fAAETES R i A2 s o WPA(2) J8 41T 114 H
TIEFE— 0 .

WPA/WPA2-Auto-PSK

I B, FEN S AT AL FE"WPA-PSK” A" WPA2-PSK" PR Fh I IE . 24428 N pi 5 — L6 g ]
"WPA-PSK"fij 75 — L8451 " WPA2-PSK" I A [R] % P i EA T IBAS B, tbIhfe o 2. 1
&P R A s ik

WPA/WPA2-Auto

fFFIE W E, BN ST AL ER WPA FI"WPA2 P FPIGAE . 2442 N i 55— i " WPA"IT 5
— BB F"WPA" AR P i AT G I, BEThRE 43 b 8. 7R ity i B R —
CAWAREA

4 IEEE 802.11n T Web 1% ¥ V6.5 1) SCALANCE W770/W730
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— iPCF authentication
K AT 1% AES I HEATIRAE . WA WLAN #2010 EJE 7 iPCF. iPCF-HT 8% iPCF-MC
W, W& EZHEERAE. W BRERH AES a5 5k, AR A 128 Arfa54
» JN% (Encryption)
hnEs AT ORI AR S (0 B S B ST BRI . RIS T “IFGA RS (Open System) 1E 4
S UFSRAINY, A REAERIINEE ThRE . A Hofth 22 4 07 A L RIS IR AN

* %14 (Cipher)
EBEINE T o ZIE BT AR St o
- AUTO
FRAE H A ¥ Dy 58 B 3% % AES 81 TKIP.
- WEP
WEP (45580 )
— LT RC4 5% (Ron's Code 4) X RRITINE T7i5, B HK A 40 frEL 104 £,
— TKIP (Temporal Key Integrity Protocol)
—FpfdiFH RC4 532 (Ron's Code 4) [FIRTFRINE J7i%. SH55H WEP InZ A, TKIP kK
FAME S IR AL ] . TKIP 38 7] LLR 51 52 453 1) B i o
— AES (Advanced Encryption Standard)

— R T B 2 TKIP ZHAEAY Rijndael B35 FEE R FR X Hehn a5 773
WA
N U AR B LA IE B, 15 R AES ) WPA2/WPA2-PSK.

« WPA(2) i&17 14 (WPA(2) Pass Phrase)
TEUEAR N WPA(2) 384T 14 . 1% WPA(2) B EH AL IIUNE P i A N s BT in, I i FH P 72
PRI o
XFE 8 2] 63 NMEAFMEE, HEEMH LR AT ASCH - 4F:0x20 - 0x7e.
XTI 64 NFAFES, ATRMEHBLT ASCI #4F: 0-9. a-fHIA-F.

* WPA(2) {817 04851\ (WPA(2) Pass Phrase Confirmation)
Wil N B WPA(2) JEAT 14,

o BUAZE4 (Default Key)
8 H TN &5ds 1 WEP %41, 78 “ %41 (Keys) T L& L WEP %41,

4 IEEE 802.11n T Web (%31 V6.5 (1) SCALANCE W770/W730
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PR

6.9.4.2

REER

6.9 “Security” 5 #

1. EFLFERZERE. aTHPEEIRT CIEREN “I0IFS A" (Authentication Type).

WUFRR piik #H9 (Cipher) I R
(Authentication (Encryption)

Type)

THRA RS %H - -

TH XRS5 Je H WEP BN
LA J& H WEP BRI\ EH

WPA (RADIUS) JaH H 3ITKIPIAES RADIUS ik %5 2%
WPA-PSK JEH H 3IITKIPIAES WPA(2) AT 14
WPA2 (RADIUS) =] H 3ITKIPIAES RADIUS Ik %5 2%
WPA2-PSK B H H 3ITKIPIAES WPA(2) #1714
WPA/WPA2-AutoPSK | & H H Bh/TKIPIAES WPA(2) 1817 14
WPA/WPA2-Auto Ja H H 3ITKIPIAES RADIUS k% %%
(RADIUS)

iPCF B8:IE Je H AES BRINEH (128 fi)

DAY 43%F% iPCF F1iPCF-HT B iPCF-MC e T4 5% FH 7] 328 i 28 (1) 58 30F
2. B “UE{E"(Set Values) #4411

Basic (Z /i)

NHRM % 22 4, TR S EAT N o £ MU Pl i 0 % A E .

i B
WLAN #%=, IEEE 802.11 n
PLWLAN #i58 IEEE8002.11n iz4T I £ R T A#E F WPA2 (WPA2-PSK A1 WPA2 Radius) i

2%

iPCF. iPCF-HT B iPCF-MC R %

R JEH IPCF. iPCF-HT 8L iPCF-MC#3, 224 bR 3 1 KRR AR H AES I 1)
“IPCF &iE” &

546 IEEE 802.11n £ Web 12 V6.5 1) SCALANCE W770/W730
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6.9 “Security”

WLAN Security Settings

sl RADHS S oy

WPA(2) Pass Phrase Default Key

Security Context  Authentication Type Encryption Cipher WPA(2) Pass Phrase Confirmai

1 Open System Il WEP Key 1

1 entry.

[Create| [Delete] [Set Values| [Refresh]

iR

384

SRR AIE LIRS

o HEFE (Select)
IERPREMISRIGAT . ERAIP IR, i “MER"(Delete) 4RI AT IMBRFIR 25 H -

o %4 FF3C (Security Context)
BoRgHY's . WRAGEHMZH, 208 H—HS5 KT,
mRET LR 8 M2 A . MR Z A E 1.

4 IEEE 802.11n T Web % # V6.5 1 SCALANCE W770/W730
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6.9 “Security” 4

« IRIEKZE (Authentication Type)
PERERAE R . AZAE R T AR AN R b -

Open System

WAL, nEREHE R ORI 1) WEP %8N . BEH%H, EaH <"
(Encryption). 7£ “#4]"(Keys) TiTH L5 X WEP 4.

Shared Key

fE “ ALYl (Shared Key) ik, 20/ s AR L EAFAE 1 B2 38T B
WEP P38 TIRUEATINE « £ “ 24" (Keys) T L€ X WEP # 4.

WPA (RADIUS)

Wi-Fi TR SE Wi-Fi 515 72 1 — FhE A WEP 22 iR i 7 ik . g 6 Z0f FH il
Z5 SR AT IRAIE (802.1x). A EHE W) Bh A5 55 H 28 e e itk — A i 22 A 1k

VL]
BAYITE “424: > WLAN > %% Fifi Radius 153K #”(Security > WLAN > Client Radius
Supplicant) G AT AHICH) RADIUS & & .

WPA-PSK

WPA Tt =24 (WPA-PSK) & WPA 55, eI 7vkm, IRUEAS 2 RS 28 %
S, HERTEN, R mRS A DR HEE,

WPA2 (RADIUS)

WPA2 (Wi-Fi fRFFFEN 2) & WPA [FJE— K &, U IEEE 802.1 11 ARt T
Aé. {H WPA 3 uFJo 75 RADIUS JIR %545

VL]
BAITE “424: > WLAN > %% i Radius 153K #”(Security > WLAN > Client Radius
Supplicant) L[ _F 47 FH2CH) RADIUS % & .

WPA2-PSK
WPA2-PSK 3£ T 802.11i b, {HJZ, WPA IGIELT RADIUS AR%S 2% . SHASHE KA,
WPA(2) %41 (WPA(2) AT 14D [EAHTES R P un FIEEA s b WPA(2) 34T 14 H
F IR — 5 N

WPA/WPA2-Auto-PSK

IR E, N AT AL FE"WPA-PSK” A" WPA2-PSK H FhIGAIE . 24422 N 5 5 — L 1]
"WPA-PSK"IMij o — &4 F"WPA2-PSK"FI A A & P i BEA T i@ B I, eIhge+ 2. 78
% P ity bV B F N T

WPA/WPA2-Auto

fEFE, BN AT AL B WPAFI“WPA2 PR FPIGAE . 244N 5 — 68 F“WPA"IT %)
— e " WPA2" AN [ & P ot AT IEAE S, MIhae+ 2. R P LB [F— i
iPCF authentication

KT AES N2 3E TEAE . WSAE WLAN #2100 FJB B T iPCF. iPCF-HT &% iPCF-MC
W, W2 B ERAE. WS ERH AES ik, M EHC A 128 AL#4.

54 IEEE 802.11n T Web 1% ¥ V6.5 1] SCALANCE W770/W730
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BT’

386

Tn% (Encryption)
T ] LR A i P B Sl B BRI AR . AR T “TFIGR R 4" (Open System) {EH
IUERAIS, A RN ThEE . BT Hofth e 207k AR IR U AN 2 o

#H5 (Cipher)
EBEINE T ZIE BT AR St o
- AUTO
HRAE H Ak ¥ Dy e B 3% % AES 81 TKIP.
- WEP
WEP (45580 )
— LT RC4 5% (Ron's Code 4) X RRITINE T7i5, B HK A 40 frEL 104 £,
— TKIP (Temporal Key Integrity Protocol)
—FpfdiFH RC4 532 (Ron's Code 4) [FIRTFRINE 7. S5 WEP IIZ A, TKIP R
FAE S IR AL B8] . TKIP 38 7] LLAR 51 52 451 1) B i o
— AES (Advanced Encryption Standard)

— R T B 2 TKIP ZhAEAY Rijndael B35 HE R FR [X Hehn a5 7735
Vi A
R U AR B LA Ik B, 15 R AES 9 WPA2/WPA2-PSK.

WPA(2) 1847 04 (WPA(2) Pass Phrase)

TEREALEI N WPA(2) % 4H. 1% WPA(2) AL AU Z P um A N S AT, I B R P A B
LIPS

XFE 8 2 63 NMEAFEE, HERMH LR AT ASCH “#4F:0x20 - 0x7e.
XA 64 N ERFESH, FTUMEHBL ASCI#4F: 0-9. a-fHfIA-F.

WPA(2) 384T 14 #5iA (WPA(2) Pass Phrase Confirmation)
BB WPA(2) 384T 114

BRI\ F 4 (Default Key)
€ T a2l i) WEP 258, 75 “# 81" (Keys) il b 5E L WEP %],

C BEOEE e ERSC, WERT “BIE" (Create) 1.
CIEBO TR RE . TR BT SRR IR A" (Authentication Type).

WS AT iPCFL iPCF-HT 8 iPCF-MC L, MITGEEHE “ERuER%Y"(Authentication Type).

. “iRE{E"(Set Values) #4 .

4 IEEE 802.11n T Web (431 V6.5 (1) SCALANCE W770/W730
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6.9.4.3 BASEE

BAS LT
FESE TR 8 N R SR VR IS 2R 8L
P8
IR T -RANAE R N AR AT A .
Access Point Communication Filters
saic AP Commiricaon] AP OIS Aahnicatorevs [
within own VAP with other VAPs  with Ethernet Client Limiter  Copyto Table
All ports Mo Change [+]| NoChange [+] Mo Change [+] No Change [+ |[ Copyta Table |
Radio Port within own VAP with other ViAPs  with Ethernet  Client Limiter  max. Clients
WLAN1 VAP 1.1 [l B4
WLAN 1 VAP 1.2 [ B4
WLAM 1 VAP 1.3 ] 64
WLAN 1 VAP 1.4 ] B4
SetValues || Refresh|
PiEA

®1BELIRS:

e %1 (Column 1)
VLA B XT38 2 BT i AR R

o FEH 5 VAP I (within own VAP)SEZH B VAP (with other VAPs)AEE LA (with
Ethernet)/% /" ¥ fR ] 2% (Client Limiter)
RS R AR T, IEPREH TITA O MRE. WFES “474"(No Change), MK 2 H
2% HIRFEAAS

« H#|BZE (Copy to Table)
W R A, R 2 BT s N s E

4 IEEE 802.11n T Web 1% ¥ V6.5 1] SCALANCE W770/W730
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6.9 “Security” F#

388

R 2HUELUNS:
» X4 (Radio)

S F A WLAN $£17,

Port
S VAP $£11,

ZE B 5 VAP I (within own VAP)

- JAH
BN SRR — VAP 32 LR P s a] 4 3@ 13 .
— #2H (Disabled)
2% FH 3 T
BT HE VAP (with other VAPs)
- JBH
BB SIS VAP 42 11125 5 s il 41 3@ 13 .
VLA
YT, TELLTA WLAN #2080 A VAP #:10 A a H “idid He VAP (with
other VAPs), A foVFFEIZEEN BN E VAP 82 10 B 5% 7 i 2 (Rl HEAT 881

- %H
A% I T
VLA
EH “ZEH 5 VAP " (within own VAP) 5% “i@idH & VAP”(with other VAPs) Tt

WA T “4F 35 VAP " (within own VAP) 8¢ “i#id He VAP”(with other VAPs) ThfE,
A WLAN 28 3ok o7 Fa B . XSk, Mk ph 58K (ACD) Thfgth TEik

CIES

it LKW (with Ethernet)
- BH
E el EISEVE PN 1D N mB L =
- %H
A% P A% 10
2 P PR A 2% (Client limiter)
- BH
AT [F] B 7 1 WLAN % P i S A FR .
- %H
A% A% 0
BAE S (Max. clients)
TE A R R B e U 5K T . W i, AR 4 R O
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6.9.4.4 AP RADIUS I$-F 28

RADIUS fR%-22HHZS

TE I WBM T TH A ] 58 B2\ AT RADIUS AR 45-#% F1 RADIUS B6UE 730, RI%i A\ & RADIUS
IR 45 %5 B E

iR
% WBM T AE RN R AT

AP 802.1X Authenticator

sai i Cammncaion] A 010 et 521 ers |1

Reauthentication Mode: - [+
Reauthentication Interval [s]: 3600
Server IP Address ServerPort  Shared Secret Shared Secret Confirmation  Max. Retransmissions  Primary Senver Status
1812 2 no =l O
1812 2 no = O
Set Values
TiEA
> A~
1% UL AL 7 DA AE :

BHEFWFER (Reauthentication Mode)
T 5 v B ) P ity JEAT S BT IRAIE T S N (R R R
- - (B
A% FH E T IR
- k%54 (Server)
TENRSS 45 1 )3 FH I [a) 5 2
— A (Local)
o A A B . E < EEEGIE [A]BE " (Reauthentication Interval) #1, 8 EH 2.

BEHWAE ARG [s] (Reauthentication Interval [s])
B SRSR F ASH R [R) B3, D0 DURD Ry B i NBSAIEA R0 . B [l 1 208 (N 60D
BACIHE A 12 /NsE (RN 432000 .« ERIMEN 1 /B (3,600 #8)
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BT’

390

ZREFELU RS

FR4-32 IP #il (Server IP Address)

TE L%\ RADIUS 55 2511 1P Huhik 5 FQDN % #%.

AR %283 O (Server Port)
7 A N RADIUS IR 5 25 (% N3 1

Shared Secret

i N\ RADIUS JIR 55 %% (1 2565 o
T2 85, {84 ASCI % 0x20 % Ox7e.

FEEREIA (Shared Secret Conf)
RN AT

B REAERH (Max. Retransmissions)
N PN W

EMRS%E (Primary Server)

o e IR 55 38 2 5 2 £ RS A%

- J& (Yes): FMR5#

- 75 (No): &MAR% 2.

RZ (State)
fER LR EAE, 7] )5 A% RADIUS A% 48

TR 4%
BRRFRSS A, TRIR UL D IRERAE:

1.

FEASEATH,  FESNHE i A\ DL T $dE
— RADIUS AR55 251 IP Huhik 5k FQDN £ #%.
— BN s S

-

A

~ HHRERI BRI
- TS

By Y EE"(Set Values) 141 .
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RS E
1. FEAESRATH, TERRAHE AN DL T 2df -
- JRZ54E 1Ptk
— N A
-
— EHGIA
— AR E IR K IR
- FR%SHE
2. Bl “WEIH"(Set Values) %41,

XTEAB RN N B PTE I 6 k55 o R P IR

6.9.4.5 Client Radius Supplicant

B PuERE
TELE WBM T, lZHZS% 7 i Y RADIUS 6AE % & o

YL
FUA 3 S e A1 7 i A 2T RO N o vl s e T

Client 802.1X Supplicant

i cent RAo1s st 1

Minimum TLS Version: TLSv1.2 |~

Security Context | DotiX User Name DotiX User Password DotiX User Password Confirmation | DotX Check Server Certificate | DotiX EAP Types
z O AUTO ~

A
¢ Minimum TLS Version
i 7 WLAN RADIUS Z6-IEK 48 FH F1 5 fIK TLS B4
VL]
RADIUS AR45%%
4 RADIUS A% #5 SCREFH L TLS RRASES A 0] S8
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ZREFEL TS

¢ Security Context
737 N ol o

* Dot1x User Name

iy N ELAE 5 ¢ RADIUS IR 55 &I (S FH A P 44

¢ Dot1x User Password
O\ IR AT IE P A B RS .  P e A A8 I R P 4 A RS 2H A 5% RADIUS AR5 4%
SR A EL A8 ASCI i 0x20 £ 0x7e.

¢ Dot1x User Password Confirmation
N

L
Dot1X Fi /41 Dot1X F ' %%

1% FH WPA (RADIUS). WPA2 (RADIUS). EAP-TLS. EAP-TTLS Al PEAP I, ZZHAS Dot1X H
F144 51 Dot1X FH %5144,
{5 % B "Auto”is, D AUINERIE B a0 ZS Dot1X F ' 4 1 Dot1X F fr a5ty .

o I&E Dot1X REAHEF (Verifying the Dot1X server certifcate)
i 7€ RADIUS IR 25 2 42 138 i UF 5 1) % P i e S 5 5 o
i
ERES
FEAEFS I S AT AR FIARR o AN B i SEKAE TSR, UE 5 3 J5 K ok e S i

* Dot1x EAP Types

Fe R IUE 1. AFAELLR i

— Auto
% ;3 RADIUS g5 ds St i A 7772

— EAP-TLS
Extensible Authentication Protocol - Transport Layer Security
i HRIE B HEAT SRR .

— EAP-TTLS
Extensible Authentication Protocol - Tunnel Transport Layer Security
HENL TLS BB S, f3H MS-CHAPv2 3EAT P S 50IE .

— PEAP
Protected Extensible Authentication Protocol
EAP-TTLS ) IETF % I Ph X B %

4 IEEE 802.11n T Web (4531 V6.5 (1) SCALANCE W770/W730
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P&
1. FEHNHE g A\ 75 I4E
2. {E"Dot1x EAP Types” N sl R ik %% H «
3. Hii"Set Values"#%4H .

e I
RADIUS 38 iiE 3 F7 [ 22 A HLill (71 482)

6.9.4.6 5

8 5E WEP 2548
KR R “ PR R 48 (Open System) Al “ 3L =225 4"(Shared Key) B&ilF 5 k14T
I, EAR IR AT D — N

Key Table
gt Chen 1S Suppicnt ey 1
Key 1 é?m;'nnﬁun Key2 éﬁymg'maﬁun Key 3 é?‘ngnnﬁun Key 4 é?‘n;nnﬁun
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B

BT

394

SR AFELL RS

T4k (Radio)
S~ F A WLAN #2140,

HH1-4(Key1-4)

N WEP 2588k AES %%

Xt F WEP 2540, SYFEEH ASCI FS 75 0x20 % Ox7E it /5 3k 745 0x00 % OxFF.
W 2 JE A iPCF 8 iPCF-MC X, AN SCRFZHICE R 128 A7 AES % ik

AIAE LA S B P AT I

- 58 13 /N ASCI F4F, B 10 3 26 AN 53k Hl 455 (400104 1)

— 16 4> ASCII F4F 8L 32 AN 8Bk 745 (128 £i1)

VLB

NSRS, ATIAIIOX" s —ANF7Sbl Z RS 004z (R, 2 H"ABCDE”

(ASCIl F45F) F1"4142434445" (753755 M, BN ASCIL A7 A 751316 4R
g N"0x41",

Key 1 - 4 Confirmation
ffiN WEP %%

. HIANZE /D WEP %4,

By “Y B {H"(Set Values) %4 .
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6.9.5 MAC ACL

6.9.5.1 PN H &

FE MU B9 T MAC 15 2 51 R AR E Vi U0 . A2 T MAC [ ACL, T 538 /e %
FOEEEFHFE MAC Uk

MAC Access Control List Configuration

Select  Rule Number
] 4
1 entry.

Source MAC Dest. MAC Action Ingress Interfaces Egress Interfaces

00-00-00-00-00-00 (00-00-00-00-00-00 Forward

[Create|[Delete | [ Set Values| [Refresh |

ik

R AFE LRSI

% (Select)
RPEEMIBR AT IR ZAH, W2 RS B A

M %S (Rule Number)

o ACL NI = o A REVERTII 2% H . 28I — N e — 2 5 IR AT

B MAC Hthik (Source MAC Address)
i NJRHT MAC Hihik

H#® MAC il (Dest. MAC Address)
N H AR MAC bk .

Action
TEBEAEMIRT A ACL FII B 2 % A s 2 5 4t
— #:% (Forward)

TR MURT & ACL R, D3 it
- %7 (Discard)

WUERMWIRE A ACL FUI], AN A izl
AN¥i#: 0 (Ingress Interfaces)
27 N FH RN ) i Nl 2 TR 9136

H¥53E 0 (Egress Interfaces)
SR R FH RN BT H ik 3 1 Bk
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i B
O\ MAC Huhk
AT LA MAC ik 20 2537 1l #0000

HAATERERE B FR MAC Hihikf A HihE00-00-00-00-00-00"1, A BEY % FH I J5 i 2 (1
KO 8 FH 21 BT A YR B H Fr MAC Mk,

i

BEEA T ARSI ACL B

ACL FRIUANIE I T2k B A SCRF U Bt B . BEPRARE A BUR 9l
e DCP

e LLDP
* RSTP

FERH R R AL 25 T BRI S B B TR SO A B B B

HEPR

i “BE"(Create) ¥4, RAERPOIE—NEAMW—H'S RS HIHIT.
£ “J5 MAC Hihl"(Source MAC Address) % A i) MAC $idik .

fE “ HAx MAC Hitik"(Dest. MAC Address) it A H A5 1 MAC Hidil

£ “HRAE"(Action) FHIF R R FEAERT & ACL HUII I & B A Uit J& 45 Za ot .

iy “ B EH"(Set Values) #5411

oA wN =

kR B
TeiEMIER B 2% H .
1. J3 I EMERAAT 8« H"(Select).
2. Bl “MIER"(Delete) #%Hl. MIER VAHRHKH .
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6.9.5.2 Ingress Rules

feifr

FEML I 4852 ACL FUI, 2 UK AR e 05t S8 NSkt 75 “RUMIZHAS"(Rules
Configuration) X< 145 € ACL AL

MAC ACL Ingress Rules

Interface: P1.1

Add Rule: -
Remove Rule: Rule 1[V]
Rule Order Rule Number Source MAC Dest. MAC Action
1 1 00-00-00-00-00-00 00-00-00-00-00-00 Forward
1 entry.
S HE B
% UL AL 2 DA AE

o ¥:0O (Interface)
Mz S RFRPIERET TR O . BB & BRrTHE D (L 47).

« BN (Add Rule)
MAZ TR BIR e 27y Bo 24 1 9 ACL R
+ #/m (Add)
TR ACL BN Beaa i 11, 1 il “Win(Add) #eill. S BoRfERd.

o BRI (Remove Rule)
M HHER R (Remove Rule) 47413 Fh sk B EMIBR 1) ACL .

o JHE® (Remove)
BMIBREE T ACL BN, 15 “MIBR"(Remove) 144 .
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ZRIEAFELL R

« FNJFF (Rule Order)
B~ ACL FR B -

s FN%iS (Rule Number)
R ACL U 1R 5

« Y8 MAC Hihi (Source MAC Address)
SERIE ) MAC Hidik

* H#s MAC 3hilik (Dest. MAC Address)
2R BRI MAC Hhtik.

o P4E (Action)
BRI
— Forward
WIERMIRF G ACL I, T %% 12
— Discard
WU MR & ACL BRI, IUANES A%t

HEDR
FEIE DL N PB4 e ACL R«
1. M “H"(Interface) TFHrd R k£ M.
2. 1E “USMEL"(Add Rule) FHLFFRFIESE ACL FEI .
3. Bl Add e . STERBAB—ANHIKH .
FEIE DL A BRANBR 42 1) ACL R«

L]
o eey S
T MM B -

1. M “¥z0"(Interface) FHiy|RPEFFEL .,
2. 7E “MIBEIIN"(Remove Rules) T Hi 7% Fik % ACL #RI .
3. Hdi"Remove %4l . K MR P BRAH R 2% H o
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6.9.5.3 Egress Rules

feifr

FEML UM 4852 ACL FUI, 2 K AR e 05k 08t ot 76> “ 245" (Rules
Configuration) X< 145 € ACL AL

MAC ACL Egress Rules

Interface: P1.1

Add Rule: -
Remove Rule: Rule 1[V]
Rule Order Rule Number Source MAC Dest. MAC Action
1 1 00-00-00-00-00-00 00-00-00-00-00-00 Forward
1 entry.
2 7NAE Ui B
Z LA LR HE:

o ¥ (Interface)
MZ T RFIRPIEFE TR O . BRI RS ERATHED (0L 47).

« &AM (Add Rule)
MAZ T B3R e 25y B 2545 1 1) ACL R
« %n (Add)
ZOR ACL BN Beaa i 1, 35 iy “Win(Add) #28ll. S RoRfERT.

o MBRFN (Remove Rule)
MBI BRI (Remove Rule) 47415 HH i B MR ¥ ACL FLII .

o B (Remove)
EMERE O R ACL B, iE RS “MIBR"(Remove) 144
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ZRIEAFELL R

« FNJFF (Rule Order)
B~ ACL FR B -

s FN%iS (Rule Number)
R ACL U 1R 5

« Y8 MAC Hihi (Source MAC Address)
SERIE ) MAC Hidik

* H#s MAC 3hilik (Dest. MAC Address)
2R BRI MAC Hhtik.

o P4E (Action)
BRI
— Forward
WIERMIRF G ACL I, T %% 12
— Discard
WU MR & ACL BRI, IUANES A%t

HEDR
FEIE DL N PB4 e ACL R«
1. M “H"(Interface) TFHrd R k£ M.
2. 1E “USMEL"(Add Rule) FHLFFRFIESE ACL FEI .
3. Bl Add e . STERBAB—ANHIKH .
FEIE DL A BRANBR 42 1) ACL R«

L]
o eey S
T MM B -

1. M “¥z0"(Interface) FHiy|RPEFFEL .,
2. 7E “MIBEIIN"(Remove Rules) T Hi 7% Fik % ACL #RI .
3. Hdi"Remove %4l . K MR P BRAH R 2% H o
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6.9.6 IP ACL
6.9.6.1 Rules Configuration
fai o

FEBE U FoM2ETF IP A ACL AR E MU, JEIE A FIJE T IP ) ACL, T Hia e R He Kb 2 B 37
Fe5E IPva BRI 5 5¢ ACL U B R EE, B3 L “ 4L MRE1” #o.

IP Access Control List Configuration

Rt ot Bttt s R s e

Select  Rule Number Source IP Source Subnet Mask Dest. IP Dest. Subnet Mask Action Ingress Interfaces Egress Interfaces
| | 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Forward P1 VAP 1.1
1 entry
B HE DB
ZRREFELL TS
* Select

WP EMIERIIAT . WERMEHZAEH, R KR HIVEMIER

¢ Rule Number

PR ACL M4 S . WRBIEBIZ& H, S0 — A ME—%& 5 HT.

¢ SourceIP

EYNVR T IPv4 ik .

¢ Source Subnet Mask

LN EREEUAER
* Dest.IP

i\ HFRIF) 1Pv4 Hidik .

¢ Dest.Subnet Mask
N B AR T MR
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e Action
EPRAEWIRT A ACL FIII A A2 2 & i ads 2 4 £ i
— Forward
WM& ACL I, T %% 12
— Discard

N AW ACL AN, UANEE izt

* Ingress Interfaces

Sz L SRR R T AT N3 4% F K 5102

* Egress Interfaces

S 73 N FH SRR U F) B A ol e T ) B

YL
& ENLHFPHERY
TSN — RSER RN (—AN IPv4 Hibh) , F8E TR 255.255.255.255",

HEDR
1. Bili"Create" il SERPEIE —DMEAME ST RS HIFT.
2. {E"Source IP"F1"Source Subnet Mask” /4 A 5 (1 504 -
3. fE"Dest.IP"Fl"Dest.Subnet Mask” i A H A 54 «
4. fE"Action” T F R I BEAEMIRT & ACL F I IR 2 e A iids /& 1R 4ot .
5. H.ii“Set Values"#%4ll .
Mk E

TevEMIBREGE 2% H .
1. A FHEMRERAT R “IEFE"(Select).
2. Wi “MiIBR"(Delete) ¥4, MR THRLH .
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6.9.6.2 PMLARS
T AE L DU A O B SCER R

IP ACL Protocol Configuration

Rule Number Protocol Protocol Number  Source Port Min.  Source Port Max.  Dest. Port Min. Dest PortMax.  Message Type Message Code  DSCP
1 Any 255 0 65535 0 65535 255 255
1 entry
Ay
L
v N
R LIRS

Rule Number

BRI BRI K T o AU, Al SR % ST,

L (Protocol)

JEFEZ I % FA R

Protocol Number

NP G UL I E .

HA i E T Other Protocol”lf A B Jw 4 % HE .

Source Port Min.

N YR 11 AT BE A e/ 1145

AN E T TCP B UDP" I A BE w4 1% AE o
Source Port Max.

LnPN AN iR N N

AN E T “TCP B UDP I A BE w4 1% AE o
H#% Port Min.

&N B bR AT RE R /Nt 5

AN E T “TCP B UDP I A BE w4 1% AE o
H#% Port Max.

&N B bR AT RE I o 5

AN E T “TCP B UDP I A BE w4 1% AE o

Message Type
BN TH BRI L E T B 5.
WA N E T ICMP B A RE g 45 1ZAE o
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* Message Code
N A LR E T B DI RE .
WA R E T ICMP I 7 REgm % HE .
» DSCP
TR S e .
WP E T ICMPY, TE G 45 HE

6.9.6.3 AN SEFE

fEsr
TEMCTUE bR 2 ACL FU, 2 FFE AR R 0] A BNt i, 75 “ FMIZHAS"(Rules
Configuration) JE T~ H#5E ACL M.
IP ACL AR - R A2 — 53

IP ACL Ingress Rules
B? o

Interface: P1.1

Add Rule: -[¥]
Remove Rule: Rule 1
Rule Order Rule Number Protocol Protocol Number Source IP Source Subnet Mask Dest. IP Dest. Subnet Mask
1 1 Any 255 0.0.00 0.0.0.0 0.0.0.0 0.0.0.0
< >
1 entry.
o St —
IP ACL NSRRI - 2 58 50 -
IP ACL Ingress Rules

B? o

Interface: P1.1
Add Rule: -[¥]

Remove Rule: Rule 1

Action Source Port Min. Source Port Max.  Dest Port Min. Dest. Port Max. Message Type Message Code DSCP
Forward 0 65535 0 65535 255 255
< >

1 entry.
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BIRHER

6.9 “Security” F#

T A PR AR:

#:0 (Interface)

MAZ R Fl R R ATFR O WRE B ARk & Eonal D (T 47).
FEEFF VLAN 4210, MDA 1P #2100,

PiHA

WIHR A VLAN #2110, ACL BUUPK & F T J8 T VLAN [ BT A ot 1

ZINFN (Add Rule)
MAZ TR BIR e 27y B 2a -4 1 9 ACL UL

%0 (Add)

BOR ACL BN R ASreegh 410, 1G58 “Uin”(Add) &5, AESBREERF.
BN (Remove Rule)

M IR HEIN"(Remove Rule) "7 41 38 Ak £ 21 B i ACL FLI

HHE& (Remove)
BMIBREE I ACL BN, i “MIBR"(Remove) 444 .

ZRBAFE LRSI

M JiFFF (Rule Order)
B~ ACL B FI N -

FM2%S (Rule Number)
s ACL HE 25

Protocol
SRAZ IR A R

Protocol Number
BRI RS .
Source IP

EIRVEET IPv4 Hihl .

YEF MRS (Source Subnet Mask)

R IR T MRS
Dest IP

EoR HARH 1P Mk

Dest.Subnet Mask
o B AR PR
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ABIR

406

e Action

MEFEAEMURTE ACL RN, 2 R 2 A 48 2 i

— Forward
WTRMIRE A ACL RN, % 2 12 o
— Discard
WUERWIRE A ACL FU],  JUIAN S A izl .

¢ Source Port Min.

SN IR AT BRI B /N 15
¢ Source Port Max.

SN YR 0T BE Y oK 5
¢ Dest.Port Min.

o B AR 0] B8R BN S
¢ Dest.Port Max.

S H bwdi AT BE 5 K 115
* Message Type

W H B ZEA DL e v B g .
* Message Code

TN TE BAHY DLYE e T B R T g .
e DSCP

o AT RIS e -

FERE DL P IR N O 40 id ACL K :
1. M “HZ0"(Interface) FHuglRHIEFEZ .

2. fE “USIAEN"(Add Rule) THiFIFRHZEFE ACL HEN.

3. B AL SAERPAR - DHKH
DL AP B HE L7 e ACL R .

L
7 eey S W
pRes ]z enp IR

1. M “FEH"(Interface) THisl R Pk L.

2. £ “MERFIN"(Remove Rules) THi1EE ik ACL AL .

3. Hifi"Remove i%4H . MIBRAHNIHI 2% H .
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6.9.6.4 HH ot 0

(iF]y
FESL U 482 ACL AR, iy FURE AR A0 AR B it 76 “HEIIZHAS"(Rules
Configuration) JEI -+ Hfi & ACL FLII.
Egress Rules
Interlace:
Add Rule:El
[Add]
Remove Rule:
[Remove]
RuleOrder  RuleNumber  Protocol  Profocol Number  Source P Source SubnetMask  Dest!P Dest.SubnetMask
1 1 255 00.0.0 0.0.0.0 0.0.0.0 0.0.0.0
+ I E—————————
1 entry.
[Refresh]|
IIP ACL HE#N - RE—T5H
Egress Rules
Inierial:e:
Add Rule:E|
[Add]
Remove Rule:|Rule 1 ¥ |
[Remoave]
Acion  SourcePortMin.  Source PortMax. Dest PortMin.  DestPortMax. ~ MessageType  MessageCode ~ DSCP
o 65535 o B5535 255 255
| »
1 entry.
[Refresh]

IP ACL H3EN - :REYE = EB%
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B HE B
1% UL TH AL 2 DA A :
« #0O (Interface)
MiZ FRiFIR PR RO, AL (T 47) BT HAAR %% .
FEFF VLAN 4210, A 1P #£10,
Vi
WA VLAN £, ACL MUK & )& T VLAN B9 A i 1 o

o BMFN (Add Rule)
MAZ TR BIR h e B0y B 2a 4% 1 ) ACL LU

o %N (Add)
Tk ACL FUr B ga 510, & By “Uin”(Add) 4241. AESBRERSD.
A

AN Sl IS FH A 25 “ e an ] #3E 44” (deny any) 1) ACL i,

o JHERFN (Remove Rule)
M “HHER L (Remove Rule) 47413 Fh ik B ZMIBR T ACL FUU

o JHEE (Remove)
TR R ACL R, &5 “MER"(Remove) 344 o

ZRAIELL S

o FN)E (Rule Order)
&R ACL BN FIN -

o FN%S (Rule Number)
7~ ACL MU IR

¢ Protocol
S IRAZ IR A R L
¢ Protocol Number
LRS-
e SourcelP
ERVERT IPv4 itk .

o T MH#RY (Source Subnet Mask)

SRR T N HERD .
e DestlIP

TR HARK 1P MLk

4 IEEE 802.11n T Web (4531 V6.5 [ SCALANCE W770/W730
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1 “FT Web #EFE” HiTH#

* Dest.Subnet Mask
B HAR I PG o
e Action
HERRAEWIRT & ACL BT, 24 AL 2R 4%
— Forward
AR MRS ACL BRI, TS R A%t

— Discard
W SMWRT A ACL B, AN izl

¢ Source Port Min.

SR B AT BE ) /N 5o
e Source Port Max.

SN YR AT BE A A K 5
¢ Dest.Port Min.

SR H brii AT BE ) e/ 115
¢ Dest.Port Max.

o B bR 0] B8 8 B oK 5 .
* Message Type

TR TE B DLk e v g =

¢ Message Code
R AR LATE E T B DI BE

* DSCP
s T RIS A

HB PR
IR CLN DRI HE 173 iE ACL R
1. A “0"(Interface) Mg RPEFZ .

2. fE “USIAENI"(Add Rule) THigIFRHLEFE ACL HEN.

3. i Add . SEERTAR % H .
F2 I8 DL 20 BRI R 42 1 1 ACL B«

6.9 “Security” 5 #

L
BaE A
pate lER o en IR

4 IEEE 802.11n T Web 1% ¥ V6.5 1] SCALANCE W770/W730
o & T, 04/2022, C79000-G8952-C323-12

409



/] “IET Web 19EFE” AT
6.9 “Security” 4

1. M “¥EA"(Interface) THisl R PiEHFREL .
2. 1 “PBEFEL"(Remove Rules) T Hi 413 Fid ¥ ACL #HN .
3. Hdi"Remove %4l . K MR FP M BRAH R 2% H o

6.9.7 3 ACL

HEUH
FEBTUTE b, TS i i 2 et SR E BAT WA P Mk (0 A3k SR VR DT IRl e e, L0
LHASAH L 1P Hb bk B — Atk E [
ARSI UCRER I, DMEARSS ARl a5 2051 o P SO AR FT £ ) VLAN.
AT RAL VLAN P FR 2 L 3t BA B0 ) 5 TRl PR

VL]

R e HkThEE, EEEMTILR

“Management Access Control List" T [l _F AN IEMZHAS il R S BTV M 3% . Rl M2
A—AYFIRU,  CAMETE S FZ IR Al v 6 D) R AT U5 ) .

Management Access Control List

Management ACL

IP Address:
Subnet Mask / Prefix Length:
Select Rule Crder IP Address Subnet Mask / Prefix Length  VLANSs Allowed SNMP  TELNET HTTP HTTPS SS5H P1 P2 Y’:P

1 192.168.100.10 255.255.255.255 1-4094 d td 4 td d td 4 d

1 entry

4 IEEE 802.11n T Web (4531 V6.5 [ SCALANCE W770/W730
410 fic & T-/Jt, 04/2022, C79000-G8952-C323-12



1/ “FT Web HEFE” HirH#

B

6.9 “Security” 4

T AR DL AR

& ACL (Management ACL)
Ja B AR FH UL Dhfg

L
WAREEH 7% IhRE, M B & B D RE R U5 IH) AN SZBR 1 225 U5 i) WA AE 2 D e R
MEH R

IP #shk (IP Address)

B NN L FH K 7 1P il ) 245 it

— WnSAER IPv4 ik 0.0.0.0, UK ECKE A T AT IPv4 Hihik
— WIRAEA IPve Hutk: Z W EEH T IPve Hitik,

FMHEHLAT B E (Subnet Mask / Prefix Length)

B4 N\ - R BT B

FIHEID 255.255.255.255 3&E I THFE R IPv4 Hitht . QSR RE 7 (o CFRD -
M4 A\ 255.255.255.0. FM#ERS 0.0.0.0 & H T Frf 1 M.

ZRAFELLTS:

e (Select)
I B BR 4T B R AE .

FEMGFF (Rule Order)
oGRS . R HE “BIE"(Create) %8, <Ol —MEAME—% 5 KT

IP #shk (IP Address)
R IP Hudik.

FREEMTEKE (Subnet Mask / Prefix Length)
R F I AT AR

YK VLAN (VLANS Allowed)

1 47E Layer 2 > VLAN > # #"(Layer 2 > VLAN > General) % & T 802.1Q VLAN Bridge
AT

BN FTTE VLAN HIgm 5 o AU AL TZ 44 VLAN BT, 54 REVs iR 1% & & .
RZEAMER 25, BCH 5T VLAN RIER A

SNMP
FROE TARul (BIP Mk R AEH SNMP B35 17 1 4 -
TELNET

f g TARuE (B IP Huhk) 52 5 H] TELNET B SC07 1) 504

754 |EEE 802.11n T Web I FE V6.5 ] SCALANCE W770/W730
fic & F 1, 04/2022, C79000-G8952-C323-12 411



1/ “F7T Web HEFE” HiTH#

6.9 “Security” 4

PR’

412

e HTTP
fee TAESS (B IP hl) A H HTTP Hhisliyinl ik & .

e HTTPS
faE TAES, (8 IP Huhl) J& BAER HTTPS B ) i 4% .
e SSH
feE TAFs, (a 1P Huhb) J& &R SSH WSy i) ¥4 o
* Px
FeE Iz s (B P Huhb) 2 75 s 7 ) A .
e VAPX.Y
ezl s (1P Huhb) J& FmiEd VAP 2 D15 A 4.

s WDS X.Y
e 1Zuh i (EIP k) 2 fiid WDS 2 1 Vs a5

UL
WVER, S RROLLAS T RE ORISRV T
RAGEIT A B S SRR B, AN TR AR A

EskH

1. HAEBE MU HEE .

2. Hd “YBAE"(Set Values) H40 44 56 AL 4 25 4% .
BUEH%H

1. 7E"IP Huhl"(IP Address) % ANKE I AN VEAS 1) 1P Hukik, 76 “ T IHERD/ BT 25K " (Subnet Mask/
Prefix Length) i A HE 6 A AH L XD

2. Hiy “ QI (Create) AR BIEHAT -

3. HAFATIHH

4. Bl “VCE{H"(Set Values) ALK B 5% H AL H 2 575 .
kR H

1. R AT AP I R IEHE

2. XA EMER IS B B D IR.

3. il “MIER"(Delete) 1% 4. RMIER2% H 5B vl .

4 IEEE 802.11n T Web (4831 V6.5 (1) SCALANCE W770/W730
fic & T/, 04/2022, C79000-G8952-C323-12



1/ “HT Web 19EFE” AT
6.9 “Security” F#

6.9.8 AP [H]fH 2

6.9.8.1 HAE

Vi

o 1% WBM TUTHANAEFZ N s R o] o

otk WBM T THI{Y AT i@ BA R KEY-PLUG 43
— W780 iFeatures (MLFB 6GK5 907-8PA00)
— W700 Security (MLFB 6GK5907-0PA0O)

AT B LA P AP [E] FELSE ?
RN SARE R 7 il H T DL 5 2 R R M4 1 T B AT A

0 AP [B]BHLZERS, SN mAIER) R o RS 2 BIBR A . AR RN “ fevrbht”
(Allowed Addresses) 12025 T IP HhE B A AT LAYT 1) % 7 oo BRIUE, R PH LR S0 2% rh o
B RIEE.

WLAN Inter AP Blocking Basic Settings

s Ao Adses [

Refresh Interval [s]: 60

Radio  Port SSID Enable  pocre S ARE Slock for-iP
WLAN1  WAP 1.1  Siemens Wireless Network Il ™ ]
WLAN 1  WAP12  Siemens Wireless Network 1.2 Il ¥ ]
WLAN 1  WAP1.3  Siemens Wireless Network 1.3 Il ™ ]
WLAN1 WAP14  Siemens Wireless Network 1.4 Il ™ ]
WLAN1 WAP 15  Siemens Wireless Network 1.5 ] ] ]
WLAN 1  WAP 16  Siemens Wireless Network 1.6 | v |
WLAN 1  WAP17  Siemens Wireless Network 1.7 Il v ]
WLAN1  WAP13  Siemens Wireless Network 1.8 Il ] ]
WLAN2 WAP21  Siemens Wireless Network 2 ] ] ]
WLAN2 WAP22  Siemens Wireless Network 2.2 Il ™ ]
WLAN2 WAP23  Siemens Wireless Network 2.3 Il ¥ ]
WLAN2 WAP24  Siemens Wireless Network 2.4 Il ™ ]
WLAN2 WAP25  Siemens Wireless Network 2.5 Il ™ ]
WLAN2 WAP26  Siemens Wireless Network 2.6 ] ] ]
WLAN 2 WAP27  Siemens Wireless Network 2.7 | v |
WLAN2 WAP23  Siemens Wireless Network 2.8 Il v ]

74 |EEE 802.11n T Web fI4 2 V6.5 1) SCALANCE W770/W730
fit & F i, 04/2022, C79000-G8952-C323-12 413



1/ “FT Web HEFE” HiTH#

6.9 “Security” 4

B

6.9.8.2

414

U A DL AR

SEF IR [s] (Update interval [s])

BN FUVFIY 1P bhIk K] ARP A b 52 57 18] B

FEHT I MAC il 7R e “15 5 > %4x > AP [A]BHZE"(Information > Security > Inter AP
Blocking) T

ZRESELU RS

&% (Radio)
8 78 BB FT I WLAN #2111,

Port
fee 5 EAMCH VAP #:00.,

SSID
fg e 5B ML SSID.

BE (Activate)
BHJE, SRHVRRE. £ %4 > AP [AIBHZE > RUFAIHIE"(Security > Inter AP
Blocking > Allowed Addresses) 20252 /it i LA [ I 4% o

LA NER ARP 53K (Block Gratuitous ARP Requests)
MEMIE, AR E I VAP 52 30 ARP Hdls A A B LUK K.

FH1ESE IP Wi (Block Non-IP Frames)
JaAE, #P SR S SN RVFRIE KR & 2 A kAR 1P EEEE ()
Wiz 2 EERE) L.

SR HhE

L

% WBM T AE 2 N s iR T A .

I WBM T RN A] @i LR KEY-PLUG 47 :
- W?780 iFeatures (MLFB 6GK5 907-8PA0O)
— W?700 Security (MLFB 6GK5907-0PAQOQ)

FE I WBM U $5 5 AT LA 17 35 3 ) 180 4%

4 IEEE 802.11n T Web (4531 V6.5 [ SCALANCE W770/W730
fic & T-/Jt, 04/2022, C79000-G8952-C323-12



&/ “HT Web 19EFE” T

L

6.9 “Security” 4

WLAN Inter AP Blocking Allowed Addresses

sosie iowed arsso |

Port: VAP 1.1 =]
IP Address:

Select Radio Port IP Address Resolver IP Address
7 WLAM 1 VAP 11 192 168.16.100 0000

1 entry.

|Create || Delete || SetValues || Refresh

2L A LU AE:

e Port
M a2 20 2 A 3 45 P 5 o 1 o

o |P Hult (IP Address)
NS g ] DA ) B 180 45 1 1P skl o

R AFELLU RS

o %&F% (Select)
398 HR L R AR A T R AR N A

« J£% (Radio)
fee 5B E KA WLAN £ 11

e Port
TR 5 W EMKH VAP £

o |P Hulit (IP Address)
A RLVT ) i R £ R P bk o g e B, AT LR B IP Hbdil

o fEHTES IP Hik (Resolver IP Address)
FEN RUFIRARNT FUVRI P HLBEFR 1P bbb ME2 N 00T BE 1P HbbE A7 T AR IR, 24
2t N I U
Wy “fEbras IP Hikik"(Resolver IP Address) 20745 1 IP #151170.0.0.0”, T A BE IP 3
BEHEAT ARAT o

74 |IEEE 802.11n T Web f4 2 V6.5 1) SCALANCE W770/W730
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1/ “IET Web H9EFE” AT
6.9 “Security” 4

BB’
B %H
1. M “Hi 7 (Port) "Nz 41 4 ok £ 3 1 .
2. {E"IP k" (IP Address) HEH, @A AT A ) %5 /7 3 ) 1P Hiudik
3. M “QIEE"(Create) #Hl. BHRIS{ER FOIE—MH%&H.
Migx%H
1. JA R EMBR AT “ 2L (Select).
2. i “MiFR"(Delete) #24H. MkR THIE%H .

4 IEEE 802.11n T Web (431 V6.5 (1) SCALANCE W770/W730
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1 “FT Web HEFE” HiTH#

6.10 “iFeatures” 4

6.10 “iFeatures"SE
6.10.1 iPCF
i B

It WBM T2 X T @i LR KEY-PLUG 273
o A W780 iFeatures (MLFB 6GK5 907-8PA00)
o X Fum: W740 iFeatures (MLFB 6GK5 907-4PA00)

AT LA R iPCF?

VL
iPCF 5HE iFeatures Bt &%

iPCF F1H:& iFeatures (fflf1, iPCF-MC. iPCF-HT Fl1iPRP) H AN, JCVELEBEA b [RIm {8
)ﬂo

TEEA RE AT 5 B A0 2 st s i e ME R R ERS, U BCR A iPCF. filan, SRA
PROFINET sl EMEIAEMNES, XIRAWE, 5 iPCF B 2 #4018, 152 W"iPCF/iPCF-
HT/PCF-MC"H] “HARFIERE” &B47 .

BN K% P K R REBCEAT P ASA. RSO T X AR

754 |EEE 802.11n T Web I FE V6.5 ) SCALANCE W770/W730
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&/ “HTF Web HIEHE” 1T
6.10 “iFeatures” 4

In access point mode

industrial Point Coordination Function (iPCF)

Radic  EnableiPCF Legacy Free (iPCF-LF) Protocol Support iPCF Cycle Time [ms] Scanning Mode  Signal Quality Threshold
WLAN 1 | [ PROFINET [=] 16 [=] A channels  [«] Level 3-60%
WLAN 2 O & PROFINET [=] 16 [+] Al channels  [+] Level 2-60%
SetValues

In client mode

industrial Point Coordination Function (iPCF)

Radio Enable iPCF Legacy Free (iPCF-LF)
WLAN 1 7 [

Set Values || Refresh

iy
FEMMELCT, IZRARA LR &S

o I4k (Radio)
8 2 BB BT ORI WLAN 211,

» J3H iPCF (Enable iPCF)
Ja B ZE R iPCF #530. FF PROFINET J@{E, AT A iPCF A=, @il s
iPCF, FIAEE N SRt R, mp @ iR B B d R BN . (802.11 al
blg =12 Mbps, 802.11Tn=MCS 2) .

* Legacy Free (iPCF-LF)
P15 B R o AT DA ST 5 B A R R ) R A% R
- JHH
{03252 #%: % |EEE 802.11n ARuEHEATE(Z I3 T “Legacy Free (iPCF-LF)" B & 1) 4%
{HIET N A F WLAN #55X IEEE 802.11n.
UL B AT 15 IEEE 802.11 alblg 4% 25 8 AEBEIK .
- %EH

P2 A 3% &1 (IEEE 802.11 alblgin).

4 IEEE 802.11n T Web (431 V6.5 (1) SCALANCE W770/W730
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(1 “HT Web JIEFE” HTHE
6.10 “iFeatures”

N GECR, ZREAA T A s

» WMYSZHEF (Protocol Support)
7€ WLAN 422 AR S AL B L
— PROFINET
IR BCE 7 PROFINET, U2/ 3 T s ANBEA o 9 PROFINET %4 % «
— EtherNet/IP
W E 1 EtherNet/IP, % F i FiFANGEA 25 -
- %EH
P2k % IIRE .
 iPCF B#AR I8 [ms] (iPCF Cycle Time [ms])
MAZ R A 2 gk B i 75 0 S SN [R]
A=K EZN N e 2754 N N A W = W1 I 5 S & VA =9 B =
- RGP RE NN, WU, 2 um RN A S X ). RS
T, ZEAKTFZET 16 ms B H A .
- RGTHZ NN, HEARPREE PTG . &P N R RS, RN
THOLR, EFERTET 32 ms B EHT ]
b 7 UL EPRITR SN, IEFRICE, ERE RGN AR AR A2 ms * Ry
A HHEAF I,

754 |EEE 802.11n T Web I FE V6.5 ] SCALANCE W770/W730
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1/ “FT Web HIEFE” HiTH#

6.10 “iFeatures” &4

420

« AR (Scanning mode)

JiT i 150 B S R 8 S i R A
AEAH LI E
- Frf5iEiE (All Channels)
B PR TR AVFIRIEIE, HE RS S R R N AT
- F—/A“#iE (Next Channel)
% Pt ML SV BIEIE SN R R R —IBIE . WA, WIS, R
IEIEIE R B A, W T —iEiE.
{55 FmE R (Signal Quality Threshold)
RAEH “HiER"(Scanning Mode) & & A “ K —Mi@iE"(Next Channel) I 4 1] 4
N SONE P mie e S5 mE. AR, &P a2 iuUn &2k 2R e E 5 R
BANRNES. RARXFE, Ao rnidsk.
155 F & AR OB (0 1 RSSIHE. (RS S 9m R/ 88D KHfig. RSSIE
TRRBNE G T I RIE, JFRREE TidsxaEP.

DA BIEIE 715 S o
Az BAHGESHE RSSI fE 5 RE
1 40 20
2 50 25
3 60 30
4 70 35
5 80 40
EEARBAT
1. NPT WLAN 2 13 #% “J5 H iPCF"(Enable iPCF) &35
2. WAETFHE, BT "Legacy Free (iPCF-LF)",
3. M"iPCF Ja I [a] [ms]“(iPCF Cycle Time [ms]) N4t AN sk #5577 1 JE I 6] o
4. fltn, M “FHER"(Scanning Mode) FHi IR i £ “ Fr iEiE"(All Channels).,
5. Hudi “WHEH"(Set Values) 54, 7F “224x > WLAN > % A"(Security > WLAN > Basic) 4125
LRWE.
ER IR T

1.

NPT WLAN 22 1% # “J5 B iPCF”(Enable iPCF) %77

2. WA, B HiED"Legacy Free (iPCF-LF)".
3. Huly “¥ B (Set Values) 41

4 IEEE 802.11n T Web (431 V6.5 (1) SCALANCE W770/W730
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1/ “FT Web HEFE” HirH#

6.10 “iFeatures” 4

7E “224x > WLAN > F:A"(Security > WLAN > Basic) M4 W E . £ “24 > WLAN > 3
A"(Security > WLAN > Basic) HA& %4 HE .

6.10.2 iPCF-HT

VL

I WBM T2 X Al g PA R KEY-PLUG 44

o PEN: W780 iFeatures (MLFB 6GK5 907-8PAQ0)
o B W740 iFeatures (MLFB 6GK5 907-4PA00)

BT F iPCF-HT (KRB HE) ?

LA

iPCF-HT B3 FH

iPCF-HT Thg

o FNHAth iFeatures (filtn, iPCF. iPCF-MC A1iPRP) HAHEZ, TiETE##& LFEINfH .
o HBETE 5 GHz #BLRT “ ({0) IEEE 802.11n"WLAN H3 F{#i fH o

o {YFE WLAN 01 EwfH.

AWAEH—A MCS %5l .

R FEE E AT R, L HEUUER] iPCF-HT. #ltn, %A LAE ] PROFINET & %4
AREAE . PROFINET F)SEIHE 4 R B

BN R i Y R] REBEEA P AN

=

754 |EEE 802.11n T Web fIEFE V6.5 ] SCALANCE W770/W730
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1G] “HTF Web HIEHE” 1T
6.10 “iFeatures” 4

Display in access point mode

industrial Point Coordination Function High Throughput (iPCF-HT)

Radio Enable iPCF-HT  Protocol Support IPCF-HT Cycle Time [mg] Scanning Mode Signal Quality Threshold
WLAN 1 PRCFINET v |32 All Channels ¥ || Level 3 - 60% T

Set Values

Display in client mode

industrial Point Coordination Function High Throughput (iPCF-HT)

Radio Enable iPCF-HT
WLAN 1

Set Values

iR
FEMRIE T, IR AEAT LR &S

» Gk (Radio)
RIE BB PTRIBRE) WLAN £

* J3H iPCF-HT (Enable iPCF-HT)

JA FHEZE R iPCF-HT. JE G, ATASEH \  R EE . FRAT TR s 1SR B 2 ds
HRAERIAKE (802.11n = MCS 2).

4 IEEE 802.11n T Web (4531 V6.5 () SCALANCE W770/W730
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&/ “HTF Web HIEHE” H{THE
6.10 “iFeatures”

N GECR, ZREAA T A s

» WMYSZHEF (Protocol Support)
7€ WLAN 422 AR S AL B L
— PROFINET
IR BCE 7 PROFINET, U2/ 3 T s ANBEA o 9 PROFINET %4 % «
— EtherNet/IP
WIREE | EtherNet/IP, % P i NFASREA 35
- A
WAEFHZ 6
e iPCF-HT i} 8] [ms] (iPCF-HT Cycle Time [ms])
T € JE ST 1) o
A=K EZN N e 2754 N N A W = WL 1 I 5 A & VA = 9t B =
- (EVEFELZ 16-512. WEENXNT PROFINET B¢ EtherNet/IP (¥ HH [H].
- RGP RE NN, WY, 2 um RN g S X s . RS
T, ZRERFET 16 ms (E R E .
- RGTHZ NN, AHEARFEE P EATIEG . 2P e R A8, 7R
BT, EFERTEET 32 ms HHHEE .
br 17 UL EFoRIGTR a4, EFR IR, BEAE B A AR AR AR YE A4 ms * Ry
M T EAR

754 |EEE 802.11n T Web I FE V6.5 ] SCALANCE W770/W730
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1/ “F7T Web HEFE” H#iTH#

6.10 “iFeatures” &4

424

« AR (Scanning mode)

JiT i 150 B S R 8 S i R A
AEAH LI E
- Frf5iEiE (All Channels)
B PR TR AVFIRIEIE, HE RS S R R N AT
- F—/A“#iE (Next Channel)
% Pt ML SV BIEIE SN R R R —IBIE . WA, WIS, R
IEIEIE R B A, W T —iEiE.
{55 FmE R (Signal Quality Threshold)
RAEH “HiER"(Scanning Mode) & & A “ K —Mi@iE"(Next Channel) I 4 1] 4
N SONE P mie e S5 mE. AR, &P a2 iuUn &2k 2R e E 5 R
BANRNES. RARXFE, Ao rnidsk.
155 F & AR OB (0 1 RSSIHE. (RS S 9m R/ 88D KHfig. RSSIE
TRRBNE G T I RIE, JFRREE TidsxaEP.

LR BRE IS T S5

i ] RSSI {55 & HOWESRE
1 20 40

2 25 50

3 30 60

4 35 70

5 40 80

EEARBAT

~A W ON =

NFTH R WLAN $2 1% 4% “ 5 F iPCF-HT(Enable iPCF-HT) #£1i.
X “iPCF-HT J& IR 18] [ms]”(iPCF-HT Cycle Time [ms]) % A\ T 75 5 1R[] .
filtn, M “HHE " (Scanning Mode) NI Hik$E “ Fr A7 i@EE"(All Channels).

oy “BEE{E"(Set Values) #4411, 1E ““4x > WLAN > # A" (Security > WLAN > Basic) 417
LRWE.

ER IR T
1. NPT EI WLAN £213%#% “J5 B iPCF-HT"(Enable iPCF-HT) &1,
2. Huly “¥ B (Set Values) 41

£ “2245 > WLAN > £ A" (Security > WLAN > Basic) 12L& 224 E .

4 IEEE 802.11n T Web (431 V6.5 (1) SCALANCE W770/W730
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1/ “FT Web #EFE” HiTH#

6.10 “iFeatures” &4

6.10.3 iPCF-MC

fAT iy BLAEF iPCF-

A

iPCF 5HE iFeatures Bi&{#

iPCF-MC Zhfg I H e iFeatures (fflly1, iPCF. iPCF-HT F1iPRP) EANHZ, TCIEER# LH
A

BOr5E

fET 110 B, 00T iPCF-MC A WLAN $22 1143 fic 2 [ 72 1

o WLANT: #lE#z1

e WLAN2: E¥EO

£ F iPCF-MC B E5 B I ER:

o BANMEAHEFA WLAN £20 (AP .

o AL PR KEY-PLUG W780 iFeatures (MLFB 6GK5 907-8PA0OQ) SZHILfI A AP
o EFufizl: KEY-PLUG W740 iFeatures (MLFB 6GK5 907-4PA00) SZHILII & F ity

o BRI TNEERIE AU AL R — BN, JF BAEFC 2o o5 7 L UL . A2
PIANTCE B VIO 178 aia AN 7] DR e [ R 2k, I iPCR-MC JEdk TAE .

o B A PR BT BN RO B U Rl . % P T il iE, A
A5 I RN A

LT IEEE801.11h (DFS) MfEsmANGE M & B4 1. w45 801.11h (DFS) Al T Hide 2 11 .
o FuHSATIANGE B XS SV 3@ E " (Use Allowed Channels only).
o fERAMEOLSHIER “FER P TN sk 2 (Force roaming on link down).

o DUFMINER T& 5. S0 ITE C A SAEER SSID /ridds 24 R 1. 7F “4%
1> WLAN > %& F'ii”(Interfaces > WLAN > Client) T kR4 1“5 FH”(Enabled) &
JEHERS, SSID F AT Hum RS

o TEHA, WRBEEsCE O T 4920 MHz - 5080 MH SREL 185, IEE S F iPCF-
MC.

MC?

T IPCF 1) H R AL 16 53 X[ 78 3 I SEELE R ) D) et 8] o BISEXS T B A2 3 % i DA
RAEW RV 206 8 X B H R Bl E B OL T, iPCF-MC 3R ] LS A D) i 1]

WA RANE P imf Rt BEA AR TN T IXPIRE
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1/ “FT Web HIEFE” HITHE

e

6.10 “iFeatures”3<

In access point mode

industrial Point Coordination Function with Management Channel (iPCF-MC)

[C] Enable iPCF-MC
["Legacy Free (IPCF-MC-LF)
iPCF Cycle Time [ms]: 32 [=]
Protocol Support: PROFINET [+

Set Values || Refresh

In client mode

industrial Point Coordination Function with Management Channel (iPCF-MC)

[C] Enable iPCF-MC
[ Legacy Free (iPCF-MC-LF)
Management Scan Period: 1 |E|
Roaming Filter: disabled =]

SetValues || Refresh

4 IEEE 802.11n T Web % # V6.5 1 SCALANCE W770/W730
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1t/ “FHTF Web HIEFE” HITHAE
6.10 “iFeatures” &4

iR
2L B B A

o BREIER iPCF-MC (Enable iPCF-MC activated)
J8 P e 2% ] SCALANCE W700 #4511 iPCF-MC #E 2.
X1 PROFINET J8{5, #iUSH iPCF-MC . it 5 iPCF-MC, W% i d it
EAE/pT e
o Z A R B B R BRI B (802.11 alblg =6+ 9 F1 12 Mbps, 802.11n =MCS
2) .

* Legacy Free (iPCF-MC-LF)
IE 5 B A T DL S I & IR I B I 15 4 R 51
- JHH
X352 4% 18 |EEE 802.1 1n Fr#ERETI8(E I8 F T "Legacy Free (iPCF-MC-LF)" 5 B 1%
%o HLT NS H WLAN #i= [EEE 802.11n.
I B A7 15 IEEE 802.11 alblg ¥4 251 S AE BRI .
- %EH
B T A L% A4 (IEEE 802.11 alblgin).
* iPCF JAi 8] (iPCF Cycle Time) (f[R#ZA mifi)
TR NHEN S5 T E IR I 2% ZHL A5 1Y) PROFINET BEHTINF 1] . B 87N 18] 5t /ME M 32 ms.

o WMYGZIF (Protocol Support) (VRN S
FRE LA AL B PN
— PROFINET
WIRCE 7 PROFINET, %5 P B il A GEAT 1 o PROFINET %41 25 -
— EtherNet/IP
WERE T EtherNet/IP, W& i R A REA 4%
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&/ “HTF Web HIEHE” 1T
6.10 “iFeatures” 4

o SEFRFE Y (Management Scan Period) (Y[R % /it )
ISt PR SELEE A TR ARRR B ] (BLIPCF B HtaE) - flln, ansfigsE—,
AP~ IPCF J 3% P i dh) o3 ia AT & s IE 9 4
BN R SR PSR T SRR, (E R MR VSR A . Bk
PR, DASEER B &

» EBUFITIESS (Roaming Filter) ({XFRZE ™ 5its s
TR E, wIFEE T E AR RSSI L R E . WARAEA 5, HEREE 54
RSSI W & 1H
— DR H A EO
XA 4% THFHES . 1E A AAE B A o
- DEEH S AEE
XSG T P HES . P AR A T USSR 1S
U SRR /R IR NS5 (R o S i (L, T ol P A8 it o i A DR R ™ EE R B X B AT
T R ity sk LI U

6.10.4 iPRP

A

I WBM T THIX AT S PA T KEY-PLUG 44

o $EAN: W780 iFeatures (MLFB 6GK5 907-8PA00)
o . W740 iFeatures (MLFB 6GK5 907-4PA00)

1 iPRP FIESR
o WHE T HEAMFR"802.1Q VLAN Bridge”.
« CfIE VLAN.
o BEARB: VAPEOTEH.
o FPua
- XT"MAC B (MAC Mode), CE “Z5 2 JZp&iE"(Layer 2 Tunnel).

- WF “JaEHEE"(Background Scan mode), CLRE “UAL"(Always).  “HUHEGE"
(Deactivated) %, “ 47 7iEE"(Current channel).

4 IEEE 802.11n T Web (431 V6.5 (1) SCALANCE W770/W730
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(1 “HT Web JIEFE” HTHE
6.10 “iFeatures”

ATt RS R iPRP?

iEA

iPRP 5 HAth iFeatures Bt & f# F

IPRP F1J:Ath iFeatures (flf, iPCF. iPCF-HT, iPCF-MC) HANHEZE, k(e ERINE R .
fERE AR (B2 ) iPRP

TSR R, D AUR IR 2% TR ) BT e LA R (B o

fEH iPRP f{F VLAN (53 VLAN)

iPRP VLAN ] F/E/CHE VLAN ., X HUH T 5 & H B .

o WAL T PRP %% A BY PRP 4% B o, TUM#FH4-HC T PRPA B¢ PRPB I VLAN 1E 4G
VLAN.

o IR ST PN PRP WL, AT AR AN VLAN 2 —fE9AREE VLAN. & m] DL

HAth VLAN 1E 9AFE VLAN. PRP X245 A Fl1 B [RI IAREE o In G HE— 5 10, 2% A
A1 B T A% ) B — A B VLAN 2 AN AT SEEL Y

fEr Bl “ Tk FFAT TUR WML (IPRP), WIFETCZ M 25 A ] PRP £R . (A1 IPRP AT AN C
LLBERR AT IRIE PRP . EADMTIRE, B — DR BEM RIS, ATy — ok
BT A o
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1/ “F7T Web HEFE” HiTH#

6.10 “iFeatures” 4

Display in access point mode

industrial Parallel Redundancy Protocol (iPRP)

WLAN Assignment
PRP A:| - v

PRPE: |- v

Paort Enable iPRP PRP Metwork
VAP 1.1 I - r

Set Values

Display in client mode

industrial Parallel Redundancy Protocol (iPRP)

WVLAN Assignment

PRP B: |- v

Port Enable iPRP PRP Network AP Redundancy
WLAN 1 - v || Radio v

Set Values

ik
1% U L7
« PRPA
T L2 ik PRP ) VLAN 23 .

* PRPB
MR Fi 13 ik £ PRP B 1 VLAN 43t

GRS &
o ¥gH (Port)
SR AT g 1 .
i
TN AT L, iPRP ZHEEAXAE VAP £ 10 L5230 #F.

S
=

N2

o

* J3H iPRP (Enable iPRP)
B 5 i 1A FH A iPRP.

4 IEEE 802.11n T Web (431 V6.5 (1) SCALANCE W770/W730
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1 “FT Web #EFE” HiTH#

6.10.5

ATt A% FH iREF?

oA wN =

iREF

6.10 “iFeatures” &4

PRP %% (PRP Network)
& %€ ¥t 1 BT 1) PRP 4%,

AP TC£3 T4 (AP Radio Redundancy) ({XFRZ /3R

To4k (Radio)

WEARLEREAN I [E— WLAN £210 1, &8 —AN% P sk I AN 25 7 i o

£ H] (Disabled)

2% P AN SRR P i BN R AE R (R — WLAN 210D B, i #
B HAEN A, HAAE S mE R AR S E S 2 10 dB. fEIXFMEIL T,
B BN A, B e B B S AR v AR R I B BN A

% £ (Device)

TR AL AR O, AR e [F) BN s AN 7 X ) A B

MPRP A"~ hi 1|3 ik £ PRP A 1) VLAN 73 .
MPRP B" 4151 3% 1% 4% PRP B 1) VLAN 73 Hic.

fi € 3 F1 T J& 1) PRP D28

XHAP T2k TU 42" (AP Radio Redundancy) #4715

EH “Ja F iPRP"(Enable iPRP) % & . H.ii “ii& B EH"(Set Values) #2441 .
¥ H B AT AR VLAN 1BE

Vi B
e 1% WBM TTHINAERN i =R ol .
o It WBM T MY mI 3@ PA ™ KEY-PLUG 4%

BN : W780 iFeatures (MLFB 6GK5 907-8PA00)

i
iREF 5 H'E iFeatures Bt &f# H

iREF F13& iFeatures (#flf, iPCF 1 iPCF-HT, iPCF-MC, iPRP) H A2, JCiEfE & L IF
A A
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1/ “F7T Web HEFE” HiTH#

6.10 “iFeatures” &4

il FH IREF I, AT DASR i B RS D2 RE e . Rt T MIMO TEik A FH sl BAT 41 35
RINEA XA A5 Hicdta e % DL foe e m] BE IO K08t A o =R A% i o

industrial Range Extension Function (iREF)
Radio Enable iIREF

WLAN 1
WLAN 2

[SetValues][Refresh |

A
RS

o Jo£k (Radio)
8 € VEE FT BRI WLAN $£1.

* J3H iREF (Enable iREF)
Jo FH B 2% Al 7 WLAN 3210/ iREF. 45 57" Information > WLAN >iFeatures”d &~ .

L
LG IREF, 2/ DHPIRKL.
JA B REF J&, REHK H2YI#H2] Mode RXITX.

6.10.6 AeroScout

i
1% WBM U iR AT A

o I WBM UL R Al PL R KEY-PLUG 47
PJilal fi: W780 iFeatures (MLFB 6GK5 907-8PA00)

4 IEEE 802.11n T Web (431 V6.5 (1) SCALANCE W770/W730
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1/ “F7T Web HIEFE” HirH#

6.10 “iFeatures” &4

|
f#F Aeroscout

o AeroScout fIH & iFeatures ({fl#, iREF, iPCF, iPCF-HT, iPCF-MC, iPRP) HANHZY, TCVETEVE
% E RIS

e RE IEEE 802.11g. IEEE 802.11n FI{Y IEEE 802.11n kr#E, AeroScout {{A[{E 2.4 GHz ik
.

HIREHE R, #H3 M AeroScout A & (www.aeroscout.com) 30,

AeroScout

Radio Enable AeroScout
WLAN 1 ]
WLAN 2 ]

i
SRAFELL TS

« X%k (Radio)
a2 W E BT ORIER) WLAN £,

* B4 AeroScout (Enable AeroScout)
Jo3 FH B 2% B BT a5 WLAN 322 1118 AeroScout. 453 E/~1E “{Z . > WLAN iFeatures >
AeroScout”(Information > WLAN iFeatures > AeroScout) .
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6.10 “iFeatures” &4
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IR AIZEY

7.1 [ 4 5 351 - 3@t WBM

ZR
o AR P L.
o FPTBL R BT R

L

e M E RO T 208 5.1 R EREPHRCAR T 5.1, MITCiREAT B4 5.

T3S HTTP 34T B A 5

S AESMIXIE, Bl RS> IEARLF(System > Load&Save). HLi"HTTP LT

1

2. By “FEMH(Firmware) 4T 9 H “In#"(Load) #24H .
3. FERN[E ST E

4, PEXHEHEF ) “FTFF"(Open) 241 A& 1.

B4 Hr - i TFTP

FE"TFTP ik 55 &5 1hL"(TFTP Server Address) i AE 4 A TFTP Ik 55 &5 1 IP Mkt
TE“TFTP JR 45483 I1”(TFTP Server Port) % AMEH 4N TFTP IR 55 28 5 11

Huh [ fF"(Firmware) AT H 1 “INE O (Load file) 4%4H .

35 B [ A A AP O

B XIERE ) “FTHF(Open) #24Hl.  bAL 3L

o Uk w N =

W&t SFTP #HTE 55T

ARSI, B C RG> INERFILRTE"(System > Load&Save). Hi"SFTPIEI .

1
2. {E"SFTP R4 2aHuhl"(SFTP Server Address) % ANAE F % N SFTP JIRSS 2% 1 IP Hudik.
3. TE"SFTP %% %t I1"(SFTP Server Port) % ANME R N SFTP AR 4525 1) [
4.y “HEM"(Firmware) RATHR NS (Load file) #44 .

54 IEEE 802.11n T Web 1% ¥ V6.5 1) SCALANCE W770/W730
i & T, 04/2022, C79000-G8952-C323-12

ESHXET, i “ RS > INEAEF"(System > Load&Save). Hii"TFTP LT+ .
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IRFEFIHEF
7.1 [EEF - L WBM

5. Fe IS AL E
6. FAXEHEFHY “4TIF (Open) 4441, EAESCIE.

] e AR IR B we

HHAE “158 > A" (Information > Versions) FH#E#EL H “[E 4" (Firmware) 1 “izt7
[l £ (Firmware Running).  “ig47 A [E 14" (Firmware Running) &7 4107 FE IR A . “ [
" (Firmware) S [B 444 D005 BT A7 (0 AR RRAS . ZEE0R 1, st “ R4 > HF”
(System > Restart) = Ji} % % o

4 IEEE 802.11n T Web (431 V6.5 (1) SCALANCE W770/W730
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[RIFEFIEH
7.2 1/ PRESET-PLUG W17 & 4185

7.2 i F] PRESET-PLUG 4T &4
5 A 2 B B S BRI SR 224

ER
PIZFEBAT IR PLUG
HFVFAE B % 5% A B B PLUG

Wi
V6.0 KB EhRA K SZ R
V6.0 B B = i AR 1) [ 44 S #F PRESET-PLUG DjRE

B PRESET-PLUG, R] PATEZ N2 b 22 25008 A0 B [ 4478 N AR R B 2 7S R shdas.
FH K P AIE D) o

PRESET PLUG 325 {14 .
Ay AT (CLI) 417 PRESET PLUG.

Bl PRESET-PLUG

B A4 4TH: O (CLI) A2 PRESET PLUG. A /& PLUG 614 PRESET-PLUG. Mitk, i
2 W8T A1) H B0 BRI A T A

i B

&t f# A DHCP fAS

@ E ) DHCP [ 44 2 A5 1% PRESET-PLUG. I, 2K NAELE L2 AN HEIE I 1P Hotl
-5 350X 2% 4 A

A DLAE 58 B A 22358 Ja Ao h 70 Fie [ R 1) 1P it

ER
o O PLUG i N B AB T 0 H4H A PRESET-PLUG ZhAREI %4

g

1. fEH Telnet (CLI) jBahiZ i, FFLA"admin”H P G438 5%
2. flif“configure terminal#iy & P & 4 JR A A5 5K

3. M plug”ir & V)4 2 PLUG AR
4

. ¥ F"presetplug”fin 4 )% PRESET-PLUG.
VA% (R B R RRAS DA R S R W 02 (AP A P ik PAIE R ) f767E PLUG 1, PLUG %5
Ry,
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RTINS

7.2 (&} PRESET-PLUG 7T i# & 2185

5.
6.
7.

SN & S
# H PRESET-PLUG.
JA NG HT) PLUG B & N B A I % £

{85 PRESET-PLUG B (12235518

1.
2.
3.

e I R LR

WIRAFAE PLUG, BB HME# k. AREAER, 152 W& IEER Y.

Y& IERAIK) 5 K PRESET-PLUG i N 4ditirR . #15 PRESET-PLUG 58 4 7E 845 N3 I HIk A (i i
i, NFRRECEMEN.

TR B W % H R

W A 22 5 A I M A 5 PRESET-PLUG TR IR RCAS AN G, 2P AT B 20 P 2 B
@I L F-LED NARAIR A AN (NERIEIRG: 2s Mowl0.2s KD « 25, W&aE
¥E5h, PRESET-PLUG FIE&RAAS (RUIEH P ANER) SPEiksiE& .

R T R R

4145 F-LED 45K .

SER RS SE, VI & BE

# i PRESET-PLUG.

JEEHEATHT PLUG B3 45 B4 A5 ) 45

iH

KEY-PLUG

5L KEY-PLUG )% PRESET-PLUG, WA T %A, FE4HA KEY-PLUG.
FERXFEBL T, T EZIEANAHILN KEY-PLUG, #RJ5 PR B HEAT FHT

L]
FEHEH PRESET PLUG HIIESR THRE M BRNREFES

R R GEEL N BRIAKE, WA EGR, NI PRESET PLUG 2% ik,
PRESET PLUG ZhEe¥ E K. )5, B A8 ) PRESET PLUG. KEY-PLUG A7 52
LA 2 T HE I 25 BB AR o

RSP PRESET PLUG, AEHHBR&ENM N BRINEE.

¥4k PRESET-PLUG (EAIFINER)

il FH AT AT #E 11 (CLI) #8501L PRESET PLUG, AR ALFRBIIIAE. Jvik, TE#ZME Tis| 2
BRIHEATHRAT

1.
2.

438

i Telnet (CLI) JH3EFEHES, FFLA"admin”H - G40 & 5%,
fdiHi“configure terminal”#ir & V14 22 42 R ZHAS

4 IEEE 802.11n T Web (431 V6.5 (1) SCALANCE W770/W730
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IRIR LD

7.2 1/ PRESET-PLUG W17 % & 4145

3. fEH"plug"fir & Ul & PLUG R,

4. g N4 "factoryclean”
¥e## 1k PRESET-PLUG F & M B IIRE

5. " write" iy & BB I A ATAA .
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sl

7.3 7£ ConfigPack #1#A [E]1F

7.3 ¥E ConfigPack FH & \ & 4
TV W A A E U B A B B INAE R AT A B .
& B A [ SCEF ) ConfigPack, T DAE—NER 2 AN b e 36 iR 2 A L 3 T A

B H A B ConfigPack

ZLfE ConfigPack R AR, FiZAEar AT (CLI) AT RE . i, TN i s)
(120 AT A

YL

@it {# FH DHCP HI4H&

T A A [ E R ConfigPack 1R 22 AN B2 AR [ A A RN R0 4%, U X Al R A
DHCP (& #4101 ConfigPack. 5, K2 RAAFAEZ ANAHIEI Y 1P Mkt S 80 48 4
.

AJ DATE 58 B A 22285 o A0 A 4 B 18 5 16 1P ik

HwoNn o=

i Telnet (CLI) JA BhifE4HAS, FELL"admin”FH P S 5% .

18 Fi"configure terminalfr &) 45 4 JR 4H A A0

f# i i 4 "loadsave V) #: & loadsave 4 &M,

i N"firmware-in-configpack”#ir 4 (L&D .
FEMSARAF BV LI AT BRI, 2 HAE Sy B i) S0 & 7E ConfigPack
L]

£ ConfigPack = #R N [E 14

WHREBN, ZURESHRER, LAEHR .

ISRAE WBM = CLI i fR4F ConfigPack, Ik AR, 72 TGO S it sy, =
RSO T8 E B, AR E# .

B2 WA GRAF (T 205) #8737 115 2.

440
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il

7.3 7 ConfigPack H1#A [A/1F

ZIHA EFH ConfigPack

A

38 H DHCP #£7% 66 F1 67 fJ ConfigPack

Fab, WALz R S IE I 66 AT 67 (1) DHCP 1) ConfigPack.
1E2E $"System > DHCP > DHCP Client” 4 #H e 17

Z R ConfigPack A1 DHCP %% 66.67

RS2 B R, R BEIE I B £ T 66 F1 67 f¥) DHCP 23 30 ff.

U A% WBM B CLI 222 ConfigPack, Wi 42235 He b 77 i i [ 4
WBM H S5

1.

DU B B3 B i 1 B A AR BAE L 223 ConfigPack [ BE 4% WBM.

2. FEFEEHSystem > Load&Save”,

3. f£"ConfigPack"fTH1, Hiifi"Load"#Z4l.
4,

5. i#id"System > Restart” = J& & %

P EL 22 34 1) ConfigPack.

R A2 25 & [ E AR 5 ConfigPack H [ L RRCAS AN, I 2 B AT 8] A4 T 250 % 2 48 A
@ ZL s F-LED INKR CIAERIFIRG: 2247 2 FPIKIT 0.2 ) SRARBIXFEN . 2 )5, BiRe
FEH R 5, ConfigPack FRAFRE IR LA (ARG AHNED) SuiEiEE %,
HERRSETEER.

(41 F-LED $27K)

] DL E TS w4 EUE H WBM.
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sl

7.4 Rt ®’E

7.4 WEH) &E

R R A%

i#it SINEC PNI

BYAS

442

TR

ZHTHIEE
WERPAT B AL, BEATHIFTA BB BRI B B A

EE

IR
BANE AL AL TS R 46 p P A POAN A R, AT 571 A A J 458 ]

S BEAT 2 AR, TR DR s R R W B b “ A M rfE R .
IR LT PR R SR A ) WA

IR AL 2% T FELIR

FFRA SRR 1 RIMRAT

HIR 2R

PAERE “ A" (Reset) FfH H 4%, 7] i 3 12 8 4% (¥ LR

iy, ERZ 10 B JE Lt LED (F) 15 I INFRIFRAEE st .

PULE RN TFH4 5 45 4 25 0% LED (F) PO K

b5 B AR R E ).

N oou s w2

i SINEC PNl &SN W E, /PR T

1. EBREGN SR

2. Wil “EAI %" (Reset device) %4 .

3. TELLPAHEMEH LSRR “E AN H) BB (Reset to factory settings) ZE T,

AR WBM M1 CU B &S HITEAE R, 2 WAHET M-
o T Web EEE, “HF” o

o AATEN, “EAMBOAKE” 8

4 IEEE 802.11n T Web (431 V6.5 (1) SCALANCE W770/W730
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HUIREHERR/FAQ 8

8.1 AREEE WBM BE CLI BE47 445535

LS|
D SR E BRI A R A L, AT RETCVA B I S T Web [ HLBR CLI U5 ] B4
XZIHEAT AL SR, TR ORI ST BRAE U o “ RALHHL” S IS R .

FRPTT

bt J5 38 W] LA TFTP K[l 14 43 Bic 45 SCALANCE W

TR UL B IRAE FH TRTP 0 il 14 -

1. RMIBER I IR

2. DUERE “H 0" (Reset) Fcdll Hf4i(E, (RIS H T 1% B2 80 4% 1) AL IR

3. AR, BEZRY 2 )Rtk LED (F) 6N KR

4. BAERATFHA .. EHCRES T, 51 SN 7 ¥ S5 A G vl I TRTP T 408 [l 1 S04

5. I PUK M 0K PC 4% SCALANCE W,

6. f# i SINEC PNI Jy SCALANCE W 43 i —/™ IP Hutik,

7. FTJF DOS HEF- U145 21 (5 A7 5 [ 1 SO (B8 4%,  SRJG AT v & tftp -i <ip Hbhib> PUT <[&E {4>".

W A] LU AN [E] ) TETP 28 7 g o

8. KMIFEMR, R &I H KB4

UL

7£ Windows 10 &/ CLI #1 TFTP

WIRAE Windows 10 115 ii] CLI B TFTP, 7 #fifk Windows 10 H 5 HAH R 1) Th &g .
2R

B E AL IR B B

UL

TR, AR T e T LB B ) . AR AR, 2D R LED (F) 2Nk
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P FEHERIFAQ
8.1 AGEw i WBM 2¢ CLI 7T/ %

[l oe i BB e, WA EIERE,
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AEFEHERIFAQ
8.2 HI TN T3 1L iy 1Ty 1 B 7 1%

8.2 TR & T W e

o R R B IR B B R

st SCALANCE W B & N B2 R I o R il vy, SO s il 38 3T AR
FrmadE AN S . Wi SCALANCE W i 4% 32U TR K-35 dBm, AT e S EUEE k7.
7F WBM m, 555 S5REE [LL dBm NHAL] K15 BB RTE L Rk .

YNIY S W

* Information > WLAN > Client List

P B

* Information > WLAN > Available AP

SCALANCE W ¥ & A5 5 I D232 LT R R -
* WLAN fkffZ 18] 1 2

o HBO> IV LI SR

* “max. Tx Power [ & PA X T I If) K2k 1% & (Interfaces > WLAN > Antennas &
Power) .

FEPTT IR
an SEAE b TE SR E R S KT -35dBm) i, mTRAE s L I 200 i )
o IR AR AR AR 2 18] O BE
o B AE WBM B CLI i3l 24 B B FEAIR IWLAN AKHE A S DA

754 |EEE 802.11n T Web fIEFE V6.5 ) SCALANCE W770/W730
fic & F/it, 04/2022, C79000-G8952-C323-12 445



ALEETEERIFAQ

8.3 GIH i 7

8.3

RAENR

446

23

“

i3

5IHM M EsHRE

] 51H7 5 (6GK57xx-xAA60-xAX0) V& T1E.

HRIEFEBPEZER, EEM Internet U517 SIEMENS TV H sk 5 3K 8072 ST RS
¥ #Eauty, 4N ID: 42784493 (https://support.industry.siemens.com/cs/cnizhlview/
42784493)

NEEIREGAER, HEREAIT LA

4 brHE IEEE 802.11alblg/n

fE4ARAE IEEE 802.11a/blgin S51HMfhf%% . “802.11n only" % B 5IHF= A HE . AL
FEIHP= 5 AL Sk dE IEEE 802.11alglh Turbo.

TRWE

fE4hrAE |EEE 802.11alblg X F 5 IR AR % &% E .

KH"802.11n"8"802.11n only & & A& 4britE IEEE 802.11n S KRFRH AES % B
f¥) WPA2/WPA2-PSK.

iPCF/iPCF-MC
AT K IEEE 802.11b &4 /775 iPCF Bt &1d A .
BEERIN, ASGEX A IEEE 802.11b iz 47 : 2 & SCALANCE W700-xRR # 4% o

SSID
XFF SSID, VU FH LART ™ #h STRFI 54

Management only over wired Ethernet interface

PLET I i A5 "Management only over wired Ethernet interface”Zhfit. #EH i+, It
Theeht “EH ACLIhAEE o

WDS ID

f£f WDS ID i, #5224 H ASCIE 775 0x22 (")

WEP E{ AES %4/

Xt B s [ RR A N 3.2 (182 4%, WEP B AES 258 HUn 408 ASCIl Rt/ b = 4
0x20 % Ox7E.

WPA(2)-PSK %4H

Sof T e i [ A A 4 5.0 B4, WPA(2)-PSK 2540 Rl f18 ASCI 45+ 75tk 2 7
0x20 % Ox7E.

XFF AR 5.1 BUOH e, BURETEE H T WPA(2)-PSK 4 :

- XTAE 8 B 63 MEMMIEY, KA LU ArEzf ASCII Z4F:0x20 - 0x7e.

- XTHEEFAE 64 MERREH, PTLUEHLLIS ASCIF4fF: 0-9. a-fHAIA-F.
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ALFEHFRIFAQ
8.4 Z LMK BT HI ]

8.4 AWV B Ui B
SR 2% G T I, TR DA RS

o fHEIET HTTPS [RE&ESE:
5 HTTP A&, HTTPS rIsLEIfEiELt “FE T Web U HE” 2024 WLAN & 7 s Al4E N
B2 AT . GREZHEMER, B3N IMEBMLRAE (T 205)" 557 .

o fHHEA AES ¥ WPA2/WPA2-PSK
AN A8 WPA2/AES K5 1E 55 o AES ) WPA2/WPA2-PSK ATk Kt ett. &
KEZVEAER, S0 ““Security”3 #. (T 365)" 44>

o TRIPMIL G ZH A N B
BRI 45 G52 [A) NBts, AR f P 4 BBt o B M 7 1] R A 258 0 1 9% 2 (LI 15 B A2 1
2 1
— N, PPEARER P E N ET B — B VLAN U], TR . AR 2T
g5 5, 1S W “Agent IPv4 (7T 194)"#47.
—  BEANERT DUESEE WLAN 257 5t/ 45 N 2225 B ) HTTPS AIE 5. HTTPS iE &k
AW IS S sc 4. v LUE HTTP 2235 HTTPS iE 5. BT 2 VR4
fFR, ESW “HTTP (T 212)"&#8% .
« f#iF SNMPv3
ik SNMP Vil & &1, SNMPv3 iJ S bl RESCEL e iy B 564 . A REZHEAER,
EZ I “SNMP (T 238)"#57 «

fEF STEP 7 A E E RN ERR

UERAUE ] STEP 7 AHASAL TERURES B, WIJEIE S ERINE 1. A28 WBM X CLI
B DB, S, R OREERINE RS, 10 EAR A AR A HER A A X o

754 |EEE 802.11n T Web fIEFE V6.5 ] SCALANCE W770/W730
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B FEFEBRIFAQ

8.5 WLAN % /g0 SNMP fih & 7] #

8.5

fil DI

MIB 3CfF

448

WLAN % ¥ id SNMP fili kP #e

AR BE . 5GP BEE S E YIRS, WA UEN BCE MIB AR S
snMspsWlanForceHandover & fil & i Yl .

filtn, WLAN 2 S A7 7R 2 MR REREMHEAT IR . 24 WLAN 25 7 i 3 —Rp g Ry,
MIB ZZEHIMEM 020y 1. WLAN 27 i ML RN mERS, JFE RV AR B
REFBBAET VI AN . MIBARREEA 0.

f§i &4 MIB A5 & snMspsWlanForceHandover AJ 5 il 4] 4t .

P
T Web HEEE (WBM) iy 478 11 (CLI) TRl I RE -

L MIB % & snMspsWlanForceHandover ] OID:

iso(1l) .org(3) .dod (6) .internet (1) .private(4) .enterprises(1l) .siemen
s (4329) .industrialComProducts (20) .iComPlatforms (1) .simaticNet (1) .
snMsps (1) .snMspsCommon (1) . snMspsWlan (27) .snMspsWlanObjects (l). sn
MspsWlanSmt (1) . snMspsWlanRoamingConfigTable (4) . snMspsWlanRoamin
gConfigEntry(l). snMspsWlanForceHandover (14)

MIB 7% & HI{E
e 0O IjJﬁEEV%‘ °

o T: fil Ui

MIB A& & snMspsWlanForceHandover A 7£ %4 MIB S ff"Scalance_w_msps.mib”H1#k 3.
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B EEHEFRIFAQ
8.6 1E/H TIA Portal 2025144

8.6 {F TIA Portal AR %
ARG A G, BB LB EIEMSE, Bl 4 rk. BLERSRE 2 RE
.
NT BBV S, WSS 1 SR 5 PR 3 3)i% L.
AT RLUR A BN w5 208 B4 2 AN AR
o fERPUESER “FNHE A > WA E"(Download to device > Hardware configuration)
o fERTHEEA R “ T (Download) 4.

ER
o CEDH A 1 L AT
o WAL E SRR IR B AL T . S s, 2R S BT Eg A k.
o DGR LI B AR AR 5 1 4% B T AR RR A A DC IR
o CWE IP ML
o WHRCEEEUE PC
o CABHTRIEMSHL.

VLB
¥iE SINEMA 80

WRCEH T WBM 3ZH “ 248 > 4 &"(System > Configuration) 1 {J“SINEMA ZH 25 #211"
(SINEMA configuration interface), A g&fd ] TIA Portal 414 1& 4% .

HEENSHTRERS
TG SRR SH P B WA, THR LT PR
1. ETH B o BRI R N 2 2 A
2. FEMZRAFRIRTES S, a4 “ P EE B > AL E"(Download to device >

Hardware configuration).
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A EFEERIFAQ
8.6 fZ/H TIA Portal 2185 1%4

3. “¥ R T B| % 4" (Extended download to device) XFEHEFT PG, A& “ F#iE"(Settings
for the download).

— RPN, B0 HTTPS,

— R4S PC FASHMRIEOSE . LER, FEERAE G R A7 82 O B R E 1)
WE., B “IFaHIE R (Start search)
WA 2 2L S ARSI S 1) 1P bk 25 BoRAE “ H AR5 M 5 3% " (Compatible devices
in target subnet) £+,

- WEEERTHHAEAHE, RJE RS N (Load) %4 .

4. “InE " (Load preview) WIFHERERIFT T [RIN Sxdm AL E . ONRHE S BoRAHIGH B
AUINER P 75 B I (i, /& =) .
RS, WEREM “#IE"(Action) FIH EIERAE.
— BATCLHEAT IR, %A% 2 A s R

o “hn#(Load) %4 .
PATINEIAE, FHSER “INEg R (Load results) S iEHE .

W I EEE T, HikEE “EEME"(Action) H “{R1FE4LZS"(Save configuration).
i “SERL(Finish) 424

ES

I INEE, BPATE M 28 400 FigqT e .

u

N o

iR

EH ML AR SCALANCE 47
T HT N4 A4 1) SCALANCE 2175, i54% AR b R
1. $THF “&&FM 25" (Devices & Networks) ZmiEas, 2R )5 % B MM A
2. TE 2R R R Y 4 LA

3. TERR A RS B, PR a2 "SCALANCE 4074 > A& % PGIPC'(SCALANCE
configuration > Upload to PG/PC).

ZR

H5EKETEREE, RESPORNEBEFRS . WRESFATL, W2 SCALANCE 418 M i
£ INEZE TIA Portal. ZJ5, <7 TIA Portal Hr 50 51 @t =5 .

8.6.1 HE: MARESZ SINEMA A%

M BRI A B REER, Ui ER 4 M STEP 7 Basic | Professional ( HfiiA V13 i)
AB1% B4 R R v R A T R

“MAREZ SINEMA 35, EF &G, ATA 485 S % 25" (SINEMA Configuration not

accepted yet. With restart of device, all configuration changes will be lost.)

Horp—ANFTRERE R, WA AEAR S 1] TGk T 1]

4 IEEE 802.11n T Web (4831 V6.5 (1) SCALANCE W770/W730
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HFEFEBRIFAQ
8.6 fE/H TIA Portal 21285 1%4

0 RHAE HAE T B % (WBMICLIISNMP) ERUZ %, X Be T poks 78 150 4% 51 R I B 2%

T 1%
1. fE STEP 7 Basic | Professional H14T /¥ #15<) STEP 7 T H
FTHF T H AL
FETH B B
FEPRFESE B £ 3 I 25 ML (Go to network view) fiT 4>
TE X 2840 B e PR 4%
FEFT IR B4 I RAESE b, 1A A "SCALANCE 2175 > A A7 48 3414 (SCALANCE

configuration > Save as start configuration).

o voA W N

PR S B BRI AR ERZNE . HIEARS LT A TSR R 5%
HFMER.
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8.6 fE/H TIA Portal 2185 1%4
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PSR A“SCRFH) MIB B

A.1 SCALANCE W #&37f:i MIB 3C

3&HF SCALANCE W #4&-7 MIB 34

THER TIEHT SCALANCE W #4511 MIB LA

MIB

## oID

5%

AUTOMATION-SNTP (Siemens) "2

.1.3.6.1.4.1.4329.6.3.11

Vendor specific

AUTOMATION-SYSTEM-MIB (Siemens) 2

.1.3.6.1.4.1.4329.6.3.2

Vendor specific

AUTOMATION-TELNET (Siemens) V2

.1.3.6.1.4.1.4329.6.3.8

Vendor specific

AUTOMATION-TIME-MIB (Siemens) V2

.1.3.6.1.4.1.4329.6.3.3

Vendor specific

BRIDGE-MIB 1.3.6.1.2.1.17 RFC1493
ENTITY-MIB .1.3.6.1.2.1.47

EtherLike-MIB .1.3.6.1.2.1.10.7.2

IANA-MAU-MIB .1.3.6.1.2.1.26.1.1

IEEE8021-PAE-MIB .1.0.8802.1.1.1 IEEE 802.1X
IEEE802dot11-MIB .1.2.840.10036 IEEE 802.11
IF-MIB: .1.3.6.1.2.1.2 RFC2233
P-BRIDGE-MIB .1.3.6.1.2.1.17.4.5

Q-BRIDGE-MIB .1.3.6.1.2.1.17.7

RADIUS-ACC-CLIENT-MIB .1.3.6.1.2.1.67.2.2
RADIUS-AUTH-CLIENT-MIB .1.3.6.1.2.1.67.1.2

RFC1213-MIB .1.3.6.1.2.1.4

RMON-MIB .1.3.6.1.2.1.16

SNMP-COMMUNITY-MIB .1.3.6.1.6.3.18

SNMP-FRAMEWORK-MIB .1.3.6.1.6.3.10.2.1 RFC2571
SNMP-NOTIFICATION-MIB .1.3.6.1.6.3.13 RFC2573
SNMP-PROXY-MIB .1.3.6.1.6.3.14

SNMP-TARGET-MIB .1.3.6.1.6.3.12 RFC2573
SNMP-USER-BASED-SM-MIB .1.3.6.1.6.3.15 RFC2574
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HoR A" SEFFHT MIB 5

A.1 SCALANCE W #4535 71T MIB X1

MIB & oID 2%

SNMPv2-MIB .1.3.6.1.2.1.1 RFC1907

SNMP-VIEW-BASED-ACM-MIB .1.3.6.1.6.3.16 RFC2575

SN-MSPS-ACL-MIB (Siemens) 2 .1.3.6.1.4.1.4329.20.1.1.1.1.3 | Vendor specific
0

SN-MSPS-CONFIG-MIB (Siemens) 2 .1.3.6.1.4.1.4329.20.1.1.1.1.1 | Vendor specific

SN-MSPS-CPLUG-MIB (Siemens) 2 .1.3.6.1.4.1.4329.20.1.1.1.1.2 | Vendor specific
3

SN-MSPS-DHCP-CLIENT-MIB (Siemens) 2 |.1.3.6.1.4.1.4329.20.1.1.1.1.1 | Vendor specific
7.1

SN-MSPS-DIGITAL-IO-MIB (Siemens) 23 .1.3.6.1.4.1.4329.20.1.1.1.1.3 | Vendor specific
9

SN-MSPS-GENERAL-MIB (Siemens) 2 .1.3.6.1.4.1.4329.20.1.1.1.1.2 | Vendor specific

SN-MSPS-HTTP-MIB (Siemens) 2 .1.3.6.1.4.1.4329.20.1.1.1.1.2 | Vendor specific
0

SN-MSPS-IF-MIB (Siemens) 2 .1.3.6.1.4.1.4329.20.1.1.1.1.3 | Vendor specific
4

SN-MSPS-IP-MIB (Siemens) 2 .1.3.6.1.4.1.4329.20.1.1.1.1.1 | Vendor specific
3

SN-MSPS-KEY-PLUG-MIB (Siemens) 2 .1.3.6.1.4.1.4329.20.1.1.1.1.3 | Vendor specific
5

SN-MSPS-LOAD-SAVE-MIB (Siemens) 2 .1.3.6.1.4.1.4329.20.1.1.1.1.2 | Vendor specific
6

SN-MSPS-LOG-MIB (Siemens) 2 .1.3.6.1.4.1.4329.20.1.1.1.1.3 | Vendor specific
1

SN-MSPS-MSTP-MIB (Siemens) 2 .1.3.6.1.4.1.4329.20.1.1.1.1.6 | Vendor specific

SN-MSPS-NTP-MIB (Siemens) .1.3.6.1.4.1.4329.20.1.1.1.1.3 | Vendor specific
3

SN-MSPS-PNAC-MIB (Siemens) 2 .1.3.6.1.4.1.4329.20.1.1.1.1.1 | Vendor specific
0

SN-MSPS-PORT-MIB (Siemens) 2 .1.3.6.1.4.1.4329.20.1.1.1.1.2 | Vendor specific
9

SN-MSPS-RADIUS-SERVER-MIB .1.3.6.1.4.1.4329.20.1.1.1.1.1 | Vendor specific

(Siemens) 2 1.2
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KR A" S FFHT MIB ™
A.1 SCALANCE W #4317 MIB X1

MIB & oID &%

SN-MSPS-REPORT-MIB (Siemens) 2 .1.3.6.1.4.1.4329.20.1.1.1.1.2 | Vendor specific
8

SN-MSPS-RMON-MIB (Siemens) 2 .1.3.6.1.4.1.4329.20.1.1.1.1.1 | Vendor specific
2

SN-MSPS-SCW-MIB (Siemens) V2 .1.3.6.1.4.1.4329.20.1.1.1.1.1. | Vendor specific
100.10

SN-MSPS-SINEMA-MIB (Siemens) 2 .1.3.6.1.4.1.4329.20.1.1.1.1.2 | Vendor specific
5

SN-MSPS-SNMP-MIB (Siemens) 2 .1.3.6.1.4.1.4329.20.1.1.1.1.4 | Vendor specific

SN-MSPS-SNTP-CLIENT-MIB (Siemens) 2 |.1.3.6.1.4.1.4329.20.1.1.1.1.1 | Vendor specific
9.1

SN-MSPS-STP-L2T-MIB (Siemens) .1.3.6.1.4.1.4329.20.1.1.1.1.4 | Vendor specific
0

SN-MSPS-SYSLOG-CLIENT-MIB .1.3.6.1.4.1.4329.20.1.1.1.1.2 | Vendor specific

(Siemens) 2 1.1

SN-MSPS-VLAN-MIB (Siemens) 2 .1.3.6.1.4.1.4329.20.1.1.1.1.3 | Vendor specific

SN-MSPS-WLAN-MIB (Siemens) 2 .1.3.6.1.4.1.4329.20.1.1.1.1.2 | Vendor specific
7

SN-MSPS-NAT-MIB 1.3.6.1.4.1.4329.20.1.1.1.1.45 | Vendor specific

TCP-MIB .1.3.6.1.2.1.6

UDP-MIB .1.3.6.1.2.1.7

D AUTOMATION.MIB [J—#B4%3
AT SIEMENS TV H #3046 53R 7 i 1 T IS5 5 3CRr 0 T 40 SCALANCE W700 ()
"AUTOMATION.MIB”, &£ H ID 67637278 (https://
support.industry.siemens.com/cs/cn/zh/view/67637278)

2 LA MIB X Scalance_w_msps.mib"ff1—# 5. AITE “ RG> FEARAF > HTTP >
MIB"(System > Load & Save > HTTP > MIB) ~, fiifH] “{#47"(Save) $%4l7E WBM
ok,

D ToEARE RN B AN SRR I MIB.
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W7 A" 35 FFHT MIB e ”
A.1 SCALANCE W &7 35 #FH7 MIB X1
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fff3x B“EH MIB” B

B.1

SCALANCE W & & H1E4H MIB &

i#Eit WBM T#, SCALANCE W ] MIB

SCALANCE W ] MIB AJ7E WBM ] “ 2%t > A {RAF > HTTP > MIB”(System > Load&Save
>HTTP > MIB) A “frRA7"(Save) %4 F 4.

oID
SCALANCE W fi1E4 MIB 48 & B A LU R X R AR RS
iso(l) .org(3) .dod (6) .internet (1) .private(4). enterprises (1)
siemens (4329) industrialComProducts (20) iComPlatforms (1)
simaticNet (1) snMsps(l) snMspsCommon (1)

WLAN #¢E /) MIB &

WLAN #55E [f) MIB ZZ & 1] #E “snMspsWlan” FHE]. LELE MIB S A48 )45 % % B A1
HIEZE .
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W7 B" % MIB”
B.1 SCALANCE W #4175 7 MIB 5
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fif3% CUEEAIRAE”

C.1

H AR

SCALANCE W700 #&&58 £ B33/ & RIbn i
T H T SCALANCE W700 5 4% [t —Se bR

AR ES

IEEE 802.1AB BEE 2 RIS (LLDP)

IEEE 802.1D-1998 T ] (MAC), M

IEEE 802.1Q REIFRE LAN (VLAN FRic, T3 K16 VLAND
IEEE 802.1W-2004 PR A AR 0L (RSTP)

|EEE 802.3-2002 DN

IEEE 802.3af PAK ML EE (POE)

IEEE 802.11 oLk R

IEEE 802.11a 5 GHz SRUBL IR To 2 A FH b i

IEEE 802.11blg 2.4 GHz ABL I JC 264 FH A e

IEEE 802.11e H 55 & (QoS)

IEEE 802.11 h BBy AN D)%, HTBRM 5 GHz SR G .
|EEE 802.11i WLANS [1Jjn#

IEEE 802.11n AR A A A

546 IEEE 802.11n £ Web 182 V6.5 1) SCALANCE W770/W730
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R C B pp i
C.1 EALRHE
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% D"HEHE”

D.1 EHAEHHHEE

ARG ESAERHEE CEHD

RE L]

CHATIE S, FA: V02.00.00 - JA3N)E | J8 BN BLFI I [ AR AR A .

(YA LIRS 2

CEVEE HLJRZR % 1 A 2 FRAS .

o L1 CLi%ER

o L2 RiEH:

R M PRAT: ] 42 % KEAE S REMBIFEEE R

MSTP CL45H] . A2 R P RPIRZS A B

MSTP 45 H

JE B JE ToAR Pk R A RYLA B 5 MRIRES .

RS

1E “R4: > FF"(System > Events) H s AR “ HIEAZ{L"(Power Change) Fif4.

RE UL

£5 1% 1/2/PoE JE Hi . LR 1. 2RI 2 B PoE f7AE HE AL .

LR 7% 112/POE Wi Hi . LR 1. ZRi% 2 5 PoE b e Sy fH N A kT .
DA P2 O ERRAS

£ “A4G > FF"(System > Events) H1 )i Fl a2 “HE#24L"(Link Change) 4.

RE P B

P1 BEBK I8 DA O AR E .

P1 BRI PAIR I O LA iE

46 IEEE 802.11n £ Web 182 V6.5 1) SCALANCE W770/W730
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W= D" H.& 8"

D.1 1 H.E 1597 5

WLAN ZEOFPRS (R mAER)

HBE
VAP X.Y % 200 JA 7 WLAN 1 X ) VAP #:1 Y.
VAP X.Y BE KT A7 WLAN #:100 X /I VAP BT Y.

WLAN X _#) WDS'Y #%iH .

WLAN 0 X ) WDS 210 Y /245 %R

WLAN X 1) WDS'Y ik,

WLAN #:11 X 1 WDS $: 11 Y ANEAEiEH: .

WLAN X FRILES AP: HiE <l
R AP <R S 4> <MAC>

B4 5> <RSSI B>

FE79 WLAN 32 1 X 1 B I b B <1 18 A I 2
T NEN

WLAN X FES AP #4k: HiE <
LW AP <REFE L FR> <MAC>

I S 5> <RSSI fH>

M AL R N ARAS I BV B RN L, RN “ 5
& AP TR HER -

DFS: 7F WLAN X I ({834 <‘u;ﬁﬂ‘%‘> <>bﬁ$ <HH>
MHz) FRAGIINR R IA T30 PIHRBEE <@l 5>
F <HFE> MHzZ)

FE29 WLAN 5 111 X 3¢ B IEIE - sl SR IEE s I 3
FEAP B0, FIEBRGE o BB

30 7Bl A RDIHR BN % FETE B Y] T —
ANBE EE R 2 N iEE

DFS: il <i@iEgms> FE <HE>MHz) £ WLAN
X ) NOL wh=&4k, mIFRAEH .

HIE E AR EER . %08
SR A MRS, F AT AL A

18 A BH W IE

DFS: WLAN X fJiliE <@l 5> (R <HiK> MHz)

FEFA AT IS IE R T R . A

HRR N B IR T, e NI A ! ZAIEE, 7EA ] H A EIERT WLAN £ EXOR g E0H
W

WLAN ZE:OFPRE (PR A R)

HE k]

WLAN X % 5238 Ja R T WLAN £ 11 X,

WLAN X BE 2% A 17 AT WLAN $: 11 X,

54 |EEE 802.11n &T Web I V6.5 ) SCALANCE W770/W730
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MR D" H &5 ”

ARATHHL

D.1 FfEH.E e

HE !

WBM: IGAER I .

W “HET Web I H(WBM) B3I, SN, 1I7E “RE5->F
f"(System -> Events) i3 FH AR FHiZ 1 CBRAIEZRIBO .

Telnet: I&iERIK,

L Telnet BoRit, ARG AIERH. AI{E “ R4 > F1E"(System -> Events)
A G RZ A (BRIERIO .

GRS R PIEREE . AI7E “ R4 -> FHF"(System -> Events) 1 /5 828 % F44
(AIFJEE) .

RF X EAEBRTERRIEE

HE Y B

T HTTP(S) EAE S ST <SCAF2R > Indk
I}
- HEHEG

AL HTTP(S) Mhsbn g 1 3cft. R EA .

I HTTP(S) BB ST <SOSR Tk
I

AL HTTP(S) MeBistbna 1 30 At

I HTTP(S) LAE3CF: SR <SCFRAS LRiIE
e A

3 HTTP(S) MEZhI N 1 3Cf. %305 i 3Cft
e .

I HTTP(S) LAE30fF: SO SOERALS BHIESR
T

i HTTP(S) ISR 123 B & HHR BTE R

@I TFTP AL SCA
- WEHEH

SRS USRS InEk k)

L TRTP B v 3. FHEES

I TRTP B SO <O A ndpic T

AL TFTP s na v et

Wit TFTP A% S0
2 [A

SR US> 2 951IE5E

i3t TRTP IR TS0t 2 B o se 4

o0

=t

i TFTP EARSCHE: SCHSRAE <SOSR RS Bk RIK

i
EIEI

i TFTP IN# SO R 20 8 B R BTG AL

JEIE TFTP AL A
15 R M

SCAFSRAL <SOSR (R4

I TRTP ARSI SCHF AN IR, BUE S5 o
AR

i TFTP _EAESCfF: SOPFRAL SO SRAES [ fF4%
BRI TCERERISE 1P it

B TFTP In# SCE R W . Toikis i) TFTP R &5 a8 Bk
BAIER.

L TFTP M aOCHF: SCPFSRAE <SCPFSRAES (R A%
BRI TCERER S E 1P ikt

R TRTP RAF SO R . Toi2 1) TRTP R 5545 B
BAIE .
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HiR D" HL& e

D.1 1 H.E 1597 5

ARERREHIHE B

HE

B

£ “ AR5 > FF"(System > Events) A

1E “ R4 > WHEMAL" (System > Fault Monitoring) A4
A LY M PRI DK DX 3 11 b )

R EIR A <Hi SR>

<HiFERER>:  “OPdTRES. 7 BT iEsh. -
"P1EEES T, P BERRRLE. 7 “ZRER L1 (L2) Wid”
“DFS: WLAN2 FJGn] R ”

e N

AR FHE 2 A5, /£ Events"WBM BT
AR, AR EC M FE, BlnBigE e AR
i 1 _E B AR AL .

<HPEAEIAR>: “P1BERSRNT. P11 BERELE. 7 “ZRER
L1 (L2) WrH”

MR AT 2 <MBdfhid> A& H e
<HEER>:  “COPITRUEBh. 7 “OPUTAEBD.

“P1EERR BT, P REREEE. 7 “ZREK LT (L2) "

“DFS: WLAN2 FGmfHi@iE” “AR#E3Z2 C-PLUG". T
%152 WA 4% C-PLUG Bific. ”

HECIRA (EBAR) - <#fEifiRs> N

A RAEB R %

BRI W e (EHAER) « <iifEHR>
<MPEAIA>: “P1 BEMRT. "P1 BEM L.
L1 (L2) WrH”

» o« gj% E%’

e
HE PR R Z S

HRIRES: <MBEHAR> CiBRR.

e VN

<fERER>: “CHPATRES)” “CHITA BN .
H*X MSTP I E
HE LB

fE “ R4t > FF"(System > Events) H S FHEREEF “AF o
(Spanning Tree) {4

G % P ol T (R N A

O T IR TN R EA R,

AR s AGHI BT AR R

XXIXXIXXIXX XX XX o

EE T s AR — A MAC Hihik oAy
XXEXX XX XX XXX FRTETAR R
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MR D" H & 758 ”

BREZERHEE

D.1 FfEH.E e

HE

LA

RADIUS: 252135467 F it <MAC> FU5 i)

7 F S A UE E R ER T o

BFREERZEHKHEE
HE P
Tk Vil Syslog 45 2% ! TeiFvs M ZHAS 1) Syslog AR%5 4% -
TR H B RIEE syslog fR% 45, TERE | Syslog RS HEN T,

syslog B FILE .

W IP R, Joik A& TR

FORFH T WA, Toivs el SMTP IRSs4 (Biltn, MggiEszc
il

HH T SMTP BGUEJRIM,  Joik R I% v 11

LT MBI SMTP il 5% 2% L 2% /7 i 6 1E HE A o

H T SMTP JH BAZIE R, Tovk ki s s
o

FIE T MR . SMTP RS 85 rT i1, (HABAZE Rt &
R (il AT IR IR A AR .

SNMP: ZGUEZRIU

SNMP & FumeiE R Teikvim (Flan, # SNMPv1iv2 47
R, B R E” ASAIERD .

AT IP A . BOSRIZRE S K.

FIREAT IP AR . WOE VIR IE R

o AT IPEAE. BURBGRZIECR. HE

ToiEHEAT IP MG IRCR CBOREE . R LG AA P

7Y P AN 8 S Hodk

ARG )a3EERIE S (PLUG)

wmE WA
JAENHAS: AN

PLUG: AR AAE N PLUG,

JAFNAZS: WA
PLUG: EZk
PLUG: ¥FrIIEER

AAfiN PLUG. %55 FAHAS T 7 ZVFAIE (KEY-PLUG)
FITHEE -

JAENAAS: AN
PLUG: &Rz
PLUG: ¥FHEER

N PLUG _EHSTERE A Z
WA P T T EYFATE (KEY-PLUG) IhRE .
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HiR D" HL& e

D.1 1 HE 1597 5

W

!

JashA: WG

PLUG: HIZiET&E > T HNHASERA
PLUG: A& #%

PLUG: #E3Z2VF Tk

W EBAHAS BTN 5 N %% H KEY-PLUG.

JAENAEDS: NIEAENE:
PLUG: HIZiEawWE > [# N EHSIET
PLUG: #3223

WHEBHZS I 5 N % H C-PLUG.

JAEhAHZS: PLUG 124if
PLUG: & H%
PLUG: #5321 AliE

M KEY-PLUG FRIhin#, 14035

JaEhH DS PLUG 121
PLUG: #E%22&

M C-PLUG FRIhmak 7 475

A% PLUG I E

HE

W

£ 32 PLUG,

B A DR S PLUGS

PLUG: #RZIH MR PLUG.

B AR — M S A RS A R PLUG.

PLUG: #Z3%243E
PLUG: fEizfT R B4 H . FEI2 47 WATA MBS C-PLUGIKEY-PLUG.
B25% PLUG #%5%7 PLUG.
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MR D" H & 758"

D.2 WLAN Z3iF H & #1797 &

D.2 WLAN B+E H EFHIE S
B SRR THNE

R P4

2% P <MAC Hil> < R %5 4 Hks HERE T 2% P O I E A B
%P1 <MAC Hil> < A %54 Fk> TR < BRI RS> W7 | 2070 OO MBE N ST

TFiER

VAP<Num>: % /i <MAC> SRR RS (<3¢
AR>)

REERIERR P 5 VAP, USRI 20 R R ] o

VAP<Num>: 7% i <MAC> Kl (<3CASS) Tt
T

JRIIWTIT 2 3 5 VAP 1% . LSO SR R A

VAP<Num>: & i <MAC> Bl (<3CASS) T ECH
ISAIE

N AP YRR . DASCAR IR SRR R A

VAP<Zi 5> 2 Ui <MAC> BE 2 RES (<RFES
>)

P ISR . PLSCAS I R R SR A

VAP<Num>: & i <MAC> K BERINBT &Rz IR
& (<A

TEZIE P g . OCAR IR SRR R A

VAP<Num>: & iy <MAC> O+

i ELR IS A VAP, B i B B S 5 VAP,

RADIUS: #5467 F ity <MAC> #1157 ]

RADIUS Jl 45 #8H8 461% 25 ) 3w U )

RADIUS: #5727 J i <MAC> #1171

RADIUS AR 55 28 F0VFiZ %5 ) i 1 1) o

T 73] AP <MAC> ) WDS %4

LRI S BN R WDS %

WDS Wit 5 AP <MAC> )%z OV 2 b B4 N R WDS iz .
ZEPEER THRHEE

wmE i B

RIS <EIE 5> (R <HFE>S MHz) BIhER: | 27 i ORI S &S
FI| AP <MAC Hitik> <R 4 4 FR>

KI5 AP <MAC Hihib> <! KRG FR'S (&R (H1 | 27 i 2R S04

T &% STA IEETF (B & JF) BSS, WiFZER
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SEN FMHIERZ P i S UE RIS . DOCARE BN
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W= D" H&HE”
D.2 WLAN Z33iF H & H1 797 &

& L
KAEWIIT 5 AP <MAC> FFESE; IRE (<0AS) | TR ORI B SR . LISCAR BB B R
Al
REEEET] AP <MAC>; IRE (<CA>) B BN S ER R PASCAR R R 7R SR A
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B} 3% E"Syslog HE” E

E.1 Syslog 7§ B HI#E X
W14 8 RFC 5424 A= pif1) Syslog Y6 5. (UDP BRiAu 11 514) A7 DL RAE.
HEADER

e TIMESTAMP (f§# RFC3339)

o EHLAK

* APPNAME. PROCID 1 MSGID: 1% CEMEE, W4 H"-"74F
PRIORITY

PRIORITY 7 Syslog VM 2 4w ede, uliEN “ I EFEEE"(Severity) F1 “ "
(Facility) #EH

. Vi (Facility)

o JEEHFERE (Severity)
VERSION

o WHENIT.
HOSTNAME_CONTENT:

o IPv4 it (RF& RFC1035) « A H— M HlfEER s, IF B RS — A7 Tk
FFo XXX XXX XXX XXX

o IPv6 Hihk (FF& RFC4291 25 2.2 4D
STRUCTURED DATA

 timeQuality

MESSAGE:

o BESL ASCI F 45

VLA
LTS XHER, 2 W RFC 5424,
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R E"Syslog 7H.E 7
E.2 Syslog /.6 #1124

E.2 Syslog ¥§ B IS H

Syslog 1 B A A& LU 24

2 L 7] R fE
ip address IPv4 B¥ IPv6 il IP sk (FF& RFC1035
BURFC4291 55 2.2 #50)
src port TR N oG 0...65535
dest port A %d
client mac MAC btk 00:0C:29:2F:09:B3
dest mac #3: %02x:%02x:%02x;%02x:%02x:%02x
src mac
protocol A AR IR S5 () A PR EAE FH IS 4 20 | AT RER 2% H
RUIERS UDP | TCP | WBM | Telnet
% %s |SSH| Console | TFTP
| SFTP
group FH T AR 44 FR PR VR ZH I 4 R it-service
FE: %s
user name AR et 2k 42 U 2R B8 VR R FH P IR 245 B | maier
Rt D)
FE: %s
action user name | iRIEAMLUE ) ZFRIRAH . ML P AZRELR: | Peter.Maier
WERTH P
1% %s
role HAOKRS 4 (=S
1K %s
time minute WA 44
timeout A %d
time second W 44
#& e %d
failed login count | & 5% SR MUK £ 10
= %d
max sessions 2 H 10
X %d
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KR E“Syslog 7H.E "~
E.2 Syslog /4.5 #7924

SH UL Gl R %R

vap REAIEN R A5 44 VAP1.1
e (%s) 5% (%s %s)

status reason A r R TR s I 2 RASE B 7T | CEREE)  CREx
BEZAT FRBRLALL Ik, FHLL" 45 | &7
BB, IXFEAREEAT 70T o

wlaninterface | WLAN #0555 4 WLAN1
FE: %s

ssid PL ASCII 2711 SSID MyWLAN
CED=5t %))
1% %s

channel SGIBERZN 12
13 %s

signal strength | {5 5585 12
#3: %d

version WA 44 Fk V1.0.3SP1
(LT
1 %s

length W 2 e A (LA AT L) 52
3 %d

network W 2845 IR 755 24 Bk vlan 1

interface . %s
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W% E“Syslog 7.5~

E.3 Syslog 7.5

E.3

472

Syslog 5 &

F P AR R ARAE

HECAR {protocol}: User {User name} has logged in from {ip address}.
N WBM: User "Admin" has logged in from 192.168.0.1.

B TR WA R € A RCERAE B .

Severity Info

Facility localO

PritE IEC 62443-3-3 &% SR 1.1

HESCAR {protocol}: User {User name} failed to log in from {ip address}.
Nl WBM: User "Admin" has failed to log in from 192.168.0.1.
YL TG AR € I P 4 B CERER) AN IEW.
Severity Warning

Facility localo

b IEC 62443-3-3 2% SR 1.1

HEXCAR {protocol}: User {User name} has logged out from {ip address}.
Nl SSH: User "Admin" has logged out from 192.168.0.1.

Wi B M P2l 258k - 8.

Severity Info

Facility localO

b IEC 62443-3-3 2% SR 1.1

HECAR {protocol}: Default user {user name} logged in from {ip address}.
Nl SSH: Default user admin logged in from 192.168.0.1.

P B BRI P i 1P ik Sk

Severity Info

Facility localO

bR IEC 62443-3-3 2% nla (NERC-CIP 007-R5)

HESCAR {Protocol}: {IP address} - No response from the RADIUS server.
Nl WBM: 192.168.1.105 - No response from the RADIUS server.
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KR E"Syslog 7.6~
E.3 Syslog 7.8

Ui W AR RS A5 HEAT V7 1) BRI 55 4% TE e B o

Severity Warning

Facility localO

bt IEC 62443-3-3 Z%: SR 1.1
DRl IRk 5:1

HESCAR {protocol}: User {user name} changed own password.

AN WBM: User admin changed own password.

Ui B VARSI S ISRV R TR

Severity Notice

Facility localo

Pt IEC 62443-3-3 &% SR1.3

EISS'WN {protocol}: User {user name} changed password of user {action user

name}.

Nl Telnet: User admin changed password of user test.

Y] S DRI & A DAl DR

Severity Notice

Facility localo

b IEC 62443-3-3 &% SR1.3

NEPSSIN {protocol}: User {user name} created user-account {action user name}.
N WBM: User admin created user-account service.

YL M Eaig—Aik e

Severity Notice

Facility localo

b IEC 62443-3-3 &% SR1.3

HESCAR {protocol}: User {user name} deleted user-account {action user name}.
Nl WBM: User admin deleted user-account service.

Y] L CMERILE K .

Severity Notice
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iR E"Syslog 7H.E

E.3 Syslog 7.5

Facility localO
it IEC 62443-3-3 2% SR1.3
R EE
HECAR {Protocol}: User {User name} created group {Group} and assigned to
role {Role}.
N WBM: User admin created group it-service and assigned to role service.
Ve EH A ORI N A,
Severity EE
Facility localO
Fite IEC 62443-3-3 &% SR 1.4
HESCR {Protocol}: User {User name} deleted group {Group} and the role {Role}
assignment.
7~ WBM: User maier deleted group it-service and the role service
assignment.
i R MR 4K o
Severity Notice
Facility localO
bk IEC 62443-3-3 Z%: SR 1.4
BFRERRK
HESCR {User name} account is locked for {Time minute} minutes after {Failed
login count} unsuccessful login attempts.
ANl User service account is locked for 44 minutes after 10 unsuccessful
login attempts.
Ui WSRO BL 22, TR 2 B FH K P R R — B A R IR 1]
Severity Warning
Facility localO
bt IEC 62443-3-3 2% SR1.11
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KR E"Syslog 7.6~
E.3 Syslog 7.8

STEBIE
HECAR The session of user {user name} was closed after {time} seconds of
inactivity.
7~ The session of user admin was closed after 60 seconds of inactivity.
Ui W AT 1 B ARG SRS T BUE -
Severity Warning
Facility local0
i IEC 62443-3-3 &% SR 2.5
TR EEHEIE F ]
EISB'WN {vap}: Client {SRC mac} associated successfully.
AN VAP1.1: Client 00:0C:29:2F:09:B3 associated successfully.
Pi ] WLAN %5 s 4% 1] AP
Severity Info
Facility localO
by IEC 62443-3-3 % SR 2.2
MEPSSIZN {vap}: Client {SRC mac} failed to associate, status {status}.
7~ VAP1.1: Client 00:0C:29:2F:09:B3 failed to associate, status (Invalid
group cipher).
Wi B WLAN % i 2] AP B a4
Severity Warning
Facility localO
b IEC 62443-3-3 % SR 2.2
HECAR Overlap-AP found on {Wlan interface}: AP {ssid} {Src mac} found on
channel {Channel} rssi {Signal strength}.
il Overlap-AP found on WLAN1: AP MyWLAN 00:0C:29:2F:09:B3 found
on channel 12 rssi 12.
Ui B TEAFR AL .
Severity Information
Facility localO
it IEC 62443-3-3 2% SR2.2
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iR E"Syslog 7H.E

E.3 Syslog 7.5

476

VEISS'WN Overlap-AP found on {Wlan interface}: AP {ssid_Hex} {Src mac} found
on channel {Channel} rssi {Signal strength}.

Nl Overlap-AP found on WLAN1: AP 050E081234 00:0C:29:2F:09:B3
found on channel 12 rssi 12.

it B TeeAZE AT .

Severity Information

Facility localO

b IEC 62443-3-3 &% SR2.2

HESCAR {vap}: Client {SRC mac} disassociated with reason {reason}.

7~ VAP1.1: Client 00:0C:29:2F:09:B3 disassociated with reason (Unknown
peer).

i ] WLAN %/ 3 55 AP Wit iz .

Severity Info

Facility localO

FritE IEC 62443-3-3 2% SR 2.2

MEPSSIZN {vap}: Client {SRC mac} failed to authenticate, status {status}.

NG| VAP1.1: Client 00:0C:29:2F:09:B3 failed to authenticate, status (Invalid
group cipher).

Ui B WLAN % i 2] AP B a4

Severity Warning

Facility localO

b IEC 62443-3-3 % SR 2.2

HECAR {Protocol}: {IP address} - No response from the RADIUS server.

Nl WBM: 192.168.1.105 - No response from the RADIUS server.

! FHLF) RADIUS % 2% .

Severity Warning

Facility localO

b e IEC 62443-3-3 % SR 2.2
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KR E"Syslog 7.6~

E.3 Syslog 7.8

BR#HIH R Em B E
HECAR {Protocol}: The maximum number of {Max sessions} concurrent login
session exceeded.
7~ WBM: The maximum number of 10 concurrent login sessions exceeded.
Wi i AT R KEH
Severity Warning
Facility localO
P IEC 62443-3-3 &% SR2.7
AAEINE
MEPSSIZN Device configuration changed.
AN Device configuration changed.
Ui W WA AT AKAMEE
Severity Info
Facility localO
brifE IEC 62443-3-3 % SR2.12
1E B3 RGP &0 B
HECA {protocol}: Saved file type ConfigPack.
i IEC 62443-3-3 2% SR7.3
Wi B ConfigPack LA ELARAT -
AN TFTP: Saved file type ConfigPack
Severity Notice
Facility localO
HESCAR {protocol}: User {user name} failed to save file type ConfigPack.
i IEC 62443-3-3 2% SR7.3
iR F P TiARAF ConfigPack 01
AN WBM: User admin failed to save file type ConfigPack.
Severity Info
Facility localO
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W7 E"Syslog 7K~

E.3 Syslog 7.5

478

HE AR {protocol}: User {user name} saved file type ConfigPack

b IEC 62443-3-3 % SR7.3

i ] H P 2447 ConfigPack U1

7~ WBM: User admin saved file type ConfigPack..

Severity Notice

Facility local0

HE KR {protocol}: Failed to save file type ConfigPack.

b IEC 62443-3-3 % SR7.3

i B ConfigPack X TEIEFTIT !

7~ TFTP: Failed to save file type ConfigPack.

Severity Warning

Facility localO

HEMLRGRE

MEPSS &S {protocol}: User {user name} loaded file type Config (restart required)..

ZN | WBM: FI & B U SO 28 Config CREEZEHTE BN

Wi B M AR

Severity Info

Facility localO

byt IEC 62443-3-3 &% SR7.4

HESCR {protocol}: Loaded file type Config (restart required)..

ZN Yl TFTP: Nz i XA Config (FEEEREZD) -

Wi A M AR

Severity Info

Facility localO

i IEC 62443-3-3 &% SR7.4

HEXCA {protocol}: User {user name} loaded file type ConfigPack (restart
required)..

Nl WBM: F P& B 5N SO 288 ConfigPack (R HTE3N)
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KR E"Syslog 7.6~
E.3 Syslog 7.8

Ui W EYVAREEE RN

Severity Info

Facility localO

(i IEC 62443-3-3 % SR7.4

VERSSYWN {protocol}: Loaded file type ConfigPack (restart required)..

N TFTP: IN#R A 285 ConfigPack (FFHEEFEE) .

Ui W EYVAREEE RO

Severity Info

Facility localO

b v IEC 62443-3-3 &% SR7.4

RS {protocol}: User {user name} loaded file type Firmware {version} (restart
required).

AN WBM: User admin loaded file type Firmware V02.00.00 (restart
required).

Y] [ 5 e B A%

Severity Notice

Facility localO

Pite IEC 62443-3-3 &% SR7.4

HESOR {protocol}: Loaded file type Firmware {version} (restart required).

w1l TFTP: Loaded file type Firmware V02.00.00 (restart required).

YL [ B s B A%

Severity Info

Facility localo

e IEC 62443-3-3 2% SR7.4

HESCR {protocol}: Failed to load file type Firmware.

o WBM: ek ISR AL 1

Y] EESH SHPN I

Severity Warning

754 |EEE 802.11n T Web fIEFE V6.5 ] SCALANCE W770/W730
fic & Fit, 04/2022, C79000-G8952-C323-12 479



W% E“Syslog 7.5~

E.3 Syslog 7.5

480

Facility

localO

bt

IEC 62443-3-3 2% SR7.4
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PR F CGCRFBIZ 2D F

F.1 WLAN 24 ¥
TR ST SCALANCE W 4% 347 BN 28 FNEEIF 7715 .

INE Tk

7: (None) v

WEP v

WPA-TKIP -

WPA-AES v

RrilE

AL IPSK

IEEE 802.1X EAP PEAP

IEEE 802.1X EAP TLS

NSNS

IEEE 802.1X EAP TTLS

IEEE 802.1X EAP HAth -

EAP 7% : MS-CHAPv2

EAP #/p3: TLS

NSNS

EAP #hi: GTC
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Wk F CGEHE 2 2PL%))D
F.2 RADIUS 72 uE 35 HFHT % HL %)

F.2 RADIUS H6HE 2 FF I Z 2 HLH]
R E 7~ SCALANCE W 545 32 FF 1 F T RADIUS G 2505 B4 f s 44 Bk
ERINKE TLS 1.0
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